
  

 
SOCIAL 

NETWORKS 

Note that social networks can be taken advantage of to gain access to or compromise 

the systems you have. Carefully consider the applications you allow the site to install (you 

cannot always control the information an application accesses); be cautious when you click 

any links embedded in a request.   

 

Additionally, social networks are a good way for cybercriminals to gather your 

information, which can be combined with other information they got from other channels, to 

compose a fuller picture of you – be wary of information you post. Avoid default security 

and privacy settings; read the privacy terms and conditions. 

Avoid using P2P systems to share confidential files. 

 

MOBILE 

DEVICES 

Mobile platforms have become increasingly attractive to hackers.  Install anti-virus for 

your Android devices.  Only download software from legit app stores; always question the 

permission an app requires before installing.  Install Operating Systems and firmware 

updates as soon as they become available.  Don’t jailbreak your device.  

 

IRON RULES    PROTECT ALL OF YOUR DEVICES AND DATA 


