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	Supplier name
	
	Service / product
	

	Completed by
	
	Date completed
	


Introduction
Using cloud services means LSE information is stored and processed outside LSE, so we rely on our suppliers to apply appropriate security standards and meet legal requirements. This questionnaire gives LSE an overview of the security, resilience and data protection arrangements of any service we may commission.
There are two parts to a Cloud Assurance Questionnaire: one for LSE commissioning teams and one for suppliers. This form is the Cloud Assurance Questions for Suppliers, to be completed by the supplier of the proposed service.
How to complete this questionnaire
1. Answer every question. Tick Yes, No or N/A where offered, then use the “Supplier response & evidence” box to explain your answer. A bare “Yes” without supporting detail may delay assessment.
1. Attach or link to evidence wherever possible — e.g. certificates (ISO 27001, SOC 2, Cyber Essentials Plus), penetration test summaries, policies, sub-processor lists and your standard Data Processing Agreement.
1. If a question is not applicable, tick N/A and briefly explain why.
1. If your service inherits controls from an underlying cloud provider (e.g. AWS, Azure, GCP), say so and state which controls are inherited and which you operate yourself.
1. Answer about the specific service being procured by LSE, not your company in general, unless the question says otherwise.
Legal note — UK GDPR
LSE must comply with the UK General Data Protection Regulation, which mandates how Personally Identifiable Information (PII) must be controlled, processed and secured. PII may only be stored or processed outside the UK/EEA if:
1. the UK or EU has judged that the destination country has equivalent data protection laws (an adequacy decision, e.g. Canada, Japan); or
1. the supplier has signed (or is willing to sign) an appropriate transfer mechanism with the School, such as the UK International Data Transfer Agreement (IDTA) or EU Standard Contractual Clauses with the UK Addendum.
Section A — Supplier & Service Profile
Basic information about your organisation and the service being assessed.
	A1. Company name & registered address
Include company registration number and website
	

	A2. Service / product name & description
Briefly describe what the service does for LSE
	

	A3. Service model & hosting
SaaS / PaaS / IaaS; underlying cloud provider (e.g. AWS, Azure, GCP) or own datacentre
	

	A4. Security contact
Named contact for security and data protection matters (name, role, email)
	

	A5. LSE data processed
Categories of data the service will hold, e.g. names, emails, student records; state whether any PII or special category data is included
	

	A6. Expected LSE users
Approximate number and type of users (staff / students / external)
	


Section B — Compliance, Certifications & Assurance
	Ref
	Question
	Answer

	B1
	Do you hold any security certifications or attestations, e.g. ISO 27001, SOC 2 Type II, Cyber Essentials Plus?
Please list each certification with scope and expiry date, and attach certificates or recent reports.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	B2
	Do you commission independent third-party security assessments, including internal and external penetration tests?
Please describe frequency and scope, confirm whether critical, high and medium findings from the most recent test have been remediated, and whether you can share a summary report or letter of attestation.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	B3
	Do you hold cyber liability insurance?
Please state the coverage limit and insurer.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	B4
	Have you suffered a reportable security breach, or been subject to regulatory enforcement action (e.g. by the ICO), in the last three years?
If yes, please summarise what happened and what was changed as a result.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	B5
	Will you grant LSE (or its nominated assessor) the right to request security reviews or audit evidence during the contract term?
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:



Section C — Data Protection & Privacy (UK GDPR)
	Ref
	Question
	Answer

	C1
	Will you sign a Data Processing Agreement (DPA) meeting UK GDPR Article 28 requirements, including the UK IDTA / SCCs with UK Addendum where international transfers occur?
Please attach your standard DPA if you have one.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	C2
	In which countries will LSE data be stored and processed?
List every country (including for support access) and describe the data safeguards in place for each location.
	

	Supplier response & evidence:


	C3
	Are there any circumstances under which LSE data may be transferred to other countries?
E.g. failover, follow-the-sun support, sub-processor changes.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	C4
	Will LSE data, or data about LSE users, be shared with third parties or used across other services you offer?
Include analytics, advertising and product-improvement uses.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	C5
	Do you use sub-processors to deliver the service?
Please attach your current sub-processor list and describe how customers are notified of additions or changes.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	C6
	Do you have a defined data retention policy for customer data?
State retention periods for live data, backups and logs.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	C7
	Does your hosting agreement include end-of-life data destruction?
Provide technical details of the destruction method, the timescale, and whether a certificate of destruction can be provided.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	C8
	Will you provide LSE with a copy of its data, on request, in a usable format?
Specify the export formats and methods available (e.g. CSV, JSON, API).
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	C9
	Can you support LSE in responding to data subject rights requests (access, rectification, erasure) within statutory timescales?
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:



Section D — Identity & Access Management
	Ref
	Question
	Answer

	D1
	Does the service support single sign-on with Microsoft Entra ID / Active Directory (e.g. SAML 2.0 or OpenID Connect)?
Please also state whether automated user provisioning/de-provisioning (e.g. SCIM) is supported.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	D2
	If SSO is not used, what is your password policy, and can multi-factor authentication (MFA) be enforced on all accounts?
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	D3
	What are the timescales for suspending and deleting user accounts when requested by LSE?
	

	Supplier response & evidence:


	D4
	Does the service support role-based access control so LSE can apply least-privilege permissions?
Briefly describe the available roles, including admin roles.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	D5
	Is access by your own staff to LSE data restricted, logged and protected by MFA?
Please also state whether staff with access to customer data undergo background checks and regular security awareness training.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:



Section E — Data Security & Encryption
	Ref
	Question
	Answer

	E1
	Is all communication in transit encrypted?
Specify protocols and minimum versions (e.g. TLS 1.2+), including for APIs and admin interfaces.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	E2
	Is data encrypted at rest?
Provide details of the ciphers used (e.g. AES-256) and what is covered (databases, file storage, backups).
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	E3
	How are encryption keys managed?
E.g. KMS/HSM, key rotation policy, and whether customer-managed keys are supported.
	

	Supplier response & evidence:


	E4
	Is LSE data logically segregated from other customers’ data in your multi-tenant environment?
Describe the segregation mechanism.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	E5
	If a test environment is used, what security controls protect it, and is any PII anonymised or masked before being used to populate it?
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:



Section F — Infrastructure & Operations Security
	Ref
	Question
	Answer

	F1
	Is LSE data kept in a single datacentre or multiple datacentres?
If multiple, where are they? Do you own the datacentres, or rent space/services from a provider?
	

	Supplier response & evidence:


	F2
	Are the datacentres protected by appropriate physical security controls?
If inherited from a cloud provider, name the provider and reference their compliance reports.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	F3
	Do you operate a vulnerability management programme?
Describe scanning frequency and your patching timescales for critical, high and medium vulnerabilities.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	F4
	Do you follow a secure software development lifecycle?
E.g. code review, SAST/DAST, dependency scanning, OWASP Top 10 awareness, separation of duties for deployment.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	F5
	Do you centrally log and monitor security events (e.g. via a SIEM), with 24/7 alerting?
State log retention periods and whether audit logs of LSE user and admin activity are available to LSE.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	F6
	Are anti-malware and endpoint protection controls deployed across the infrastructure and staff devices used to deliver the service?
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:



Section G — Incident Response & Breach Notification
	Ref
	Question
	Answer

	G1
	Do you have a documented and tested incident response plan?
State when it was last tested.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	G2
	How will you notify LSE if a security vulnerability is identified in your product?
	

	Supplier response & evidence:


	G3
	Will you notify LSE without undue delay — and at most within 48 hours of becoming aware — of any incident or personal data breach affecting LSE data?
Describe what your notification includes (scope, data affected, remediation), noting LSE’s own 72-hour obligation to the ICO.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	G4
	Do you provide a public status page or other channel for communicating service incidents and maintenance?
Provide the URL.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:



Section H — Business Continuity & Resilience
	Ref
	Question
	Answer

	H1
	How quickly could you restore LSE data (without alteration) from backup after a major data loss?
State your backup frequency, RTO and RPO.
	

	Supplier response & evidence:


	H2
	Do you maintain and test business continuity and disaster recovery plans?
State testing frequency and the date of the last test.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	H3
	Do you offer a contractual service availability guarantee (SLA)?
State the availability target (e.g. 99.9%) and any service credits.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	H4
	What exclusions apply to the availability guarantee, e.g. planned maintenance windows?
	

	Supplier response & evidence:


	H5
	Could the actions of other customers impact the quality of the service provided to LSE (e.g. noisy-neighbour effects)?
Describe the controls that prevent this.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:



Section I — Service Management, Support & Exit
	Ref
	Question
	Answer

	I1
	How will you communicate changes to the cloud service that may impact our agreement (e.g. feature deprecation, terms changes, data location changes)?
	

	Supplier response & evidence:


	I2
	Does your solution involve an email service?
If so: will emails be sent to LSE users from your infrastructure, and is there a need for emails to appear to come from an @lse.ac.uk address? (This requires SPF/DKIM/DMARC arrangements with LSE.)
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	I3
	What support arrangements are included?
Hours of cover, channels, response/resolution targets and escalation route.
	

	Supplier response & evidence:


	I4
	On termination of the contract, will you provide exit assistance, return all LSE data in a usable format, and then destroy it?
State the timescales for data return and destruction.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:



Section J — Artificial Intelligence
	Ref
	Question
	Answer

	J1
	Does the service include AI or machine-learning features that process LSE data?
If yes, describe them, state whether LSE data is used to train or improve models (for LSE only, or across customers), and whether LSE can opt out.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:


	J2
	Are third-party AI providers (e.g. OpenAI, Anthropic, Google) used as sub-processors of LSE data?
If yes, name them, state data locations and retention, and confirm they are covered by your DPA and sub-processor list.
	☐  Yes
☐  No
☐  N/A

	Supplier response & evidence:



Supplier Declaration
I confirm that the answers given in this questionnaire are accurate and complete to the best of my knowledge, and that I am authorised to provide them on behalf of the supplier. I understand that LSE will rely on these answers in its risk assessment, and agree to notify LSE of any material change to them during the contract term.
	Name
	
	Role / title
	

	Signature
	
	Date
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