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Abstract

The harms to children from centrally-controlled social networks
are inherent to their surveillance-capitalism business model. Hence,
despite legislation and regulation, parents still cannot exercise their
responsibility for their children in the digital realm the way they do
in the physical one: to decide whom their child may meet; which
gatherings and activities their child may join; which parents, teach-
ers, and coaches to entrust their child with. Ideally, a child-safe
social network should rest on a social contract among its partic-
ipants under which a parent is a consenting party to every act
by which their child comes to know another adult or child, gains
a friend or joins a group. For example, child-befriending should
require the will of both children and a parent of each, and any one
of the four should be able to end the friendship.

Here, we present such a child-safe social contract and derive
from it a working smartphone app that realises the social network it
specifies, following the abstraction cascade programming method-
ology. The resulting social network is grassroots, implying that (1)
it can operate on networked smartphones of parents and children
without third party intervention or control; (2) any community
may initiate its own child-safe social network; and (3) community
networks may coalesce through cross-community befriending.

We prove that in this child-safe social network, parents can
exercise their responsibility for their children’s safety in the digital
realm as they do in the physical one, that the network is grassroots,
and that the implementation is correct; we illustrate its operation
on a small example, and stochastically simulate the child-safe social
graph in a village of families.
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« Computer systems organization — Peer-to-peer architec-
tures; « Theory of computation — Distributed computing
models; « Security and privacy — Social aspects of security and
privacy; » Human-centered computing — Social networking sites.
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1 Introduction

The problem. Centrally-controlled social networks cause well-
documented harms to children [33, 35, 51, 76], inherent to their
surveillance-capitalism business model [81]. The parental controls,
child-only services, and educational platforms they offer are fea-
tures the operator runs and can change: even Messenger Kids,
which lets parents approve their child’s contacts from their own
app, is run by Meta, which holds the children’s messages, verifies
no identity, and sets one set of rules for all [45, 46] (Section 6.1).

Decentralised alternatives subvert centralised control but do not
address child safety as a design concern (Section 6.1).

TL;DR

Children meet each other on the Web’s social platforms, and
the companies that own them, not the parents, decide whom a
child may meet.

We propose a child-safe social network that is part of a Web
owned, operated and governed by the people who use it: it runs
on the smartphones of parents and children, under a social
contract each community adopts, by which a parent takes part
in every act by which their child comes to know someone,
befriends someone or joins a group.
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Aim. In the physical realm, parents exercise responsibility for their
children’s safety by deciding whom their child may meet; which
gatherings and activities their child may join; which parents, teach-
ers, and coaches to entrust their child with. We aim to offer exactly
these same capabilities to parents in the digital realm. The social
contract of this paper gives each of them, and Proposition 4.3 proves
it.

o whom their child meets: a child comes to know an agent! only
by an act of both and of a parent of the child who knows the
agent, two children by an act of both and of a parent of each,
the parents knowing each other (GnW:2 and CSSN:2); and two
children become friends only by an act of both and of a parent
of each, the parents being friends (GnW:2 and CSSN:3);

o which gatherings their child joins: a child joins a group only of a
friend, by an act of the child, the group leader and a parent of
each child among them (GSN:3 and GnW:2);

e which adults they entrust their child with: a child and an adult
become friends only by an act of both and of a parent of the child,
the adult being a friend of the parent (GnW:2 and CSSN:3);

and a parent may end each of the above, unilaterally (GnW:3).

An example. Alice and Bob are friends; Carol is Alice’s child and
Dave is Bob’s. Alice requests that Carol and Dave come to know
each other, naming Bob, and Bob, Carol and Dave approve; Alice
then requests that they befriend, and the three approve again. Later
Bob ends the friendship.

Design. Here we present the design of a grassroots child-safe social
network, in which a child’s partaking in online activities is subject
to a parent being willing.

Grassroots platforms [63, 65] are designed to be owned, oper-
ated and governed by their participants. They are person-to-person
smartphone apps that realise Proudhon’s two-centuries-old concept:
a social contract that can have multiple, independent, volitionally-
forming instances that may coalesce by mutual consent, possibly

!For simplicity, assume an agent is an adult or a child; the notion is expanded below.



into a single global instance [41, 67]. A grassroots platform is con-
stituted from its participants’ smartphones and the grassroots app
each participant runs, and requires no global resource but the net-
work: no hardwired servers, no global authority, and nobody’s
permission to start [63, 65]. Any group of parents can form their
own child-safe social network at will, which operates solely on the
networked smartphones of the parents and children. Independently-
formed instances may interconnect—for example, when a parent
in one instance befriends a parent in another—and may eventually
coalesce into a larger network.

This design differs from existing approaches to child safety online
in three structural respects:

(1) Parental willingness is structural. In existing platforms,
parental controls are features offered by the platform and can
be circumvented. Here, parental willingness is a precondition
of the befriending transaction itself: the parents are guards of
the transaction. An agent the network records as a child cannot
befriend without a parent of theirs being willing, because the
transaction requires it. A child’s identity is a ward, operated
by the child; the child’s key pair is chosen by their creator, a
parent, and only an act of the creator ends a guardianship, so
no agent recorded as a child can cease to be one by an act of
their own.

(2) Parents are structurally connected. The requirement that
parents be friends before their children can befriend ensures
that parental networks form first. Parents who know, trust, and
can verify each other’s identities can then endow their children
with the ability to befriend each other.

(3) Childhood is declared. A child enters the contract by the
declaration of an adult, their creator — in practice, the creator
sets up the app on the child’s phone — who may make other
adults the child’s parents, and stops being a child when the
creator declares them of age, the contract’s proxy for the legal
act of majority. Only an adult can be a parent, and a parent
cannot be a child. The contract records the declarations and
who made them, and the courts decide whether they are true
(Section 4.1).

The contract. We first present the design as a social contract
(Section 4.1). It extends two contracts. The first, the grassroots social
network [23, 64], rests on a base contract of keys and knowledge —
an agent establishes their identity by a key pair, two agents come
to know each other by an act of both, and an agent who knows
two others may introduce one to the other — and provides for
befriending, by two agents who know each other, and ending a
friendship, and for messages and groups. The second, the guardians
and wards contract, provides for a person creating a ward, of whom
they are then the creator and a guardian; for a ward coming to
know an agent, and entering a relation with one, by an act of both,
of a guardian of the ward, and of a guardian of the other if they are
a ward; for ending a relation, by either agent or a guardian; and for
the ward’s creator retiring the ward. It is shared with a contract, in
preparation, whose wards are operated by Al agents answerable
to a principal. The contract’s own six clauses are for parents and
children: an adult creates their child’s identity and may make other
adults its parents; a child comes to know an agent only by an act of
both and of a parent who knows the agent, two children by an act
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of both and of a parent of each, the parents knowing each other;
two children befriend only if their parents in the act are friends, and
a child and an adult only if the adult is a friend of the parent; the
creator declares the child of age, which ends every guardianship;
an adult shall not befriend, nor let their child befriend, an agent
they know to be a child with no guardian, and shall report it to
the child’s parents; and only children may join a group a child
leads. The contract is written at the level on which parents and
educators discuss these matters, and each community may adopt
its own (Section 4.2).

Specification. The clauses are converted from natural language to
speech-act schemas [23], a formal language for the acts the contract
describes, each naming the roles of its participants, which of them
must will the act, and its precondition and effect at each role, with
the agents in the roles determined upon signature, or, for a role that
takes every agent another participant lists, by that participant’s
state (Appendix B). The protocol realising a contract written in this
language is grassroots, and volitionally so, provided the contract is
syntactically grassroots [23], satisfying: (i) Introduction, that some
act can introduce any two willing parties, following which the state
of each stores an identifier of the other; (ii) Provenance, that the
state of a party stores an identifier of a person only by an act with
that person, or with a party whose state stores that identifier; and
(iii) Volition, that an act requires the consent of a party in each
connected part of the undirected graph formed by identifiers stored
by its parties, unless that graph is connected. For a contract with
wards, whose acquaintance forbids the ward’s mark, an introduc-
tion with wards, by the acts in which a guardian takes part, stands
for (i); the conditions for wards are those of a paper in preparation
on a contract whose wards are Al agents, stated and proved in
Appendix B.4. The schemas compile into volition-guarded multia-
gent atomic transactions [41]: each transaction specifies the initial
and final machine states of the participating agents, together with
the persons that must be willing—its guards (Sections 4.3 and 4.4).
Child-befriending is a quaternary transaction guarded by both chil-
dren and a parent of each, with the children knowing each other
and the parents already being friends as preconditions; the children
come to know each other by a quaternary transaction with the
same guards, the parents knowing each other. A child joining a
group of a friend is guarded by the group’s leader, the child, and
a parent of the child, with an additional parent when the leader is
also a child.

Closing a group is one act of its leader and of every member the
leader lists, and ends every membership. Group messages reach the
members one at a time: a post sends the item to the leader, and the
leader delivers it to each member they have not yet delivered it to,
each delivery requiring that member’s friendship with the leader.
A grassroots platform communicates along the edges of its social
graph in any case.

One act, all the way down. This paper follows one act of the
contract, and its undoing, through every layer of the abstraction
cascade of Figure 1 (Section 2), from the legal text to the app. The
two show the two ways an act may be guarded: the first takes four
parties, each of whom must be willing, with a precondition on two
of them that neither child can bring about; the second is the act of
a parent alone.
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Section 4.1 states the two with the rest of the contract; Exam-
ple 4.2 presents the transactions they compile to, and Section 4.4
proves their properties; Section 4.6 presents the request and the
approvals that carry out the first, the user interface derived from
them, and the two on the phone. Their speech-act schemas and the
certification of the contract are in Appendix B, and the two-phase
commit by which communicating volitional agents carry them out,
with its correctness, in Appendix C.3. The other acts of the contract
appear in the body only where a theorem ranges over them, and
are set out in Appendix C.

Implementation. Grassroots Logic Programs (GLP) [66, 68, 70] is
a high-level, typed, multiagent, concurrent programming language,
designed for programming grassroots platforms, and volition-
guarded GLP (vGLP) [37] extends GLP with volitional procedures,
whose goals put a typed question to the person and reduce on
the answer. We implement the specification by vGLP’s canonical
platform of communicating volitional agents, a two-phase commit
compiled into vGLP from the contract [37]. Since a volitional
reduction requires the person’s answer, a correct implementation
must elicit it; this is the reason for the user interface, in which an
open question is presented as the widget of its interactive type [37].
We exercise the acts in a village scenario of seven agents, and show
the platform in the grassroots app (Section 4.6). Stochastic GLP
(sGLP) [69], with which the grassroots social graph was simulated
at scale, simulates a grassroots platform from the vGLP program
that deploys it, with stochastic agents in place of people; we
simulate with it the child-safe social graph, in a village of families
(Section 5). The correctness of the implementation depends on GLP
being secure; a secure implementation of the social graph, in which
agents verify each other to execute the agreed code using mutual
attestations [13], is ongoing work.

Our results and those we cite. New here are the contract, its
speech-act schemas and its transactions; the parents’ capabilities
(Proposition 4.3); the conditions that certify a contract with wards
and with roles that take every agent another participant lists, as clos-
ing a group takes every member, with the theorem that the protocol
realising such a contract is volitionally grassroots (Theorem B.26),
and the contract’s certification by them (Proposition B.27), from
which the grassroots property of the protocol follows (Proposi-
tion 4.4); the argument that, of each act of the contract, one guard’s
agent knows the agent of every other participant, which brings the
platform under vGLP’s correctness theorem (Theorem C.12); and
the program, the village, the app and the simulation. Cited, and
recalled where the paper uses them, are speech-act schemas, their
compilation and the conditions for certification [23], the conditions
for wards being those of a paper in preparation, volition-guarded
transactions and grassroots protocols [41], vGLP’s canonical plat-
form, its compilation and their correctness [37], and sGLP’s simu-
lation [69].

Paper outline. The rest of the paper is organised as follows. Sec-
tion 2 presents grassroots social contracts and how one becomes
an app, and the grassroots social graph and the grassroots social
network, which the contract extends, each with its app. Section 3
presents the wards and guardians contract. Section 4 presents the
child-safe social network: its contract and community-specific con-
tracts; its transactions; the parents’ capabilities and the grassroots

property of the protocol; what the contract enforces, attests and
undertakes; and the app, with the vGLP program, the user interface
derived from it, a village scenario of seven agents and the platform
in the grassroots app. Section 5 presents a stochastic simulation of
a child-safe social graph in sGLP. Section 6 discusses related work
and Section 7 concludes. Appendix A collects the mathematical
foundations; Appendix B presents the speech-act schemas, com-
piles them into transactions and checks them against the conditions
for certification, which it states and proves for contracts with wards;
and Appendix C sets out every artefact of the cascade, together with
the proofs that range over the whole contract and the correctness
of the implementation.

2 Grassroots Social Contracts

A grassroots social contract [8, 23] is a text in natural language,
organised in clauses its participants undertake towards one another.
Each clause describes an act — who takes it, who must agree to it,
and what it changes — or binding the agents without describing
one. Acquaintance is an act of two agents, both of whom must
agree, as is befriending; ending a friendship is an act of one. The
contract defines the platform: there is no server, no operator and
no account, only the people who adopted the contract and their
smartphones [63, 65]. Each contract is presented in a box, a clause
is cited by the contract’s name and its number, as GSG:1, and a
contract that extends another cites its clauses and does not restate
them. Each clause opens with its legal modality, as the box below
sets out [23] (Section 4.5). A contract also carries pragmas, which
informs the user-interface design of the app: a line naming a tab
of the app and what it lists, and, for each clause, a line naming the
person who proposes its act, a button for each act they propose,
in brackets, bearing its act’s name, and any field they fill, in angle
brackets, then an indented line for each other person asked, their
name and the question put to them [23]; a line is named by a
clause of the contract or of one it extends, as CSSN’s Joining and
Ending a relation are by GSN:3 and GnW:3. The pragmas of the
contracts this paper quotes are in the cited papers as well as in the
repository https://github.com/EShapiro2/GLP; those of CSSN end
its box (Section 4.1).

Legal Modalities of Contract Clauses [23]

B Enforced: no act of the contract can breach it.

¢ Attested: an agent may breach it, and the contract records
the breach.

O Undertaken: its performance lies outside the contract,
which records only the undertaking.

Agents running code that correctly implements the contract
cannot breach an enforced clause. Different parts of a clause may
carry different modalities, in which case the clause carries the
weakest modality among them.

From the contract to the app. The passage from the social con-
tract to a running app goes through the abstraction cascade [37]
of Figure 1. Each step is an implementation of the layer above it
by the layer below, defined in the reference its arrow carries; the
rendering of the clauses as speech-act schemas, within the first
layer, is the one step left to judgement. Each layer is coded by Al
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(1) The grassroots social contract [8, 23]: clauses in natural
language, rendered as speech-act schemas, a checkable for-
mal syntax — a schema names an act’s roles, which of them
must will it, and the precondition and effect at each role (Sec-
tion 4.1, Appendix B).

Y

(2) Volition-guarded multiagent atomic transactions [41]:
the most abstract formalism used to specify grassroots plat-
forms (Sections 4.3 and 4.4).

Yo

(3) Volition-guarded GLP (vGLP) [37]: communicating voli-
tional agents, whose volitional procedures, by their interactive
types, determine the platform’s user interface (Section 4.6, Ap-

pendix C.3).
Y

(4) Grassroots Logic Programs (GLP) [66, 68, 70], a multi-
agent, concurrent, polymorphically typed logic programming
language, designed for the implementation of grassroots plat-
forms by AL

Yo

(5) Dart and Flutter [27], a programming language for
smartphone applications, deployable on iPhone and Android,
with Flutter for the user interface of both.

Y

(6) The grassroots app. One app on each person’s own
phone, each platform it runs a mini-app of it [18].

Figure 1: The abstraction cascade, from a social contract to a
running platform. Each arrow is an implementation of the ab-
straction above it by the one below, carrying the reference in
which that implementation is defined, and implementations
compose, so the app implements every abstraction above it;
the rendering of the clauses as speech-act schemas, within
the first layer, is the one step left to judgement. A condition
on the transactions of (2), politeness, is sufficient for the plat-
form they specify to be a grassroots platform, and conditions
on the schemas of (1) are sufficient in turn for politeness. We
carry one contract down the whole of it.

from the paper that describes it; a gap found in coding is repaired
in the paper first, and the code follows [68].

What a person sees. An act a person must will appears on their
phone as a question, with the answers the contract allows: Bob
is asked whether to be Alice’s friend, and answers Accept or De-
cline. A person’s phone holds their own state and nothing else —
their friends, their groups, the messages they sent and received —
and draws what it shows from that state, by the widget of each
question’s type [37]. The phones of two friends talk to each other,
and to nobody else [18, 64]. Each screen in this paper is a screen-
shot of a mini-app, compiled from its social contract down the ab-
straction cascade [23, 37]. One instance of the grassroots app [18]
on an iPhone simulator runs the mini-app of every agent; the
agents communicate over channels [66] within it, and the screen-
shot shows one person’s screen. All source code and all artefacts,
including the social contracts and the artefacts the abstraction
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cascade produces from them, are in the public repository https:
//github.com/EShapiro2/GLP.

2.1 Grassroots Keys and Knowledge

A person is a legally culpable entity: a natural person of age, also
referred to as an adult, or a legal person of good standing, such as
a business. A person takes the pronoun ‘they’. An agent is a person
or an entity that may act but is not legally culpable, such as a child
or a computational (Al) agent, whose identity is a ward (Section 3).
Alice, Bob, Carol and Dave name distinct agents, and each contract
declares what kind of agent each is.

GKK: Grassroots Keys and Knowledge [23]

Alice, Bob and Carol are persons.

1. O Identity. Alice may act once to establish their identity
by choosing their unique key pair. They make themselves
known by the public key, sign their acts with the private
key, and are accountable for every act signed with it.

2. W Acquaintance. Alice and Bob may come to know each
other by an act of both.

3. M Introduction. If Alice and Bob know each other and Alice
knows Carol, then an act of Alice and Bob can introduce
Carol to Bob, following which Bob knows Carol.

GKK is the base contract, which every grassroots social contract
extends [23]; a key pair chosen at random is unique with high prob-
ability, and its uniqueness is what the agent undertakes. An agent
knows another when they hold the other’s public key. Acquaintance,
an act of both, makes two agents know each other; an introduction,
an act of the introducer and the agent introduced to, makes that
agent know the one introduced, who takes no part; knowing is
never undone.

2.2 The Grassroots Social Graph
GSG: Grassroots Social Graph [23]

Alice and Bob are persons.

1. & Friendship. Alice and Bob, who know each other per-
sonally and are not friends, may jointly decide to become
friends.

2. M Ending a friendship. Alice may end their friendship with
Bob.

GSG is the grassroots social graph [23, 64], which adds friendship
to GKK; every grassroots platform that rests on friendship extends
it, and coins extend GKK differently [62]. Two agents befriend only
if they know each other. The social graph is stored distributively
under the control of the people themselves, with each person storing
the local neighbourhood pertaining to them, and no third party
having access unless explicitly granted. The GSG app is a mini-app
of the grassroots app [18], compiled down the cascade from GSG;
Figure 2 shows it realising GSG:1.

2.3 The Grassroots Social Network

A child is a natural person not of age. A computational agent, or Al
agent, is a program that holds a key pair of its own and takes acts
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6s6 ® GsG a
Friends® Friends
Alice asks to be your friend. Alice
m 5 Bob (" endtriendship )
Bob Add a person by key Add

Add a person by key Add

Figure 2: The GSG app: Alice asks to be Bob’s friend, and Bob
answers Accept or Decline (GSG:1); Alice’s friends after Bob
accepts.

of the contract with it. A child also takes the pronoun ‘they’, and
an Al agent ‘it’.

GSN: Grassroots Social Network [23]

Alice and Bob are persons.

1. M Message. Alice may send a message to their friend Bob.

2. M Group. Alice may create a group, of which they are the
leader and first member.

3. M Joining. Alice, the leader of a group, may add their friend
Bob to it, by an act of both.

4. M Leaving. Bob, a member of a group, may decide to leave
it; when the leader leaves, the group ends. A member of a
group is removed from it if they cease to be a friend of its
leader.

5. M Group message. Bob, a member of a group, may send a
message to the group, and the leader delivers it to every
current member.

GSN is the grassroots social network [23, 64], which adds mes-
sages and groups to the social graph. The GSN app is a mini-app of
the grassroots app, compiled down the cascade from GSN; Figure 3
shows it realising GSN:2, GSN:3 and GSN:5.

3 The Guardians and Wards

A relation is a friendship or the membership of a group.

GnW: Guardians 'n' Wards
Alice and Dave are persons, Bob an agent, and Carol a ward.

1. M Guardianship. Alice may act to create a ward, Carol, to
be operated by a non-person agent, and establish Carol’s

Friends 6roups® Friends Groups
Alice asks you to join the group friends. New group Create
Led by Alice
New group Create Hiall

Bob
Message

Leave group

Figure 3: The GSN app, on Bob’s phone: Alice asks Bob to join
her group friends, and Bob answers Join or Decline (GSN:3);
the group friends, led by Alice (GSN:2), with Bob’s message
to the group as Alice delivered it to him (GSN:5).

identity by choosing Carol’s key pair, and Alice is then the
creator and a guardian of Carol, as well as their friend.

2. M Knowing and relations. Carol, a ward of Alice, comes to
know Bob, and enters a relation with Bob, by an act of both,
of Alice, and of Dave, a guardian of Bob, if Bob is a ward,
Alice and Dave possibly one person.

3. M Ending a relation. Bob, who is in a relation with a ward,
Carol, may act to end it, and so may Alice, a guardian of
Carol.

4. M Retiring. The creator of Carol may retire Carol, which
ends every guardianship of Carol, after which Carol takes
no act.

J

GnW, Guardians ‘'n’ Wards, is a social contract for wards and
their guardians, shared by two contracts: CSSN, whose wards are
children’s identities, operated by the children, and their guardians
the parents (Section 4), and a contract in preparation, whose wards
are operated by Al agents and the guardian of each is its princi-
pal, answerable for it; GnW is that contract’s. GnW says what a
guardian is party to: the ward’s creation, every act by which the
ward comes to know an agent or enters a relation, and the ending
of the guardianship; who may create a ward and how guardianship
ends, each extension says. The two differ there: the creator declares
the child of age, and the child goes on as an adult; a principal retires
the AI agent, which then takes no act. Answerability for a ward’s
acts is the Al contract’s, not GnW’s: a parent consents to a child’s
friendships and is not answerable for the child’s acts.



4 The Child-Safe Social Network

4.1 The Contract

The child-safe social contract, CSSN, extends GSN (Section 2.3), and
through it GSG and GKK, and GnW (Section 3), cites their clauses

whole, and has six clauses of its own, for parents and children.

It covers the standard functions of social networking—messages
between friends, and groups—and child safety. Child befriending,
by GnW:2 and CSSN:3, and a parent’s ending of a child’s friendship,
by GnW:3, an act and its undoing, are the two this paper follows
down every layer.

A child’s identity is a ward, operated by the child, and a guardian
of it is a parent of the child. Each box opens with the declaration
of its names, a term of the contract from which its schemas and
pragmas take the names of their roles.

CSSN: Child-Safe Social Network
Alice and Bob are adults, Carol and Dave children.

1. ® Parents. Only an adult may create a child’s identity, and
is then the child’s creator and a parent of the child. Alice,
the creator of Carol, may make Bob, whom Alice knows, a
parent of Carol, by an act of the three, and may end that
parenthood by their own act. Alice declares themselves
a parent of Carol only if they are Carol’s legal parent or
guardian.

2. W Acquaintance of a child. To come to know Bob, Carol’s
acting parent Alice must know Bob; to come to know Dave,
Carol’s acting parent Alice and Dave’s acting parent Bob
must know each other.

3. W Friendship of a child. To enter a friendship relation be-
tween Carol and Dave, Carol’s acting parent Alice and
Dave’s acting parent Bob must be friends; to enter a friend-
ship relation between Carol and Bob, Carol’s acting parent
Alice must be a friend of Bob. While Alice is a parent of
Carol, neither may end their friendship.

4. O Coming of age. The creator of Carol may declare Carol
of age, which ends every guardianship of Carol, Carol’s
friendships remaining; the creator shall do so when Carol
comes of age, and not before.

5. 4 A child with no guardian. Alice, aware that Dave is a child
though Dave’s identity is not a ward, shall neither befriend
Dave nor let their child befriend Dave, and shall report it
to Dave’s parents if Alice knows who they are.

6. W A child’s group. Only a child may join a group Carol leads.

Pragmas

Children: the children Alice is parenting.
Parents: Alice [Enter] <child>
Carol: Alice asks to be your parent.
Alice [Make parent] <person>
Bob: Alice asks you to be a parent of Carol.
Carol: Alice asks that Bob be your parent.
Alice [End parent]
Acquaintance of a child: Alice [Child acquaint] <person>
<person>
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Carol: Alice wishes that you and Dave know each
other.

Dave: Alice wishes that you and Carol know each
other.

Bob: Alice wishes that Carol and your child Dave
know each other.

Alice [Child acquaint] <person>

Carol: Alice wishes that you and Bob know each
other.

Bob: Alice wishes that you and Carol know each
other.
Friendship of a child: Alice [Child befriend] <person>
<person>

Carol: Alice asks that you and Dave befriend.

Dave: Alice asks that you and Carol befriend.

Bob: Alice asks that Carol and your child Dave
befriend.

Alice [Child adult befriend] <person>

Carol: Alice asks that you and Bob befriend.

Bob: Alice asks that you and Carol befriend.
Coming of age: Alice [0f age]
Joining: Carol [Child join] <person>

Dave: Carol asks you to join their group.

Alice: Carol asks that Dave join their group.

Bob: Carol asks that your child Dave join their
group.

Bob [Child join] <person>

Carol: Bob asks you to join their group.

Alice: Bob asks that Carol join their group.
Ending a relation: Alice [Child unfriend] [Child leave]
[Child close]

Retiring: Alice [Retire]

The box ends with the contract’s pragmas, from which the app’s
screens are compiled with those of GSN (Section 4.6): a tab of a

person’s children, a button for each act of CSSN a person proposes,

and the question each act puts to the persons whose will it needs.

Without children, the contract is GSN, every agent being a person.

GnW is realised for children by the acts of CSSN: CSSN:1 says who
creates a child’s identity; CSSN:2 and CSSN:3 strengthen GnW:2,
for knowing and for friendships; and CSSN:4 says what act ends
the guardianship. Three parts of CSSN describe no act: the second
sentence of CSSN:1, that Alice declares themselves a parent of Carol
only if they are Carol’s legal parent; the obligation that ends CSSN:4,
that a parent shall declare the child of age when the child comes
of age, and not before; and CSSN:5. Child safety depends on them,
and Section 4.5 says what record the contract keeps of each.

Genuine digital identity. A genuine personal identifier is one
a person declares as theirs, and is genuine if it is the first they
declare [60]. A person establishes their identity by choosing their
own key pair (GKK:1). A child’s identity is established by their
creator, a parent, who chooses the child’s key pair when they create
it and becomes the child’s first friend (GnW:1 and CSSN:1); the
creator may then make other adults the child’s parents. So a child is
a child from their first act: no identity that has acted can be created
a child, and a child’s identity has no friend, group or item but those
its creation and its acts as a child have given it.



Child-Safe Social Networking

Why parenthood and majority are declarations. A contract
whose realisation is to be a grassroots platform admits no partici-
pant of a second kind: no global registry that issues identifiers, no
authority that certifies a birth, no global clock that says when a
birthday has passed. Whether an adult is the parent of a child, and
whether a child has come of age, are therefore facts no act of the
contract can determine. The contract records who declared them,
and the courts decide whether the declarations are true. In practice
the creator sets up the app on the child’s phone, to which they hold
the sole password, and chooses the child’s key pair there, holding
both phones and answering on the child’s phone for the child; the
contract cannot tell who held the phone. A declaration of age is
the contract’s proxy for the legal act of majority, and the creator’s
declaration ends every guardianship. A child come of age whose
parent does not declare it can buy a new phone and choose their
own key pair as an adult; that identity is a second identity of one
person, a sybil in the sense of [60], which the contract cannot detect.
A child who controls their own phone can likewise choose their
own key pair and pass as an adult. The contract cannot tell such
a child from an adult; it protects against this case only by CSSN:5,
which binds the adults who know the child.

Why the creator ends the guardianship. If a child could end
the guardianship, they could end child safety. Guardianship there-
fore ends only by an act of the child’s creator: the ending of the
parenthood of a parent they made (CSSN:1), their declaration of
age (CSSN:4), which ends every guardianship and leaves the child’s
friendships in place, or their retiring of the child (GnW:4), after
which the child takes no act. Guardianship and friendship come
apart: a guardianship ends, and the friendship of the parent and
the child stays. The obligation to declare the child of age runs to
the creator: they owe the declaration when the child comes of age,
and not before, and a creator who withholds it or makes it early
answers for it. A refusal is an act not taken, so the contract has
no record of it; Section 4.5 classifies the obligation to declare as
undertaken, and declaring early as attested.

Speech-act schemas. The clauses are converted to twenty-eight
speech-act schemas [23], one per act, each naming the act’s roles,
which of them must will it, and what it requires, forbids, adds and
deletes at each role (Appendix B). The schemas settle, clause by
clause, whether an agent can breach the clause and what record
of it the contract keeps (Section 4.5), and they compile into the
volition-guarded multiagent atomic transactions of Section 4.3 (Ap-
pendix B.3). The protocol realising the contract is grassroots, since
every child has a person on their record and two persons can al-
ways come to know each other (Proposition 4.4). A checker certifies
from the schemas the contracts that have an act any two agents can
always take [23]; this contract restricts acquaintance to persons and
has none, and is certified instead by the conditions for contracts
with wards — children here, and Al agents answerable to a principal
— and with roles that take every agent another participant lists, as
closing a group takes every member (Appendix B.4).

4.2 Community-Specific Social Contracts

The contract is written at the level on which parents and educators
discuss how children may meet, play and learn together: who may

befriend whom, with whose consent, and who may end it. A com-
munity can read it, argue over it, and change it, without reading
code, since the rest of the abstraction cascade is derived from it.

A child-safe social contract need not be universal. Communities
differ in their values, their cultures and their approaches to edu-
cation, and each may adopt its own contract and revise it as its
children grow and its views change. Each such contract is a separate
mini-app of the grassroots app, derived from its own clauses as this
one is, and a family may belong to several communities and run
the mini-app of each. Four examples, each a change to the clauses
above:

(1) Teenagers befriend with the approval of one parent, or of none,
from an age their parents declare.

(2) Both parents of each child, where they have two, must approve
a child friendship.

(3) A new member of a group receives none of the group’s earlier
posts.

(4) A teacher whom the parents entrust approves friendships
among the children of a class.

The contract presented here makes one choice on each of these
points: the approval of one parent of each child, at every age, for
whom the child comes to know and whom the child befriends;
earlier posts delivered to a new member; and teachers and coaches
entrusted through their groups, a child joining a group by GnW-:2.

4.3 The Transactions

We assume a potentially infinite set of agents II, but consider only
finite subsets of it, so when referring to a particular set of agents
P c II we assume P to be nonempty and finite. We use C to denote
the strict subset relation and C when equality is also possible. As
standard, we use S to denote the set of all total functions from P
to S, and if ¢ € S* we use ¢, to denote the value of c at p € P.

Definition 4.1 (Machine State, Configuration, Transaction, Volition—
Guarded Multiagent Atomic Transaction [41]). Given an arbitrary set
S of machine states, with a designated initial state sy € S, and agents
Q C I, a machine configuration over Q is a member of S2, and a
machine transaction over participants Q is a pairc — ¢’ € (59)2
such that ¢ # ¢’; it is unary if |Q| = 1. Given such a machine
transaction ¢, a volition-guarded multiagent atomic transaction over
t—henceforth, volition-guarded transaction—is a pair (t,Q") where
Q' C Q are its guards.

Machine transactions are atomic and asynchronous [61]—they
can be carried out by their participants at any time, regardless of the
states of non-participants. Participants include both active agents
(whose state changes) and stationary agents (whose state is a pre-
condition but does not change). Volition-guarded transactions are
machine transactions that can be carried out only if their guards
Q' C Q are willing. Volition-guarded transactions do not distin-
guish between agents that initiate a transaction and those willing
to participate in it. When we say a transaction is “guarded by {p, q},”
both must be willing; when we say it is “guarded by either p or ¢,
we mean there are two volition-guarded transactions over the same
machine transaction, (¢, {p}) and (¢, {g}), so that either agent’s
volition suffices. A volition-guarded transaction whose guard is



empty (Q" = 0) is unguarded and is enabled whenever its machine
precondition holds.

We recall informally the additional mathematical foundations on
which this paper is based, included for completeness as Appendix A.
A transaction equivalence ~ relates transactions with the same par-
ticipants and has countably many classes; a person wills a class,
and taking one member of it fulfils that will [41]. An agent state
is a pair of a volitional state, a set of classes the person is willing
their machine to take part in, and a machine state. A set of volition-
guarded transactions over a local-states function induces, for each
P, a transition system whose configurations are agent configura-
tions over P and whose transitions are volition changes, by which a
person by themselves alters their volitional state, and volitional ma-
chine transactions, each induced by a volition-guarded transaction
whose guards all hold its class. A transaction is machine-enabled in
a configuration whose machine states restrict on the participants
to its source, and enabled if in addition every guard holds its class.
The family of these systems, one per P, is the protocol F over the
set, ¥ (P) being its member at P; runs are safe when consecutive
states form transitions, live when no class stays enabled forever
without a member being taken, and correct when both.

We are particularly interested in grassroots protocols [41, 63, 67].
A protocol is oblivious if any interleaving of correct runs of two
disjoint groups is a correct run of the two together, interactive if
two groups that have not yet interacted can always still do so, and
grassroots if it is both. It is volitionally grassroots if it is oblivious,
interactive among the agents that have not left — an agent has left
when no transaction they guard can ever again be machine-enabled
— and the first interaction of two groups is induced by a transaction
guarded by a member of each, so groups become connected only
by mutual consent [41]. In a grassroots protocol two instances can
always coalesce. The two conditions state formally that grassroots
platforms (specified by grassroots protocols) can have multiple
instances that can form and operate independently, yet may coa-
lesce into ever-larger instances, possibly (but not necessarily) into
a single global platform.

The local state. The contract’s speech-act schemas determine the
local state of an agent p, all initially empty (Appendix C.2); the
transactions below use four of its components: c,, the friends of p;
1p> a multiset of the agents p knows; k,, the children of whom p
is a parent; and y,, which is 1 if p is a child and 0 otherwise. An
agent is a child when y, = 1 and a person otherwise, and g = p
may stand for g € ¢, or q € 1, friend and knows being reflexive.
Every transaction requires an established identity at each of its
participants and a guard that is not retired, and the transactions
below leave these requirements out.

In the transactions that follow, the participants of a transaction
are the agents in the extents of the roles of its schema at its binding
(Definition B.6): those the binding sends its agent roles to, and, for
the closing of a group, every member the leader lists (Appendix C.2);
an agent who signed a speech act a transaction carries is not one;
those no effect updates are stationary; and of a condition and its
mirror, equivalent in every run by Lemma C.1 and Lemma C.2,
one side is written. By Lemma C.3, the child of an entering holds
nothing and is recorded nowhere before it, so the entering’s updates
are exact.
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Two persons come to know each other by an act of both, and an
agent who knows two others may introduce one to the other, by an
act of the agent and the other, a person, who then knows the one
introduced (GKK:2 and GKK:3); acquaintance makes two agents
know each other, an introduction makes one agent know another,
and knowing is never undone. Two persons who know each other
may befriend (GSG:1). A child comes to know an agent by an act of
both and of a parent who knows the agent, and two children by an
act of both and of a parent of each, the parents knowing each other
(CSSN:2).

An agent may send a friend a message, and the friend then holds
its content with the sender (GSN:1).

A group is a set of agents who communicate through its leader,
any of whom may create one. Closing a group is one act of the leader
and of every member the leader lists, and ends every membership.
A post reaches the leader, and the leader delivers it to each member
in turn, each delivery having the leader and that member as its
participants. A post and a delivery require that the member be the
leader’s friend, and a member who is not a friend of the leader is
removed from the group (GSN:4), so a group’s posts travel along
the edges of the social graph.

From the contract to transactions. The transactions of Exam-
ple 4.2 and Appendix C.2 are those the speech-act schemas of the
contract (Appendix B.2) determine by the compilation of [23] (Ap-
pendix B.3), written in the components of the table above.

Example 4.2 (Child befriending and child unfriending). The two
transactions below realise GnW:2 with CSSN:3, and GnW:3, for two
children: two children who know each other become friends by an
act of both and of a parent of each, the two parents being friends;
and a parent of a friend who is a child may end the friendship, the
two friends ending it by Unfriend (Appendix C.2). The two children
come to know each other by Child acquaint with two children
(Appendix C.2), guarded by the same four. The participants of the
first are two children r and s, a parent p of r and a parent g of s, and
it is guarded by all four; the participants of the second are r, their
friend s and a parent p of r, and it is guarded by p. The parents are
participants whose states the two transactions leave as they are:
they take part by their will. In each transaction, all components not
explicitly updated are preserved.

(2) Volition-Guarded Multiagent Atomic Transac-
tions

(1) Child befriend(r, s, p,q), where r # s, 1 € K, s € Kq,
Xr=Xs=LXxp=XxXqg=0,g€cporq=pse€n,
rens, ands ¢ c,:
¢, :=c, U{s}and ¢} := ¢; U {r}, guarded by {r,s, p, q}.

(2) Child unfriend(r,s,p), where r € kp, x, =1, xp =0,
s€c,andr ¢ ks:

c, :=c, \ {s}and ¢} :=cs \ {r}, guarded by p.

4.4 Properties

This subsection proves that the transactions the contract determines
give parents, in the digital realm, the three capabilities they have
in the physical one — to decide whom their child meets, which
gatherings their child joins, and which adults they entrust their
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child to — together with the power to end each; and that the protocol
is grassroots. The proofs are in Appendix C.2.

Who is a child and who is that child’s parent cannot be data of the
specification, since a schema names no agent (Definition B.4): they
are records that the child’s entering creates, and that a declaration
of age removes. By Lemma C.3, a child is a child from their first
transaction.

A child comes to know an agent by a child acquaintance, which
requires the child, the agent and a parent of the child to be willing,
and the parent to know the agent, or by a child acquaint with two
children, which requires the two children and a parent of each to
be willing, and the two parents to know each other (Appendix C.2);
knowing is never undone. Child befriending (Example 4.2) requires
the two children, who know each other, and one parent of each to
be willing, and requires the two named parents to be friends already.
Child unfriending is the act of a parent of one of the two friends, the
other friend being no parent of the child. The creator of a child may
end the guardianship of a parent they made, and their declaration
of age, or their retiring of the child, ends every guardianship of the
child. The parents’ states do not change in child befriending and
child unfriending: a parent holds no record of whom their child
befriended, and any parent of a child may end any friendship of
that child other than one with a parent. When p = ¢ — two children
of one parent — the participants of child befriending are {r,s, p},
and the condition that the two parents be friends holds by ¢ = p
(Definition B.7).

A person consents to an act when they are a guard of the trans-
action that carries it out.

PROPOSITION 4.3 (PARENTS’ CAPABILITIES). In every run of the
child-safe social network protocol:

(1) A child comes to know an agent only with the consent of a parent
of theirs, who knows the agent; or, if the agent is a child, with the
consent of a parent of each, the two parents knowing each other.

(2) A child befriends an agent only with the consent of a parent of
theirs, who is the agent’s friend; or, if the agent is a child, with
the consent of a parent of each, the two parents being friends.

(3) A child joins a group only with the consent of a parent of theirs,
the leader being the child’s friend; and of a parent of the leader
too, if the leader is a child.

(4) A parent of a child can always end, by their own act, any friend-
ship of the child but one with another parent, and any membership
of the child in a group.

(5) A child stops being a child only by an act of their creator.

Clause (5) is why the capabilities are enforced rather than at-
tested: an agent the contract records as a child cannot cease to be
one by any act of their own, and so cannot escape CSSN:2, GnW:2
and CSSN:3 without their creator’s declaration of age. Whether
that agent is in truth a child, and whether the other is in truth their
parent, remain out of contract (Section 4.1).

PROPOSITION 4.4 (GRASSROOTS PROPERTY). The child-safe social
network protocol (Appendix C.2) is volitionally grassroots.

Every child has a person on their record, their parent, and two
persons can always come to know each other; through their parent
a child can come to interact with anyone, by a child acquaintance or
a child acquaint with two children. The contract has no act any two

agents can always take, and has instead an introduction with wards
(Appendix B.4), so the proposition follows from the certification of
contracts with wards and with roles that take every agent another
participant lists (Theorem B.26).

4.5 What the Contract Enforces, Attests and
Undertakes

For each clause the schemas settle whether an agent can breach it
and what record of it the contract keeps in another agent’s state [23].
A clause of a contract is a proposition about the conduct of its agents,
and is kept or breached by that conduct; an agent the clause names
as answerable is its obligor. The runs of the protocol realising the
contract determine the clause if whether it is kept is a function of
the run, and a transaction may breach the clause if it occurs in some
correct run that breaches it. A transaction is witnessed against an
agent a if the state of one of its other participants records a after
it, and a schema is witnessed against a role if every transaction it
determines is witnessed against the agent in that role; a schema
adding at one role an atom that names another role is therefore
witnessed against that role. Let ¢ be a clause of the contract, with
obligor o where it has one. Then ¢ is enforced if the runs of the
protocol realising the contract determine it and every correct run of
that protocol keeps it; attested if some transaction may breach it and
every transaction that may is witnessed against o; and undertaken
if no transaction may breach it, the runs do not determine it, and
some transaction is witnessed against o or o’s undertaking is held
by another agent. The three are exclusive and are not exhaustive:
a clause some transaction may breach without witnessing against
its obligor can be breached invisibly, and one the runs neither
determine nor record is owed by no one identifiable.

The clauses that describe acts are enforced: each is performed
by its schema, and no schema of the contract adds a knows, friend,
parenting, child, member or identity atom except those that clause
provides for.

CSSN:2 and GnW:2 say that a parent is a participant of every
act by which their child comes to know an agent, gains a friend
or joins a group, a relation being a friendship or the membership
of a group. They are the paper’s central claim, and they are en-
forced. An agent holding child has held it since their first act, and
gains a knows atom only by enter, naming the creator who guards
it, by make_parent, naming the parent the creator makes, or by
child_acquaint or child_acquaint,, since acquaint forbids child at
both roles and introduce at the role of the agent who comes to
know; gains a friend atom only by enter, or by child_befriend or
child_adult_befriend, since befriend forbids child at both roles; and
gains a member atom of a group they do not lead only by child_join
or child_join,, since join forbids child at the joiner’s role. A parent
of the child guards each of these.

The second sentence of CSSN:1 — Alice declares themselves a
parent of Carol only if they are Carol’s legal parent or guardian
— is attested. A person may breach it, by entering a child that is
not theirs or by becoming a parent of one; the breach is an act of
the contract; and enter adds at the child’s role the atom creator(p),
naming the creator, and make_parent the atom knows(q), naming
the parent made, so they are witnessed against the declaring parent.



Whether the declaration was true is out of contract, and contestable
at law.

The obligation of CSSN:4 — the creator shall declare the child
of age when the child comes of age, and not before — has two
parts. Declaring the child of age before they come of age is attested:
a declaration of age may breach it, being taken at a time no run
records, since coming of age is not an act of the contract; and it is
witnessed against the creator, the child’s state recording them after
it by the friend atom naming them, which of _age leaves in place.
Declaring the child of age when they come of age is undertaken:
the creator breaches it by not acting, so no transaction may breach
it; for the same reason the runs do not determine it; and enter is
witnessed against the creator, since the creator(p) atom it adds in
the child’s state names the person who owes the declaration. This is
the price of the ending being the creator’s, and the design chooses
to pay it: a child able to end the guardianship could leave child
safety at will.

CSSN:5 is attested in its prohibition. The transactions that may
breach it are a befriend of the adult with the child, which leaves the
child’s state recording the adult, and a child_adult_befriend of the
adult’s own child with the child, guarded by the adult, which leaves
their own child’s state recording them as a parent; whether the
adult knew is out of contract. Its duty to report is kept or breached
outside the runs, which neither determine nor record it.

The requirement of GSG:1 that the two persons know each other
personally is attested: befriend adds at each role a friend atom nam-
ing the other, so it is witnessed against both [23].

The marks of the boxes of Sections 2 to 4.1 follow: of GKK, GSG
and GSN as [23] classes them, GKK:1 undertaken in the uniqueness
of the key pair, GSG:1 attested, and the rest enforced; of GnW, all
four enforced, as its owner classes them; of CSSN, CSSN:1 and
CSSN:5 attested, CSSN:4 undertaken, each by its weakest part, and
CSSN:2, CSSN:3 and CSSN:6 enforced.

4.6 The App

System Model. We assume a secure GLP implementation: agents
are pairs of a person and a personal machine, persons are identified
by self-chosen keypairs, and machines execute the agreed code
faithfully, exhibiting crash but not Byzantine failures. A secure
implementation of the social graph is ongoing work; recovery from
the loss of a person’s key or machine, by identity custodians the
person designates and by friends as state custodians of the social
graph, is the subject of a companion paper [19].

The transactions of Section 4.4 and Appendix C.2 are imple-
mented by vGLP’s canonical platform of communicating volitional
agents, which carries out each transaction by a two-phase commit
coordinated by its initiator [37] (Appendix C.3), compiled into a pro-
gram in volition-guarded GLP (vGLP) [37]. vGLP extends GLP [66]
with volitional procedures, whose goals put a typed question to the
person and reduce on the answer. A grassroots platform is realised
as such a program, which people load and activate voluntarily on
their devices; as noted in Section 1, correctness depends on GLP
being secure. The implementation is correct by vGLP’s theorem
for its canonical platform (Theorem C.12, Appendix C.3): the par-
ents’ capabilities of Proposition 4.3 hold in every run of it, and a
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parent’s ending of a relation is carried out in every run that meets
the theorem’s conditions.

4.6.1 The Platform as a vGLP Program. GLP [66] extends logic
programming with paired variables: each writer X has a paired
reader X?, assigned at most once, on which a reader suspends until
the writer is assigned. A channel pairs a read end and a write end,;
what one agent writes, the paired agent reads. In vGLP a procedure
may put a question to the person: a volitional procedure is declared
procedure (T)*p(T1, ., Tn), T its interactive type, and each
of its clauses, (A)*p(S1, ., Sn) :- Tests | Body, carries an
interactive term A matched against the person’s answer, so a clause
that reads the answer reduces only once the person has given it [37];
the interface is derived from the interactive types, each question
rendered by the widget its type declares or, where none is declared,
by the default widget built from the type’s constructors [37].

The guards of a transaction and the volitional procedures of the
program are the same requirement at two levels. A transaction
guarded by {r,s, p, q} is carried out only when all four are willing;
in the program, each of the four answers the question of a volitional
procedure of its own agent, and the transaction is committed only
once all four have. A guard who does not answer leaves their reader
unbound, the reading goal suspends, and the transaction is not
carried out.

The program. The program is the canonical platform of the con-
tract, compiled by vGLP’s compiler from the contract’s speech-act
schemas in the term form the checker of [23] reads, with knows its
introduction predicate, by which an agent introduces to each other,
at the level of the machines, every two agents its person knows,
and with the introductions by which the initiator of a committed
transaction introduces its other participants to each other (Appen-
dix C.3) [37]. Its agent asks its person for their requests, proposes
each as an attempt, and asks its person to approve the attempts
other agents propose to it.

The program in the grassroots app. The mini-app’s entry is
declared as the instance, at the mini-app’s own root-channel type,
of the one entry template the super-app declares [18, 70]. The super-
app activates it with two channels, at types the super-app declares:
the person channel, on which the program’s questions reach the
person and the person’s input comes back [37], and the channel on
which the social graph hands it a conversation with each person its
agent knows. The type of the conversation between two executions
of the mini-app is the mini-app’s own and opaque to the super-
app, which holds no declaration of it [70]. The mini-app holds no
network entry and calls no predicate that reaches the network or
the person, so the program is certified. Every person’s mini-app is
activated by the one entry: an adult’s then establishes their identity
on their request, and a child’s identity is established by its entering,
which its parents request and approve at the setup of the child’s
phone.

Files. Shared types, the person’s among them, are declared in the
scope file self.glp, visible to all modules; the type constructors
Stream(X), List(X) and Channel(In,Out) are declared in the
root programs/self.glp, the ancestor scope of every program.
Beside the program are the plays, the village among them; a play
hands every two agents a conversation, in place of the super-app,
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and the agents come to know each other through the platform
(Appendix C.3).

The schema the compiler reads. The compiler reads each speech-
act schema as a term of the checker of [23]: a schema is its name,
the names of its roles as the clause gives them, its variables and
its roles, arole is rs(G, A, D, R, F),its guard and the atoms it
adds, deletes, requires and forbids, and an atom refers to a role by
its index. Child befriending’s, as programs/cssn/CSSN.glp has it,
its roles r, s, p and q in order (Appendix B.2):

schema(child_befriend,
['Carol', 'Dave', 'Alice', one('Bob', 'Alice')], [I,
[rs(guarded, [atom(friend, [role(2)1)]1, [1,
[atom(identity, [1), atom(child, [1),
atom(knows, [role(2)1)1,
[atom(friend, [role(2)1), atom(retired, [1)1),
rs(guarded, [atom(friend, [role(1)1)], [1,
[atom(identity, [1), atom(child, [1),
atom(knows, [role(1)1)],
[atom(friend, [role(1)]), atom(retired, [1)]),
rs(guarded, [1, [],
[atom(identity, [1), atom(parenting, [role(1)1),
atom(friend, [role(4$)D1,
[atom(child, [1), atom(retired, [1)1),
rs(guarded, [1, [1,
[atom(identity, [1), atom(parenting, [role(2)1),
atom(friend, [role(3)1)1,
[atom(child, [1), atom(retired, [1)1)1)
From it the compiler generates the precondition and effect at
each role and the question that asks each guard to approve. The
record of the run of the cascade on the contract, cascade/CSSN in
the repository at the tag cascade/CSSN/2026-10-25-2, commit
852c3b07, holds what it generated. The VMAT form, vmat. tex
(lines 2938-3160), prints the transaction with the four roles
named Alice, Bob, Carol and Dave in the order r, s, p, ¢ — the
printer’s names, the first two the children here — and with ¢,
for the local state of r, a multiset of atoms; at r it is the effect
¢, := ¢, W {friend(s)}, provided identity, child, knows(s) € c, and
{friend(s), retired} N ¢, = 0, and the transaction is guarded by all
four. The platform, platform.vglp, holds the schema as the agent
reads it, the class child_befriend(Peer, Peer, Peer, Peer)
in its class type and in its request type, the binding of a request to
the four roles, and the question put to each guard: the interactive
type Approval ::= approval(Asking, List(Word), YesNo?)
and the volitional procedure (Approval)#*respond that puts it
(lines 57, 111, 326, 1007 and 1198-1203). Code checks the contract,
prints the schemas’ notation and runs the cascade whole, and
the record’s schemas. txt (line 90) prints the schema above as
child_befriend(Carol?, Dave?, Alice?, one(Bob, Alice)?)
in the notation of Appendix C.1, the roles named as the clause
names them, the two parents possibly one person.

Child befriending in vGLP. Here are illustrative fragments of
the program, in which ... elides alternatives and arguments. A
person’s own question is a menu, as in sGLP’s social graph [69]:
it shows the person the persons their agent knows, and takes one
request, an act of the contract with the persons it names:

Person ::= Key.

Class ::=child_meet_2(Person, Person, Person, Person)
; child_befriend(Person, Person, Person, Person)
; child_unfriend(Person, Person, Person) ; ... .

Request ::= propose(Class) ; .

Menu ::= menu(List(Person), Request?).

%% Show the person the persons they know, and hand

%% them the request.
procedure (Menu)*ask(List(Person)?, Request).
(menu(Ks?, R))*xask(Ks, R?).

An attempt another agent proposes is put to the person for
approval, showing the attempt — its initiator, two numbers by
which concurrent attempts are ordered, the act and the persons it
names — with the question the contract puts to the person’s role,
and taking yes or no:

Attempt ::= attempt(Person, Integer, Integer, Class,
Names) .

Asking ::= Attempt ; hello(Person, Proposal).

YesNo 1= yes ; no.

Approval ::= approval(Asking, List(Word), YesNo?).

%% Show the person an attempt with its question,

%% and hand them yes or no.

procedure (Approval)*respond(Attempt?, List(Word)?,
o).

(approval (A?, Ws?, Y))*respond(A, Ws, ...) :- ...

Both interactive types are in writer mode. ask writes the agents the
agent knows and hands the person the request, which stays open
while messages come and go; each request the person makes is fol-
lowed by a new menu. Alice’s request propose(child_befriend(
Carol, Dave, Alice, Bob)) names her child, Bob’s child, her-
self and her friend Bob, in the order of the roles r, s, p and q of the
schema; Alice’s agent knows Dave’s because Bob’s agent introduced
them, Bob knowing both, and Carol and Dave know each other by
the child acquaintance Alice requested before, with Bob (CSSN:2).
respond writes the attempt and hands the person yes or no, and the
agent votes with the answer. The four guards of child_befriend are
thus one request and three approvals, each a volitional reduction
of its own agent, and the two-phase commit carries the transac-
tion out on a yes from all three (Appendix C.3). The code that
proposes, votes and commits is the compiled canonical platform,
proved correct in [37], and is not shown.

4.6.2 The User Interface. Since a volitional reduction requires the
person’s answer, a correct implementation must elicit it; this is the
reason for the user interface [37]. An open question is presented as
the widget of its interactive type, which shows what the program
writes for the person and forms the person’s input into a term of
the type. By the default widgets, which draw a question whose type
declares no widget, a tuple is a form headed by its functor, with
one field per argument; a union of constants is a row of buttons;
any other union is a menu, one item per alternative, each drawn
by its widget; and a value the program writes is shown and not
edited [37]. The mini-app declares, for its two questions, the two
widgets the grassroots app has for every canonical platform [18, 37]:
an approval is drawn as one sentence for the attempt’s class, “Alice
asks that their child Carol and your child Dave befriend”, and two
buttons labelled for it, Approve? Yes and No; and a request as a
sentence the person completes by choosing a person into each
of its places, “Ask that Carol and Dave befriend, with Bob.”, and
sends, the persons the agent knows listed above it, each with what
the person’s state says of them. The words in which each act of



the contract is put to a person are the one thing written for the
platform’s screen.
The child-safe platform’s constructs follow from its acts.

e Acquaintance has two guards and two constructs: a person’s
request to acquaint, naming the other, and the approval asked of
the other; an introduction likewise, the introducer’s request,
naming the two, and the approval asked of the agent introduced
to. A child’s acquaintance has three constructs, or four for two
children, as a child’s befriending has: a parent’s request, naming
the agents, and an approval asked of each other guard.

e An identity is established at the setup of a phone: an adult’s by
their own request, and a child’s by the request of their creator to
enter them, which the child’s agent asks its person to approve —
the creator, holding both phones, answers on the child’s phone
before handing it over. Making a parent is the creator’s request,
naming the adult and the child, which the adult and the child
are asked to approve. A declaration of age, the ending of a
parenthood the creator made, and retiring a child are the cre-
ator’s requests, and nobody is asked. The obligation to make the
declaration when the child comes of age, and not before, is the
creator’s, not the protocol’s (Section 4.5).

o Child befriending has four guards and therefore four con-
structs: a parent’s request, naming the four, and an approval
asked of each of the other three. The four are the four roles
of child_befriend; where one parent has both children, the two
parent roles are one guard, asked once, and there are three con-
structs. Child-adult befriending has three: the request of one
of them, and an approval asked of each of the other two.

e Child group joining has three constructs, or four when the
leader is a child: the leader’s invitation, and an approval asked
of the child and of a parent of each child among them.

o Ending a friendship or a membership, and closing a group, are
guarded by one person, so each is a request of a person who may
end it, and nobody is asked. A parent’s closing of a group their
child leads is proposed by the child’s agent, which holds the list
of members, on the parent’s request.

An approval, once given, holds until its attempt closes, and can-
not be withdrawn [37]; a guard who has not answered may answer
no.

A menu shows the agents its agent knows, each with what the
person’s state says of them: a parent’s shows the agents they know,
their friends and their children among them, and the agents their
agent was introduced to at the level of the machines, their children’s
friends and the leaders of their children’s groups among them
(Appendix C.3), so a parent can name any of them in a request,
though the contract records none of the children’s friends at the
parent. The menu offers every request the person’s own state allows,
and an attempt that another participant’s precondition refuses is
shown to the person as refused: an adult’s row for a child the
adult’s state does not record as one offers Acquaint, which the
child’s agent refuses. A child’s menu offers introducing, which the
contract allows a child, the agent introduced to being a person, and
offers neither acquaintance nor adding a person by key: a child
comes to know an agent only by a child acquaintance a parent
requests (CSSN:2), and the child’s agent discovers only its parents’
agents, at the setup of the child’s phone (Appendix C.3). A person’s
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pending asks are the approvals they owe. A request the person
makes while their agent is busy with another attempt is held and
taken when the agent is free, and the person sees each request they
made until it is fulfilled or refused, so a person who makes two
requests one after the other — Bob’s two introductions in the village
— sees the first taken before the second is [37].

4.6.3 Village Demonstration. To demonstrate that the acts compose
into a functioning social network, we run a village of seven agents:
Alice, Bob, Grace and Frank, and Carol, Dave and Eve. The scenario
runs eight acts:

(1) Coming into the contract. Alice, Bob, Grace and Frank es-
tablish their identities and come to know each other: Alice and
Bob, Bob and Frank, and Bob and Grace. Bob enters Dave and
Eve, and makes Grace a parent of each, Grace and the child
approving; Alice enters Carol. The children’s phones are set up
by their creators, who become their first friends.

(2) Adult friendships. Alice befriends Bob and sends Bob a mes-
sage; Bob befriends Frank; Bob introduces Frank to Alice, an act
of Bob and Alice, and Alice to Frank, an act of Bob and Frank,
and Alice befriends Frank.

(3) Child friendships. Alice requests that Carol and Dave come to
know each other, naming Bob, and Bob, Carol and Dave approve
— a child acquaint with two children, four guards; then that they
befriend, and the three approve again — a child befriending,
four guards. Bob requests that Dave and Eve come to know each
other, then befriend: the sibling case, where the two named
parents are one person and the preconditions that the parents
know each other and are friends hold trivially. Alice requests
that Carol and Eve come to know each other, then befriend,
naming Bob.

(4) Child-adult friendships. Bob requests that Dave and his
friend Frank come to know each other, then befriend, and Alice
that Carol and Frank come to know each other, then befriend —
each a child acquaintance and then a child-adult befriending,
guarded by the child, the adult and the parent.

(5) Child-managed group. Carol creates a group kids_chat and
invites her friends Dave and Eve; since Carol is a child, each
invitation requires the leader, the joiner, and a parent of each
to be willing. Carol, Dave and Eve exchange messages, each
posted to Carol and delivered by her to the other members. Eve
then leaves the group.

(6) Adult-managed group. Frank creates a study group and in-
vites his friends Dave and Carol, each with the approval of the
child’s parent. Frank, Dave and Carol chat in the group.

(7) Parents ending. Grace ends Dave’s friendship with Carol,
which Bob had approved, and Carol’s agent drops Dave from
kids_chat, Dave being no longer her friend (GSN:4); Bob
ends Dave’s membership of the study group; and Alice closes
kids_chat.

(8) Coming of age. Bob, Eve’s creator, declares Eve of age, which
ends Grace’s guardianship of Eve too. Eve is thereafter an adult:
she comes to know Frank and befriends him, with no parent
among the guards; Bob and Grace are no longer her parents,
and Eve and Bob remain friends.
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The village runs twenty-three of the twenty-eight transactions of
Appendix C.2, all but Unfriend, Close group, Join group, End parent
and Retire. All seven agents run concurrently as GLP processes, com-
municating by typed message streams; each person is scripted, read-
ing the draws and granting on the constructs (Section 4.6.4). Figure 4
shows the seven persons’ screens. The full implementation — the
program, its compilation and the village scenario — is available at
https://github.com/EShapiro2/GLP/tree/main/programs/cssn. Sec-
tion 5 simulates the child-safe social graph in a village of ten fami-
lies.

4.6.4 In the Grassroots App. One Dart bridge draws the constructs
of any compiled vGLP program — the requests and the approvals
its construct processes put to the person — and the lists the pro-
gram writes to its person, each by the widget its type declares or by
the default widget of the type, and returns the person’s raw input
as grants on the person channel; everything crossing to Dart is
a ground term or a construct identifier, and the answers and the
channels stay on the GLP side [37]. A new mini-app adds to the
construct family the words of its acts and nothing else: it gains its
screen, an icon and its alerts from its types. The deployed build im-
plements the social graph, one-to-one conversations and grassroots
bonds, as a native app on a physical smartphone [37].

The child-safe platform runs as a certified mini-app of the grass-
roots super-app [18], under which two participants become friends
and a message passes; the super-app knows nothing of the relation
between a parent and their child, it being clauses and guards in
the mini-app’s own program. It introduces no new construct: its
requests and approvals are those of Section 4.6.2. The parent’s ap-
proval is asked in the parent’s own app, on the parent’s own phone,
and the child’s act does not occur until the parent answers it.

Figure 5 shows the mini-app in a scenario of four people. Al-
ice enters Carol, and Bob enters Dave, each the creator of their
child; Alice and Bob come to know each other and befriend; Alice
requests that Carol and Dave come to know each other, naming
Bob, and Bob, Carol and Dave approve; Alice requests that Carol
and Dave befriend, naming Bob, and the three approve again; Carol
ends the friendship with Dave; and Bob declares Dave of age. The
other three persons are scripted, and read the draws and grant on
the constructs [37]. The bridge draws the constructs the compiled
program’s dispatcher draws, an approval and a request by the two
widgets the mini-app declares, in the words of its acts (Section 4.6.2),
and everything else by the default widget of its interactive type,
and returns the person’s input as grants.

Use of Large Language Models. The Al disclosure of Section 7
states how each artefact was made.

5 Simulating the Child-Safe Social Graph

A village of seven people exercises the acts of the contract; how
a population of parents and children fares under it needs many
people. A grassroots platform ought to be evaluated at scale before
it is deployed, and enlisting the many people needed to do so is a
contradiction in terms [69]. Stochastic GLP (sGLP) [69] simulates a
grassroots platform from the vGLP program that deploys it, with
stochastic agents in place of people: each question the program puts
to its person is answered by a stochastic person, an sGLP program
typed by the dual of the question’s interactive type, which answers

at the rate its profile declares with an answer its profile draws.
Every run of a vGLP program in which stochastic persons replace
the people is a run of the vGLP program [69], so a simulation shows
a behaviour of the program the phone runs. sGLP simulated the
grassroots social graph with a population of men and women of
four profiles [69]; here we simulate the child-safe social graph in
a village of families, and ask three questions: how many of the
parents’ requests for a child friendship commit, and how long those
that do take; how many approvals a parent answers each month;
and how far the children’s friendship graph lags behind the parents’
in becoming one connected component.

The program. The program simulated is the child-safe mini-app
of Section 4.6.1, without the super-app. Each question it puts to
its person is answered by that person’s stochastic person, which
sees what the question shows and what the program has shown
the person [69]: the menu shows the persons the agent knows, an
approval shows the attempt, and the program writes its person their
state, their friends and their children among them (Section 4.6.1).
The persons take the acts of the child-safe social graph but the
declarations of age: establishing an identity, acquaintance and in-
troduction, a child’s entering with their parents, befriending and
ending a friendship, a child’s acquaintance with a child or an adult,
child befriending and child-adult befriending, and a parent’s ending
of a child’s friendship (Examples C.5, C.6 and C.9).

The population. A census draws the persons of a run from its
seed [69]: a village of ten families; a family has two parents 70
times in 100 and one otherwise, and one, two or three children,
equally likely; the village of the runs has 17 parents and 20 children.
A person has a role, parent or child, and attributes: their village and
family, and the persons they know at the start, from outside the
app — a parent knows the parents of their village and their children,
and a child their parents; a parent’s attributes carry the table of
the families besides, which is how a parent knows whose child a
child is. Knowing by the contract (GKK:2 and GKK:3) is what the
run forms and reports: a person acquaints, in the app, with the
persons they know at the start, one per menu, each after an hour
on average, the other approving the acquaintance at once; a parent
introduces a friend to another; and a child comes to know an agent
by a child acquaintance a parent requests (CSSN:2). A person’s first
acts are their answers to their first menus [69], each after an hour
on average: an adult establishes their identity, acquaints with the
persons they know at the start, and the first parent of a family
enters the children and makes the second, whom they have met, a
parent of each; the children remain children for the run.

The profiles. A dimension of profiles is of one role [69]: a parent
has two and a child one.

e A parent’s approach is local or open, drawn half and half, and
answers the menu. Once their children are entered, a parent
answers it 670 times a year on average, about twice a day: 45
times in 67 with an offer of friendship to a parent they know who
is not yet a friend, a local parent to a parent of their own village
95 times in 100 and an open one 60 times in 100, uniformly from
the list; 6 times in 67 introducing a friend of theirs to another,
both adults, drawn uniformly; 6 times in 67 with a request that a
child of theirs and a child of a friend, whom they know, come
to know each other, the child, the friend and the friend’s child
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1 Coming into the contract - 2 Adult friendships - 3 Child friendships - 4 Child-adult friendships - 5 Child-managed group - 6 Adult-managed group - 7 Parents ending - 8 Coming of age

Alice (Parent)

Establishing my identity

Identity established
Entering Carol as my child

Carol is my child

Now friends with Carol
Asking to meet Bob

Now knows Bob
Offering Bob friendship

Now friends with Bob
Sending “Hello Bob” to Bob
Accepting Bob's introduction of Frank

Now knows Frank
Offering Frank friendship

Now friends with Frank
Proposing that Carol and Dave meet, with Bob
Proposing that Carol and Dave befriend, with Bob
Proposing that Carol and Eve meet, with Bob
Proposing that Carol and Eve befriend, with Bob
Proposing that Carol and Frank meet
Proposing that Carol and Frank befriend
Approving Dave joining kids_chat
Approving Eve joining kids_chat
Approving Carol joining study
Closing kids_chat

Bob (Parent)

Establishing my identity

Identity established
Asking to meet Grace

Now knows Grace
Entering Dave as my child

Dave is my child

Now friends with Dave
Making Grace a parent of Dave

Grace is a parent of Dave
Entering Eve as my child

Eve is my child

Now friends with Eve
Making Grace a parent of Eve

Grace is a parent of Eve
Agreeing to meet Alice

Now knows Alice
Asking to meet Frank

Now knows Frank
Accepting Alice's friendship

Now friends with Alice

“Hello Bob” (Alice)
Offering Frank friendship

Now friends with Frank
Introducing Alice to Frank
Introducing Frank to Alice
Approving Carol-Dave meeting
Approving Carol-Dave friendship
Proposing that Dave and Eve meet (siblings)
Proposing that Dave and Eve befriend (siblings)
Approving Carol-Eve meeting
Approving Carol-Eve friendship
Proposing that Dave and Frank meet
Proposing that Dave and Frank befriend
Approving Dave joining kids_chat
Approving Eve joining kids_chat
Approving Dave joining study
Ending Dave's membership of study
Declaring Eve of age

Eve is no longer my child

ve (Bob and Grac

Grace (Parent)

Establishing my identity
Identity established

Agreeing to meet Bob
Now knows Bob

Agreeing to be Dave's parent
Dave is my child
Now knows Dave

Agreeing to be Eve's parent
Eve is my child
Now knows Eve

Ending Dave's friendship with Carol
Eve is no longer my child

Frank (Teacher)

Establishing my identity
Identity established

Agreeing to meet Bob
Now knows Bob

Accepting Bob's friendship
Now friends with Bob

Accepting Bob's introduction of Alice
Now knows Alice

Accepting Alice's friendship
Now friends with Alice

Approving Carol-Frank meeting
Now knows Carol

Approving Carol—Frank friendship

Approving Dave—Frank meeting
Now friends with Carol
Now knows Dave

Approving Dave—Frank friendship
Now friends with Dave

Creating the group study
Created study

Inviting Dave to study, with Bob
Dave joined study

Inviting Carol to study, with Alice
Carol joined study

Posting “Welcome to the study group” to study
Dave left study

Agreeing to meet Eve
Now knows Eve

Accepting Eve's friendship
Now friends with Eve

Eve (Bob and Grac

Approving my entering, with Alice
Identity established
Alice is my creator and parent
Now friends with Alice

Approving Carol-Dave meeting
Now knows Dave

Approving Carol-Dave friendship
Now friends with Dave

Approving Carol-Eve meeting
Now knows Eve

Approving Carol-Eve friendship
Now friends with Eve

Approving Carol-Frank meeting
Now knows Frank

Approving Carol-Frank friendship
Now friends with Frank

Creating the group kids_chat
Created kids_chat

Inviting Dave to kids_chat
Dave joined kids_chat

Inviting Eve to kids_chat
Eve joined kids_chat

Posting “Welcome everyone!” to kids_chat

Approving Carol joining study
Joined study
Eve left kids_chat
“Welcome to the study group” (Frank)
“Hi from Dave!” (Dave, via Frank)

Posting “Hi from Carol!” to study
“Hi from Carol!” (Carol, via Frank)
No longer friends with Dave
Dave left kids_chat
Closed kids_chat

Approving my entering, with Bob
Identity established
Bob is my creator and parent
Now friends with Bob

Approving Grace as my parent
Now knows Grace

Approving Carol-Dave meeting
Now knows Carol

Approving Carol-Dave friendship
Now friends with Carol

Approving Dave-Eve meeting
Now knows Eve

Approving Dave—Eve friendship
Now friends with Eve

Approving Dave—Frank meeting
Now knows Frank

Approving Dave—Frank friendship

Approving Dave joining kids_chat
Joined kids_chat
Now friends with Frank
“Welcome everyone!” (Carol)

Posting “Thanks Carol!” to kids_chat
“Thanks Carol!” (Dave, via Carol)

Approving Dave joining study
Joined study
“Welcome to the study group” (Frank)
“Hi all!” (Eve, via Carol)

Posting “Hi from Dave!” to study
“Hi from Dave!” (Dave, via Frank)
“Hi from Carol!” (Carol, via Frank)
No longer friends with Carol
Left kids_chat
Left study

Approving my entering, with Bob
Identity established
Bob is my creator and parent
Now friends with Bob
Approving Grace as my parent
Now knows Grace
Approving Dave-Eve meeting
Now knows Dave
Approving Dave—Eve friendship
Approving Carol-Eve meeting
Now knows Carol
Now friends with Dave
Approving Carol-Eve friendship
Now friends with Carol
Approving Eve joining kids_chat
Joined kids_chat
“Welcome everyone!” (Carol)
“Thanks Carol!” (Dave, via Carol)
Posting “Hi all!” to kids_chat
“Hi all!” (Eve, via Carol)
Leaving kids_chat
Left kids_chat
Bob is no longer my parent
No parent on record: an adult
Asking to meet Frank
Now knows Frank
Offering Frank friendship
Now friends with Frank

Figure 4: The village scenario of Section 4.6.3, as the play drew it. Each panel is one person’s screen over the run: what the
person requested and approved, and what the program wrote to them. The agents run concurrently as GLP processes, so a
panel may show the requests and approvals of two acts interleaved.
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Alice asks that Carol and your child Dave
befriend.

hild adut befrend

Child join

© corol

of age
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Figure 5: The child-safe mini-app in the grassroots app, on the iPhone simulator, in the scenario of Section 4.6.4, one person’s
screen each: (1) Alice’s Children tab, after she and Bob come to know each other and befriend: the field to enter a child, the
buttons of the acts that name two or more, and her child Carol, with the acts that name only Carol; (2) her request that Carol
and Dave befriend, after the one that they come to know each other, Carol, Dave and Bob picked into its places; (3) Bob asked to
approve it, with yes and no; (4) Carol asked to approve it; (5) Carol’s Friends, Dave, with Unfriend and Message, and Alice, her
creator and first friend, with Message, whom she may not unfriend; (6) Bob’s Children tab after Carol ends the friendship, with
Of age beside Dave, Bob being Dave’s creator. Every word on a screen is the contract’s, but yes and no.

drawn uniformly; 6 times in 67 with a request that a child of
theirs and a child the agent knows befriend, which fails where
the two children do not know each other, a parent holding no
record of whom their child knows; once in 67 with a request that
a child of theirs and a friend of theirs come to know each other,
and once in 67 that they befriend; once in 67 with the ending
of a friendship of a child of theirs with a child the agent knows,
which fails where the two are not friends, a parent holding no
record of their child’s friends; and once in 67 with the ending of
a friendship of their own, drawn uniformly from their friends
who are not their children.

e A parent’s policy is strict or permissive, and answers an approval,
after two hours on average: an acquaintance offered by a person
known at the start, and an introduction, are approved at once;
an offer of friendship is approved 90 times in 100; an acquain-
tance, a befriending or a joining of a child, their own child’s or
another’s with them, 20 times in 100 by a strict parent and 80
by a permissive one; the entering of their child with the other
parent at once.

o A child’s response is choosy or keen, and answers both questions:
asked to approve an acquaintance, a befriending or a joining, a
choosy child approves 50 times in 100 and a keen one 90, after
two hours on average, and their entering at once; and ten times
a year on average the child ends a friendship, drawn uniformly
from their friends who are not their parents.

The census, the profiles and the run declaration are the contract’s

sGLP source, programs/cssn/CSSN_sglp.glp in the repository,

over the platform’s interface. The local parent’s menu, the strict

parent’s approval and the run declaration, in sGLP’s surface syn-
tax [69], . . . eliding arguments:

person local.

Menu =::= local_menu.

local_menu(menu(Me, Ks, R?), person(_, _, As), S) :-
seen(L),
cs_parent_menu(95, Me?, Ks?, As?, L?, S?, slot(R)).

cs_parent_act(K, ..., slot(W?)) :- K? =< 45 |
cs_offer(..., slot(W)).
cs_parent_act(K, ..., slot(W?)) :- K? > 45, K? =< 51 |

cs_introduce(..., slot(W)).

cs_parent_act(K, ..., slot(W?)) :- K? > 51, K? =< 57 |
cs_cm_request(..., slot(W)).

cs_parent_act(K, ..., slot(W?)) :- K? > 57, K? =< 63 |
cs_child_request(..., slot(W)).

cs_parent_act(64, ..., slot(W?)) :-
cs_child_meet_request(..., slot(W)).

cs_parent_act(65, ..., slot(W?)) :-
cs_child_adult_request(..., slot(W)).

cs_parent_act(66, ..., slot(W?)) :-
cs_end_child_friendship(..., slot(W)).

cs_parent_act(67, ..., slot(W?)) :-
cs_end_friendship(..., slot(W)).

person strict.
Approval =::= strict_approval.
strict_approval(approval(hello(_, _), _, A?), _, ) :-
cs_say(slot(A), yes).
strict_approval(approval (attempt(_, _, _,
make_parent(_, _, _), ), _, A?), _, _) :-
cs_say(slot(A), yes).
strict_approval (approval(attempt(_, _, _,
acquaint(_, ), ), —, A?), _, ) :-
cs_say(slot(A), yes).
strict_approval(approval (attempt(_, _, _,

introduce(_, _, ), ), _, A?), _, ) :-
cs_say(slot(A), yes).
strict_approval(approval (attempt(_, _, _, C, ), _, A?),
= S) -
otherwise |

cs_parent_answer (20, C?, S?, slot(A)) @ 12/day.

run cs_villagel
[ approach of parent ~ (local : ©.5 ; open : 0.5),
policy of parent ~ (strict : 1.0 ; permissive : 0.0),
response of child ~ (choosy : 1.0 ; keen : 0.0) ]
until 1 year seed 1.

seen(L) gives the person procedure what the person has been shown, the last first, and
cs_parent_menu reads from it the agent’s state, establishes the identity, makes known the persons
known at the start one by one, enters the children, each after an hour on average, and then draws K
in 1 to 67 and the act by it, at the rates above; cs_parent_answer draws yes or no by the class of
the attempt.

The runs. Each run is one simulated year of the village, from seed 1. Policy and response make four
mixes — all parents strict or all permissive, all children choosy or all keen — and each mix is one run;
a parent’s approach is drawn half and half in each.



Table 1: The runs by the mix of policy and response, one
village of 17 parents and 20 children for one year: the child
friendships at the end of the year; the parents’ requests for
a child friendship that committed, of those made; the days
from a request to its commit, mean and most; the approvals
a parent answers a month, months 2 to 12; and the connected
components of the children’s friendship graph at the end of
the year. The parents’ graph is one component by the end of
month 1 in every run.

policy response friendships committed days approvals components
strict choosy 0 0 of 105 — 2.1 20
strict keen 0 0 of 105 - 2.1 20
permissive choosy 1 20f104 0.5,0.7 2.2 19
permissive keen 8 90f92 26,4.1 2.0 12

‘What is measured. From the log of a run, which records each answer, and each element the person
was shown, with its simulated time [69], from a monitor that checks, at the commit of each act a
parent guards, its guards’ approvals and its precondition, and from the agents’ records at its end:
(1) the acts a parent guards — a child’s friendships, joins and their endings, an entering and a
declaration of age — that the monitor finds committed without the approval of each of their
guards, or with their precondition failing: the exceptions to Proposition 4.3;

the fraction of a parent’s requests for a child friendship that commit, the time from such a
request to its commit, and the child friendships at the end of each month;

(3) the approvals each parent answers each month;

@

(4) the month by whose end the parents’ friendship graph, and the children’s, is one connected
component, and the graph of knowing, by the contract, at the end of the run;
(5) the wall-clock time and the memory of a run.

Results. The monitor found no exception to Proposition 4.3: in each of the four runs, every act a
parent guards was committed with each of its guards approving and its precondition holding, as
Corollary C.13 requires of the implementation. Table 1 shows the runs by the mix. The parents
befriend quickly: the 17 parents are one component by the end of the first month in every run, and
all 136 pairs are friends by the end of the year. The children befriend slowly: strict parents’ children
gain no friendship in the year, and permissive parents’ keen children eight, in months 4, 6, 8, 10 and
12, the twenty children ending the year in twelve components. Two things account for it. A child
friendship takes the yes of four persons, and at the rates of the profiles the four say yes together 1
time in 100 for strict parents and choosy children and 52 times in 100 for permissive parents and
keen children; and a parent’s request for a friendship of their child with a child the parent knows is
refused by the child’s agent where the two children do not know each other, which the parent cannot
see, since the contract records nothing of a child’s acquaintances at the parent: of the 92 requests of
the permissive and keen run, 9 committed, 12 were declined by a guard, and the rest were refused so.
A parent answers about 17 approvals in the first month, the acquaintances and friendships of the
start, and about 2 a month after it. Each run of 37 agents for a simulated year took 64 to 70 minutes
and at most 433 MB.

6 Related Work
6.1 Child Safety in Social Networks

A substantial empirical literature documents the harms to children from commercial social net-
works [33, 35, 51, 76, 80], attributing them to the design choices flowing from the surveillance-
capitalism business model [81]. Governments have responded with legislation—COPPA and its 2025
update [21, 77], the proposed US Kids Online Safety Act [78], the EU Digital Services Act [14], the UK
Online Safety Act [54], Australia’s under-16 ban [53]—but legislation regulates platform behaviour
without changing the underlying architecture. Major platforms offer parental controls [3, 28, 49],
dedicated child-only services [26, 48], and institutional educational platforms [25, 50]: operator-
controlled features, routinely circumvented by self-declared ages [75], which leave the platform in
possession of the child’s data and in control of the child’s experience. Akter, Park and Wisniewski
argue for community-based approaches to adolescent online safety beyond parental control [2]; a
community’s contract can grant teenagers such autonomy (Section 4.2).

Messenger Kids [48] comes closest to the capabilities of Section 1. Parents approve their child’s
contacts from a dashboard in their own Facebook app, may let the child add and remove contacts
under their supervision, and may approve a teacher or coach who connects children in a group, only
children whose parents approved that same adult [45, 46]. Table 2 compares it with CSSN. The two
differ in who verifies identities, who runs the service and who sets the rules. Meta verifies no identity,
and takes action on fake Facebook accounts by the billion — 1.2 billion in January to March 2026 [47];
it runs the service, holds every message, and sets one set of rules for all. In CSSN the social graph
verifies identities: two persons befriend only if they know each other personally (GSG:1), which the
contract attests [60]; the families’ phones run it; and each community sets its own contract.

Decentralised alternatives to centrally-controlled social networks have been explored for two
decades: federated architectures such as Mastodon [59] and Matrix [74], the AT Protocol underlying
Bluesky [38], relay-based protocols such as Nostr [52] and Farcaster [20], peer-to-peer and distributed
social networks [7, 11, 12, 32, 36], blockchain-based protocols such as DSNP [56, 58], and peer-to-
peer mesh protocols such as Secure Scuttlebutt [73]. While these proposals subvert centralised
control, they still require members to surrender personal information to third parties—federated-
server operators, DHT agents, or blockchain validators—and none addresses child safety as a design
concern: any child with a keypair can participate.

The shared structural failure is twofold. Centralised and federated platforms remain auto-
cratic: an operator—a corporation or a federation administrator—retains authority over participants.
Blockchain-based platforms are plutocratic: control follows capital—validator stake, mining power,
governance tokens. Neither admits the third structural option pursued here, egalitarian control by
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Table 2: Messenger Kids [45, 46] and CSSN compared.

Messenger Kids CSSN
who verifies  nobody the social graph: people be-
identities friend people they know
who runs the ser-  Meta the families’ phones
vice
who holds the Meta the sender and the recipients

messages
who sets the
rules

how a child be-
friends

how adults con-

nect children
what parents see

how a parent

Meta, one set for all

a parent approves each contact,
or lets the child add contacts
and may override

an adult the parents approve
puts their children in a group
whom the child chats with, re-
cent photos and videos, and ev-
ery message on request
removes a contact from the

each community, its own con-
tract

both children and a parent of
each will it, the parents being
friends

a child joins a group of an adult
friend, a parent approving

the acts they are asked to ap-
prove; none of the child’s mes-
sages

ends the friendship or the mem-

ends a connec- dashboard bership, or closes the child’s
tion group

participants themselves, under which parental responsibility can be exercised digitally as it is in the
physical realm.

6.2 Formal Foundations

Atomic transactions in distributed computing. Atomic transactions have been investigated
early in distributed computing, mostly in the context of database systems [39, 42, 43]. Most research
since and until today focuses on their efficient and robust implementation [6, 10]. The integration of
atomic transactions in programming languages has also been explored [5]. In terms of formal models
of concurrency, the extension of CCS with atomic transactions has been investigated [1, 16, 17].

Multiagent transition systems and grassroots protocols. The formal framework employed
here builds on multiagent transition systems [61] and their extension with atomic transactions [67].
Previous work [41] extends this framework with guard annotations (Definition 4.1), transaction
equivalence, and liveness. Here we apply volition-guarded transactions to specify a child-safe social
network.

Digital social contracts. The notion of a digital social contract was introduced by Cardelli et al. [8]
as the digital incarnation of Proudhon’s social contracts [57]. Grassroots platforms [63, 67] realise
digital social contracts as programs that people load and activate voluntarily on their smartphones.

Contract specification languages. The formal study of contracts is dominated by the contract-
as-automaton family — contract automata [4], a loan agreement as a finite automaton [22], the
L4 language [79], timed contract automata [9], encodings as defeasible deontic rules [30], and the
comparison of imperative with declarative smart contracts [29]. All fix the parties when the contract
is formed, keep one contract state, and assume an alphabet of events, a clock or a ledger, where the
conditions on speech-act schemas [23] quantify over the family of systems a contract induces on
every finite set of people, need a local state per party, and forbid a participant that is not a party.
Symboleo [55, 71] and Stipula [15] are the nearest and make the same three commitments; Catala [44]
does the corresponding work for statute. Speech-act schemas [23] are the language used here, and
the checker that decides the conditions on them is that paper’s. Child befriending is not directly
expressible in Stipula: it takes the will of both parties, it is available repeatedly between any two of
them, and Stipula’s joint consent is only at contract formation, so each child friendship would be the
formation of a new contract.

6.3 Grassroots Platforms

Grassroots platforms [63] have been instantiated across a range of application domains, including
grassroots social networks [64], grassroots cryptocurrencies [40, 62], and grassroots federations [34,
72]. Grassroots Logic Programs (GLP) [66] serves as the implementation language; the child-safe
social network presented here is implemented in GLP (Section 4.6).

6.4 Secure Scuttlebutt

The protocol closest to grassroots social network in spirit and goal is Secure Scuttlebutt (SSB) [73], a
peer-to-peer protocol and self-hosted social media platform in which each participating computer
acts as a relay. SSB offers single-authored, authenticated, append-only logs, which relays replicate
along a social graph: a person follows the identities whose logs they want, and their relay replicates
those logs and, transitively, those of friends of friends up to a configurable distance, while block
messages limit the replication [73].

SSB and grassroots social network differ in several respects. In SSB a person follows another
without the other’s consent, and following may be one-sided; in a grassroots social network friendship
is mutual, taking the will of both, and in CSSN a child’s friendship takes the will of a parent as well.
SSB relays replicate logs over TCP connections, with highly available relays at published static IP
addresses [73]; grassroots dissemination is connectionless and geared for peers with dynamically-
changing IP addresses communicating via unreliable messages, namely smartphones.

7 Conclusion

We have carried a child-safe social network from a grassroots social contract to an app. The contract’s
clauses (Section 4.1) become speech-act schemas (Appendix B), the schemas compile into volition-
guarded multiagent atomic transactions (Sections 4.3 and 4.4), and the transactions are implemented
by vGLP’s canonical platform, compiled into a volition-guarded GLP program whose volitional
procedures determine the user interface (Section 4.6). Only the first step is left to judgement. The
platform runs as a mini-app of the grassroots app, and, simulated in sGLP from the same program
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in a village of ten families for a year, its parents befriend within a month and its children slowly, a
child friendship taking the yes of four persons and a parent’s request failing where the children do
not know each other, which the parent cannot see.

The contract gives parents in the digital realm the three capabilities they have in the physical one:
to decide whom their child meets — whom the child comes to know, and whom the child befriends —
which gatherings their child joins, and which adults they entrust their child to; and a parent may end
each friendship and membership by their own act. These are preconditions and guards of the acts
themselves, enforced by the contract rather than by an operator’s policy (Proposition 4.3), and every
child’s genuine digital identity is established by their parents, so a child is a child from their first
act. The protocol is grassroots, every child having a person on their record and two persons always
being able to come to know each other, and the contract meets the conditions that certify a contract
with wards (Proposition 4.4), and its implementation is correct by vGLP’s theorem (Theorem C.12).
The contract is written at the level on which parents and educators discuss these matters, and each
community may adopt and revise its own.

Several questions remain open. First, custodial arrangements change, and the contract provides
for a creator making and unmaking a child’s other parents and declaring the child of age, but not
for the transfer of the creator’s part to another parent. Second, a secure GLP runtime is required to
fulfil the implementation assumption that agents execute the agreed code; it is in development as a
companion effort. Third, a child come of age whose parent does not declare it can establish a second
identity on a new phone; mutual sureties among the owners of genuine personal identifiers [60]
bound such sybils, and are not part of this contract.

Al Disclosure. The authors used Anthropic’s Claude models throughout, under their direction and
review, and made all design decisions. The clauses of the contract are the authors’, drafted with
Claude. The speech-act schemas were written by Claude from the clauses and checked by the checker
of [23], itself written with Claude. The program is not written by hand: vGLP’s compiler [37], written
with Claude, compiles it from the schemas. The plays of the village and the profiles of the simulation
are written by Claude. The proofs and the prose were drafted with Claude. The authors verified the
correctness and originality of all content, including all references, and responsibility for all content
rests with them.
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A Volition-Guarded Multiagent Atomic
Transactions

This appendix recalls, in the words of [41], the mathematical foundations on which the paper is
based; the proofs of the results recalled are in that paper.

Each agent consists of a person and a machine (e.g., smartphone) operated by the person. A
machine transaction specifies what machines do; a volition guard specifies which persons must be
willing for the transaction to occur.

We assume a potentially infinite set of agents II, but consider only finite subsets of it, so we
assume any particular set of agents P C II to be nonempty and finite. We use C to denote the strict
subset relation and € when equality is also possible. As standard, we use SP to denote the set of all
total functions from P to S, and if ¢ € SP we use cp to denote the value of c at p € P.

Machine states, configurations, machine transactions, and volition-guarded transactions are as
in Definition 4.1 (Section 4.3), which also recalls the reading of guards and of the unguarded case.

Distinct machine transactions can represent “the same action” in different configurations; this is
captured with an equivalence relation on machine transactions.

Definition A.1 (Transaction Equivalence [41]). Given a set of machine transactions R, a transaction
equivalence is an equivalence relation ~ on R such that ¢ ~ ¢’ implies # and #’ have the same
participants, and R/~ is countable. We write [#] for the equivalence class of ¢ under ~.

For example, all befriend (p, q) transactions—differing only in the configurations in which they
occur—form an equivalence class. Next is the mathematical machinery allowing people to express
their volitions regarding the classes of machine transactions their machines may participate in.

Definition A.2 (Agent State and Configuration [41]). Given agents P, states S with initial state sq,
a set of machine transactions T each over its own participants Q C P and S, and equivalence ~ on
T, an agent state is a pair (V,m) € A = (ZT/~ X S) where V is its volitional stateand m € S
its machine state. The initial agent state is (0, so ). An agent configuration c over P, S, T, and ~ is a
member ¢ € AL in which cz C (T/~)p for every p € P, where (T/~)p denotes the classes in
T/~ in which p is a participant; we write C;; for the volitional state and c;;" for the machine state
of agent p in c.

Definition A.3 (Volitional Transaction [41]). Given agents P, states S, machine transactions T
over P and S, and equivalence ~ on T:

(1) A volition change of agent p € P is a pair ¢ — ¢’ of agent configurations over {p}, S, T, and
~ such that L‘;’,, c/;’, c (T/~)p and c‘g + c’;’,, and L‘;;” = c/;,".

(2) A wolitional machine transaction induced by a volition-guarded transaction (¢, Q”), for some
t=(d—d)eToverQ’ € Q C P,isapairc — ¢’ where ¢ # ¢’ are agent configurations
over P, S, T, and ~ such that [¢] € Cz for every q € Q' C;," = dp and L";," = d‘;) for every

P E€Qicy =c'P foreveryp € P\ Qiand ¢’§ =cg \ {[¢]} forevery p € P.
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(3) A volitional transaction is a volition change or a volitional machine transaction.

When a volitional machine transaction induced by (¢, Q") is taken, the class [#] is removed
from every agent’s volitional state: the will is fulfilled by any equivalent transaction. A person may
independently change their volitional state via volition changes, which may add or remove classes;
beyond these, the framework removes a class from C;; only upon fulfilment.

A person’s not willing a transaction has, so far, no consequence: no volitional transaction is
enabled by the absence of a will. An implementation of volition-guarded transactions by communi-
cating agents [37] needs one, so that a machine asked for its person’s will answers either ways; it
is the following, by which the machine answers for a person who does not will an act: in machine
state s, if p wills it s’ is taken, else s”’.

Definition A.4 (Volition-Guarded If-Then-Else Transaction, Then-Branch, Else-Branch [41]). Given
machine states S, a volition-guarded if-then-else transaction over a single participant p € I1 is a triple
s—s' ;s guarded by p, with s, s’,s" € 8,s # 5" and s # s”/; the unary machine transaction
s — s’ isits then-branch and s — s’’ its else-branch.

Definition A.5 (Else Transaction [41]). Given agents P, states S, machine transactions T over P and
S, and equivalence ~ on T, an else transaction induced by a volition-guarded if-then-else transaction
s — s’ ;s guarded by p € P, withs — s’ € T, isa pair ¢ — ¢’ of agent configurations over P,
S, T, and ~ such that [s — s"] ¢ c‘z; c‘g‘ =sand c";" =s"; g = c’fl" forevery q € P\ {p};
and c'g = c,’; for every q € P.

The then-branch, taken when p wills it, is the unary volition-guarded transaction (s — s, {p})
and induces volitional machine transactions per Definition A.3; a unary volition-guarded transaction
is thus the special case with no else-branch. The else transaction is taken when p does not will the
then-branch; it fulfils no will and removes no class. The two are placed in one class below, so that
liveness obliges the machine to answer either way; the obligation is the machine’s, and it has no
time bound. Only a unary transaction has an else-branch: a binary one would let an agent that never
wills it trigger it.

Induced transition systems. The following is a simplified variation, sufficient for the purpose of

this work, on the foundations introduced in [61].
Definition A.6 (Transition System, Computation, Run, Safe, Live, Correct [41]). A transition system

isatuple TS = (S, sg, T, ~), where:

(1) S is an arbitrary non-empty set, referred to as the set of states.

(2) Some sy € S is the designated initial state.

3B Tc S is a set of correct transitions over S, where each transition t € T is a pair (s,s”) of
non-identical states s # s” € S, also writtenas t =s — s”.

(4) ~ isa partial equivalence relation on T: a symmetric and transitive relation on T, not necessarily
reflexive. Its domain {¢# € T : t ~ t} is partitioned into countably many liveness classes T /~; a
transition outside the domain belongs to no class.

A computation of TS is a (nonempty, potentially infinite) sequence of states r = sy, s, - - - ; it is
arunof TS if s; = sg. A prefix of a computation is a finite initial segment of it. A computation
r =S1,52,...1s safe, also written r C T, if s; — s;41 € T for every two consecutive states; and

X
s — s’ C T denotes the existence of a safe computation from s to s’ (empty if s = s”). A class
[t] € T/~ is enabled in a state s if s — s’ € [t] for some s’ € S. A run r is live if no class
[¢] € T/~ is enabled in every state of some suffix of  with no member of [#] occurring in the
suffix. A run is correct if it is safe and live.

A partial equivalence, rather than a total one, is used so that some transitions may carry no
liveness requirement at all: only transitions in the domain of ~ form classes and thereby incur a
liveness obligation, while transitions outside the domain—belonging to no class—may occur in a
correct run but are never required to. A run with uncountably many classes enabled in every state of
a suffix is not live.

LEMMA A.7 (EXTENSION [41]). Every finite safe run of a transition system is a prefix of a correct
run of it.

Definition A.8 (Multiagent Transition System [41]). Given agents P C II and an arbitrary set
S of states with a designated initial state s) € S, a multiagent transition system over P and S is a
transition system TS = (C, ¢q, T, ~) with configurations C := ST initial configuration ¢y := {s}¥,
transitions T C C? a set of transactions over P and S, and ~ a partial equivalence on T.

Rather than specifying a multiagent transition system over a set of agents P directly, it is
specified via machine transactions (Definition 4.1). A machine transaction over Q C P defines a set
of multiagent transitions over P in which all members of P \ Q are stationary:

Definition A.9 (Transaction Closure [41]). Let P C II, S a set of machine states, and C := sP.
For any transition or transaction £ = ¢ — ¢’, we write tg:=cq = C'q and say p is stationary in t
ifcp = C;,. For a machine transaction ¢t = (¢ — ¢’) over S with participants Q, the P-closure of t,

t7TP, is the set of transitions over P and S defined by:
tP = {t' eC?: VqeQ.(tg = ttl]) AVYp € P\ Q.(pisstationaryint’)} ifQ C P
"o

otherwise

If R is a set of machine transactions, each ¢ € R over some Q and S, then the P-closure of R, RTP,
is the set of transitions over P and S defined by:

RIP = U NP

teR

Given a relation ~ on R, its P-closure ~TP is the relation on RTP with i (~TP) # iff { € t{P
and #’ € /TP for some ¢ ~ t’. A transition over P is unary if it lies in the P-closure of a unary
transaction.

Namely, the closure over P 2 Q of a machine transaction ¢ over Q includes all transitions ¢
over P in which members of Q do the same in ¢ and in t’, and the rest remain in their current
(arbitrary) state. The closure likewise carries any relation on transactions to one on the induced
transitions. If distinct transactions in R have disjoint P-closures—as when every participant of every
transaction in R changes state—then each transition in RTP has a unique inducing transaction,
~TP relates two transitions exactly when their inducing transactions are ~-related, and ~TP is a

partial equivalence whenever ~ is. For volition-guarded transactions disjointness is required only of
unguarded ones (Definition A.10).

A set R of volition-guarded transactions with an equivalence ~ on their underlying machine
transactions induces a volitional multiagent transition system:

Definition A.10 (Volitional Multiagent Transition System [41]). Given agents P C II, machine
states S with initial state o, a set R of volition-guarded transactions and volition-guarded if-then-else
transactions—a volition-guarded if-then-else transaction s — s’ ; s’/ guarded by p standing in R
for its then-branch (s — s’, {p}) together with its else-branch—such that every (¢, Q") € R has
the participants of ¢ contained in P, every guard p of a volition-guarded if-then-else transaction
is in P; and an equivalence ~ on the set Tg := {¢ : (£,Q’) € Rfor some Q’} of underlying
machine transactions (a total equivalence, hence in particular a partial equivalence in the sense of
Definition A.6), such that two machine transactions of different classes, each the machine transaction
of an unguarded transaction in R or an else-branch, have disjoint P-closures, no else-branch is in Tg
and volition-guarded if-then-else transactions with the same else-branch have ~-equivalent then-
branches, the volitional multiagent transition system induced by (S, R, ~) over P is the multiagent
transition system (AL, co, Ty, ~y) where:

(1) A= 2TR/~ x S is the agent state space;
(2) co € AP is the initial agent configuration, with Cop = 0 and col,n = sq for every p € P;

(3) Ty consists of all transitions e — e’ € (ﬂp)z of one of three forms: (i) a volition change
of some p € P—e‘g, e’;; C (Tr/~)p and ez # e’ju), e;," = e’;,", and e, = e}, for every
r € P\ {p}; (ii) a volitional machine transaction induced by some volition-guarded transaction
(2,Q’) € R per Definition A.3(2); or (iii) an else transaction induced by some volition-guarded
if-then-else transaction in R per Definition A.5;

(4) ~v isthe restriction of ~TP (Definition A.9) to the volitional machine transactions and else trans-
actions, relating two of them whenever their inducing machine transactions are ~-equivalent,
where the inducing machine transaction of an else transaction is the then-branch s — s of its
volition-guarded if-then-else transaction, and leaves every volition-change transition outside its
domain—so volition changes belong to no class and carry no liveness obligation.

Every transition of Ty, other than a volition change has ~-equivalent inducing machine trans-
actions, so ~y/ is a partial equivalence. A step induced by a guarded transaction (¢,Q’), Q’ # 0,
removes [ ¢] from the volitional state of each guard, which held it; a step of another class removes
another class, and an else transaction removes none, so neither is that step, and two guarded transac-
tions of different classes may share their P-closures. Two unguarded transactions of different classes
are kept apart by the condition on P-closures. The two conditions on else-branches give each else
transaction one class: an else-branch that is not a transaction of R is induced only by if-then-else
transactions, and those sharing it have ~-equivalent then-branches. The set R of volition-guarded
transactions that specifies a platform thus determines the volitional machine transitions of the
induced volitional multiagent transition system, while volition-change transitions are freely available
to every agent independent of R.

Definition A.11 (Enabled [41]). Given a set of volition-guarded transactions, each (¢, Q") with
t =d — d’ amachine transaction over some Q” C Q C Pand S, and an equivalence ~ on machine
transactions: the volition-guarded transaction (¢, Q") is machine-enabled in agent configuration ¢
over P if c},n = dp for every p € Q, and enabled if in addition [¢] € cg for every ¢ € Q’. The
else-branch of a volition-guarded if-then-else transaction s — s’ ; s’” guarded by p is enabled in ¢
if L‘Z’ =sand[s > s'] ¢ c;;. An equivalence class [¢] is enabled in c if some volition-guarded
transaction (', Q") with ¢ € [¢] is enabled in c, or the else-branch of some volition-guarded
if-then-else transaction with then-branch ¢’ € [#] is enabled in c.

A volition-guarded transaction with an empty guard (Q’ = 0) requires no volitions and is
enabled whenever its machine precondition is met. The class of the then-branch of a volition-guarded
if-then-else transaction guarded by p is thus enabled whenever p’s machine is in its source state,
whether or not p wills it. For the volitional multiagent transition system above, a class of volitional
machine transactions and else transactions is enabled at a configuration in the sense of Definition A.6
exactly when some volition-guarded transaction or else-branch inducing it is enabled in the above
sense; this determines which runs are live and correct per Definition A.6. Volition-change transitions
belong to no class and so impose no liveness obligation; personal choices remain free.

Protocols and grassroots protocols. A protocol is a family of multiagent transition systems, one for
each set of agents P C II, which share an underlying set of local machine states S with a designated
initial state sg. A local-states function maps every set of agents P C II to an arbitrary set of local
machine states S(P) C S that includes so and satisfies P ¢ P” c II = S(P) c S(P’).

Definition A.12 (Protocol [41]). A protocol F over alocal-states function S is a family of multiagent
transition systems that has exactly one transition system 7(P) = (C(P), co(P),T(P),~ (P))
for every P C II, with agent states A(P), configurations C(P) := A (P)P, initial configuration
¢o(P) € C(P), and partial equivalence ~ (P) on T (P) determined by the protocol, such that
P C P’ c Mimplies A(P) € A(P’) and ¢o (P)p = co(P’)p for every p € P.

Definition A.13 (Interleaving [41]). Let P, P’ C II be disjoint nonempty sets of agents, r =
co,¢1,...arunof F(P),and r’ = dp,dy,...arun of F(P'). An interleaving of r and r’ is a
sequence e, €1, . . . of configurations in C(P U P”) for which there exist non-decreasing sequences
of indices (ix)g>0 and (jg k>0 with ig = jo = 0 such that for every k > 0:

(1) (ex)p = (Cik )p forevery p € P,

() (ex)g = (djk )q for every g € P/,

(3) if eg4q exists, then exactly one of: (i) ig4q = ig +1and ji41 = ji (a P-step), or (ii) ig4q = ig
and jr41 = ji + 1 (a P’-step).

Moreover, if 7 is finite of length n then iz = n for some k, and if r is infinite then for every m > 0

there is a k with iz = m; likewise for r’ and (j).

Definition A.14 (Interaction, Interactive Run, First Interaction [41]). Let Q C II. For a configuration
cover Q and R C Q, write c|R for the restriction of ¢ to R. A transition e — €’ of F(Q) is an
interaction between x # y € Qif e|(} # €’|(x) and ely) # e'\{y}, and e|() — € |(x} is
not a transition of ¥ ({x}) or e|(y} — e’ |(y} is not a transition of F({y}). It is an interaction
between disjoint nonempty P, P’ C Q if it is an interaction between some x € P and some y € P’.



Arun 7 of F(Q) is interactive between P and P’ if some transition of 7 is an interaction between
them; the first interaction of P and P’ in 7 is the first such transition.

Definition A.15 (Oblivious, Interactive, Grassroots [41]). A protocol F is:

(1) oblivious if for every disjoint nonempty P, P’ C II, every interleaving of a correct run of F(P)
and a correct run of F(P”) is a correct run of F(P U P’).

(2) interactive if for every Q C II and disjoint nonempty P, P’ C Q, every prefix of a correct run
of F(Q) containing no interaction between P and P’ is a prefix of a correct run of 7(Q) that
contains one.

(3) grassroots if it is oblivious and interactive.

Being oblivious means two disjoint groups coexist without interference: any interleaving of a
correct run of one with a correct run of the other is a correct run of the combined system. Being
interactive means two groups that have not yet interacted can still do so: the combined system has a
correct continuation in which a single transaction engages agents of both groups. Agents that have
taken part in a common interaction are joined; an instance is a maximal set of agents joined directly
or indirectly, and two instances coalesce when they come to be one.

Definition A.16 (Interaction Graph, Instance, Coalescence [41]). Let ¥ be a protocol, Q C II, and r
a prefix of a run of (Q). The interaction graph of r has vertices Q and an edge betweena # b € Q
whenever some transition of r is an interaction between a and b. A nonempty P C Q is an instance
in r if it is a connected component of the interaction graph of r. Disjoint nonempty P, P’ € Q
coalesce in a run 7 of 7(Q) if they are instances in some prefix of 7 and lie in one component of the
interaction graph of a longer prefix of 7.

Definition A.17 (Transactions Over a Local-State Function [41]). Let S be a local-states func-
tion. A set of transactions R is over S if every transaction ¢t € R is a multiagent transition over
Q and S(P’) for some Q C P’ C I Given such aset Rand P C II, R(P) := {t € R :
tisover Qand S(P’),Q € P’ C P}.

Definition A.18 (Volitional Transactions-Based Protocol [41]). Let S be a local-states function and
R a set of volition-guarded transactions over S with equivalence ~. The protocol ¥ over R, S, and
~ assigns to each set of agents P C II the volitional multiagent transition system #(P) induced
by (S(P),R(P),~) over P (Definition A.10). In particular, C(P) = A(P)P with agent state

T ~
space A(P) :=2 R/ X S(P)—monotone in P, as Definition A.12 requires—and ¢q (P) has
p-component (0, so) for every p € P.

The obliviousness results rest on the following invariant: in a group’s own system an agent wills
only transactions internal to the group, so the guard of a transaction that reaches another group
cannot will it while the group runs alone, and the transaction is never enabled in an interleaving.

LEMMA A.19 (VOLITIONAL CONTAINMENT [41]). Let F be a volitional transactions-based protocol
over a set of volition-guarded transactions R with equivalence ~. For every P C I, every configuration
c of F(P), and every p € P: c;’, C Tr(p) |~ where Tp(py = {t : (¢, Q’) € R(P) forsome Q’}.

LEMMA A.20 (INTERLEAVING SAFETY [41]). Let F be a volitional transactions-based protocol and
P, P’ C 11 disjoint and nonempty. Every finite prefix of an interleaving of a correct run of ¥(P) and a
correct run of F(P") is a finite safe run of ¥(P U P’).

ProprosITION A.21 ([41]). A volitional transactions-based protocol is oblivious provided that for
every disjoint nonempty P, P’ C I1, no equivalence class whose transactions have participants spanning
both P and P’ is ever enabled in any interleaving of correct runs of ¥(P) and F(P’).

COROLLARY A.22 (GUARDED OBLIVIOUSNESS [41]). A volitional transactions-based protocol over a
set of volition-guarded transactions R is oblivious if every volition-guarded transaction (t,Q’) € R
whose machine transaction t has two or more participants has a nonempty guard, Q" # 0.

A person may die or become incapacitated, and an Al agent operating a machine may be retired;
the agent has then left, and its will never again has effect. Leaving is made explicit, and interactivity
is required only of groups each holding an agent that has not left.

Definition A.23 (Left [41]). Let F be a volitional transactions-based protocol over R, Q C I, ¢
a configuration of F(Q), and x € Q. Then x has left in ¢ if no (¢,Q’) € R(Q) withx € Q' is

machine-enabled in any configuration ¢’ of F(Q) with ¢ 5¢¢ T(Q).

Definition A.24 (Interactive Among the Agents That Have Not Left [41]). A volitional transactions-
based protocol F is interactive among the agents that have not left if for every Q C II and disjoint
nonempty P, P’ C Q, every prefix of a correct run of F(Q) containing no interaction between P
and P’, in whose last configuration some agent of P and some agent of P’ have not left, is a prefix
of a correct run of F(Q) that contains one.

An interactive protocol is interactive among the agents that have not left, the latter requiring a
continuation of fewer prefixes. In a run of (P U P”) a member may will a transaction reaching
the other group, which a group’s own run forbids; the volitional notion constrains the resulting
coupling:

Definition A.25 (Volitionally Grassroots [41]). A volitional transactions-based protocol F is voli-
tionally grassroots if it is oblivious, interactive among the agents that have not left, and, for every
disjoint nonempty P, P’ C II and every safe run of (P U P”) interactive between P and P’, the
first interaction of P and P is induced by a volition-guarded transaction (¢, Q’) with Q' N P # 0
and Q' NP # 0.

Two groups thus become connected only by an act a person of each wills. An else transaction
(Definition A.5) is over a single participant and so is never an interaction; a binary transaction with
an else-branch would let an agent of another group, who never wills it, trigger it, and could be a first
interaction willed by neither, which is why Definition A.4 admits only unary ones.

B Speech-Act Schemas

A clause of a contract describes an act, in the sense of a juridical act: a declaration by one or more
agents intended to create a legal effect. Each act an agent takes is a digital speech act [24], a speech
act performed digitally by signing a text with their private key, and speech-act schemas [23] are a
formal syntax for those acts. We recall the language, write the contract of Section 4.1 in it, compile it
into transactions, and check it against the conditions on which a checker certifies a contract with
wards grassroots.

Ehud Shapiro

B.1 The Language

Write I for a potentially infinite set of at least two agents, of which every contract and every run
concerns a finite subset, and A for a countable set of utterances disjoint from it: a message, a post
or an item, taken as an identity and carrying no signature. A speech act is an utterance or a speech
act, signed by an agent: D is the least set with A X IT € D and D X IT C D, and the signer of
(x,p) € Dissigner(x,p) := p [8, 24]; a speech act signed again carries its earlier signers inside it,
and Dp := {d € D : signer(d) € P} for P C II. Write 3 for a set of predicate symbols, predicates
for short, and @ : ¥ — N for their arities; a predicate of arity n applied to n arguments is an atom,
a syntactic object with no truth value.

‘We recall the language of [23, Section 3 and Appendix D], specialised to the roles and the names
the contract uses.

Definition B.1 (Community name [23]). The set N of community names is disjoint from I U D
and is generated freely by an injection p > (p) of Il into it and an injection (v, y) — v - y of
N % D into it with disjoint images. The people of a name are ppl({p)) := {p} and ppl(v - y) :=
ppl(v) U {signer(y)}.

A group is named by the community name (a) - n of its leader a and a speech act n that a
signs [23], and Np := {v € N : ppl(v) C P} for P C II. For a set W, the atoms over W are the
e(uy,..., Ug(e) ) with e € ¥ and u; € W. The arguments of an atom of a state are agents, speech
acts and community names; those of an atom of a schema are agent roles, variables, name terms and
signed terms. An atom of a state names q € II if g is an argument of it, or the signer of an argument
of it, or a member of ppl(v) for a name v among its arguments [23]; an atom of a schema names the
agent roles and variables among its arguments, the role of a signed term among them, and the base
of a name term among them. An atom over ITU D U N is ground; a local state is a finite multiset
of ground atoms, the initial state is o = 0, and Sc (P) is the set of finite multisets over the atoms
over PU Dp U Np. Fix disjoint sets R of agent roles and X of agent variables, both disjoint from II,
and a set Y of speech-act variables disjoint from D.

Definition B.2 (Name term [23]). A name termis (u) foru € RUX, or o - y for a name term o
and y € Y. Its base is u, and the base of o, respectively.

Definition B.3 (Role [23]). A role is an agent role 7t € R, or a listed role w[p(,uz, ..., ur)] of
an agent role s, a predicate p of arity » > 1 and arguments uy, . . ., u; of the schema. The base of
an agent role is itself, and of a listed role [ p(*, ug, . . ., u, ) ] the agent role 7.

Definition B.4 (Speech-act schema [23]). An speech-act schema is written
T(7yy oo s X1y o s Xm) s Ey -+ Ep

with 7 its name, 771, . . ., 7 distinct roles, k > 1its arity, X1, ..., Xm € X UY distinct, its variables,
and each E; a finite multiset of marked atoms, an atom over the agent roles, the agent variables, the
speech-act variables, the name terms and the signed terms of 7, the signed terms being sgn(y, )
for y € Y and 7 an agent role of 7, the speech act y signed by the agent in s, carrying at most one
of the marks —, +, —. For each role the marks divide E; into the finite multisets + (i), — (i), = (i)
and =(i) of its atoms marked +, marked —, marked — and unmarked; the atoms ; requires are
=(i) W —(i); +(i) N —(i) = 0, a signed term occurs only in an atom marked +, and its speech-act
variable occurs in an atom its role requires. An agent role may carry the mark ?, and the guarding
roles of T are those carrying it.

Definition B.5 (Binding [23]). A binding f for a schema 7 maps the agent roles and agent
variables of 7 to II, sending distinct agent roles to distinct agents, except two that the schema
declares possibly one person, which it sends to one agent only if neither of them adds or deletes
an atom naming the other, and Y to D; it is extended to name terms by f({u)) := (f(u)) and
P(o-y) = p(0) - B(y), to signed terms by B(sgn(y, 7)) := (f(y), (7)), and to atoms and
to multisets of them componentwise.

Definition B.6 (Extent [23]). Let f3 be a binding for a schema 7 and d a machine configuration
over Q C II. The extent exty () ind of arole 7 of 7 is exty (;) := {f(7;)} for an agent role
i, and

extg(m[p(ruz,....ur)]) = {q € IL: p(q, f(uz), ..., B(ur)) € dg(r)}

for alisted role 7r[p (%, u2, ..., ur)].

Two agent roles sent to one agent are carried out by that agent together, as Definition B.7 states;
a schema declares the two it allows this of, as the clause does, “Alice and Bob, possibly one person”,
and here the two parent roles of a child acquaint with two children, a child befriending and a child
join with a child leader are so declared, by GnW:2. A role that adds or deletes an atom naming
another cannot share its agent, so no relation the contract records is reflexive. A contract may declare
a predicate of arity one reflexive: every state is then taken to hold the atom of that predicate naming
its holder, and no schema adds or deletes, at a role, the atom of it naming that role.

A schema is a contract template: the role names are its parameters, and the identities of the
agents assuming them are filled in on signature [23]. Three consequences of the definitions are
used throughout. An act changes the state of each of its participants but a guard whose role adds
and deletes nothing, who takes part by their will, as a parent does in their child’s befriending
(Definition B.7). A listed role takes every agent its base lists, so an act may have every member of a
group as its participants, as closing a group does. A guard is a role, so an agent whose will an act
requires is a participant of the act.

A local state is a multiset, so a predicate of arity zero carries a count: an agent holds as many
copies of it as acts have added and not deleted. A state holding a speech act records its signer; an
agent named inside the utterance is not an argument of the atom carrying it and is not recorded.

B.2 The Schemas of the Contract

Sixteen predicates. identity, of arity zero: in the state of an agent who has established an identity.
knows, of arity one and reflexive: knows(q) in the state of p says that p holds g’s public key, once
for each act by which p came to know g; it is never deleted. child, of arity zero: in the state of a child,
so an agent who holds none is a person. retired, of arity zero: in the state of a child their creator
retired. creator and created, of arity one: creator(p) in the state of r is p’s declaration, held by r,
that p created r, and created(r) in the state of p is p’s own record of it. parenting, of arity one:
parenting(r) in the state of p says that p is a parent of r, so a person is a parent exactly when
they hold one; and made, of arity two: made(q, r) in the state of the creator of r says that they
made g a parent of r. friend, of arity one and reflexive: friend(q) in the state of p says that q is
a friend of p, and every agent counts as their own friend. member, of arity one, its argument a
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group’s community name: member({a) - n) in the state of p says that p is a member of the group
(a) - n, led by a; and listed, of arity two, the second argument the speech act n that names the
group: listed(q, n) in the state of that leader says that g is on their member list for n. closed, of arity
one, its argument the speech act that names a group: closed(n) in the state of a leader a says that
their group (a) - n has ended. And for messages, received and posted of arity two and delivered
and received_in of arity three: received(x, p) in the state of g is a content x, a speech act, that g
received from their friend p; posted(x, n) in the state of a leader says that x was posted to their
group named n; delivered(x, g, n) says that the leader has delivered x to the member q in that
group; and received_in(x, a, n) in the state of g says that g received x in the group named n that
a leads.

The contract is twenty-eight schemas over these predicates: the fourteen schemas of GSN [23] —
GKK’s three, GSG’s two, and the nine of messages and groups — with child forbidden at both roles of
acquaint, of befriend and of join, and at the role of the agent who comes to know in introduce, and
creator and parenting of the other at the first role of unfriend, and fourteen schemas for children,
which realise GnW and CSSN:2. They are set out in Appendix C.1, which explains clause by clause
how they render the text and reads the two this paper follows, GnW:2 with CSSN:3, and GnW:3, role
by role. Every role of every schema requires identity, except the role of establish and the child’s role
of enter, which forbid it and add it; and every guarding role, establish’s included, forbids retired.
The tables leave these out.

The records. acquaint, introduce, enter, make_parent, child_acquaint and child_acquaint, are
the only schemas adding knows, and no schema deletes it; acquaint forbids child at both roles and
introduce at the role of the agent who comes to know, so a child comes to know an agent only by
their entering, which adds their creator, by makeﬁparent, which adds the parent made and which
the creator guards, or by child_acquaint or child_acquaint,, which a parent guards; and befriend,
child_befriend and child_adult_befriend require knows of the other at both roles, as the entering
adds it, so friends know each other. establish and enter are the only schemas adding identity, and
each forbids it where it adds it, so an agent establishes an identity once, a child’s identity is established
by their entering, and an agent who has established an identity is never entered as a child. Every
other role of every schema requires identity, so an agent who has none takes part in no act but these
two, and holds no atom; and since every atom a schema adds names its roles, or a speech act that
an atom it requires names, no state records an agent before their identity is established. So a child
is a child from their first act, and a child is never a parent: enter is the only schema adding child,
creator and created, and with make_parent the only ones adding parenting, each forbidding child
at the parent’s role; of _age and retire, guarded by the creator, are the only schemas deleting child,
and with them every parenting of the child, at the creator and at every parent the creator made,
and end_parent, guarded by the creator, deletes the parenting of a parent they made; an agent so
made a person can never be entered as a child again. unfriend forbids at its first role creator and
parenting of the other, and child_unfriend forbids parenting of the child at the friend’s role, so
no act ends the friendship of a child and a parent while the parent is the child’s parent. retire, the
only schema adding retired, and every guarding role forbids retired, so a retired child takes no act.
enter, befriend, child_befriend and child_adult_befriend are the only schemas adding a friend
atom, the arguments of those atoms are roles, and each is guarded by the roles that gain them, so
an agent’s friends are only agents who willed the friendship; no schema of a guardianship deletes
one, so a child’s friendships outlast its guardianship. A parent’s state carries nothing of their child’s
friendships and groups: the child’s schemas read parenting at the parent and add and delete nothing
there, so any parent of a child may end any membership of that child, and any friendship of that child
other than one with a parent, whether or not they took part in its making. message and deliver are
the only schemas adding received and received_in, at the recipient, naming the friend the content
came from or the group it was delivered in, so an agent holds a content only from a friend or from a
group they are a member of.

B.3 From Schemas to Transactions

Speech-act schemas have no operational semantics of their own: a schema of a certified contract
means the volition-guarded transactions it compiles to, and those have the semantics of [41]. For
multisets s1, ..., Sy write \_[j sj for their join, in which the multiplicity of each member is the

greatest of its multiplicities in the s ;; for a configuration d and an agent p, JP is dp together with
the atom naming p of every reflexive predicate.

Definition B.7 (Compilation [23]). Let T be a schema with roles 71, . . ., g and § a binding for
it, and let Q; := exty (7;) for a machine configuration d. A machine transaction d — d’ over
Q :=UJ; Qi is determined by T at f§ if f(o - y) is an argument of no atom of d for every name term
o - y of 7 that occurs in no atom required at a role, and if for every i and every p € Q;

B(=()w=(i)) Cdp,  B(=(i))Ndp =0,
and for every p € Q

L] sean || B0 =0,
i:peQ; i:peQ;

dy=(dp\ || p=an)w [ ] A+,
EpeQ; LpeQ;
with d;, # dp unless every role whose extent holds p is a guarding agent role. The volition-guarded
transaction it determines is the pair of it with {f(7) : 7 a guarding role of 7}, where every

speech-act variable y of 7 occurring in an atom or name term added at a role and in none required
at a role has (y) signed by a member of that set.

Definition B.8 (Realisation of a contract [23]). A contract C is a finite set of speech-act schemas
over . Its realisation R is the set of volition-guarded transactions determined by the schemas
of C at all bindings for them, and ~ is the equivalence on their underlying machine transactions
generated by relating two of the same participants that one schema at one binding determines. The
protocol realising C is the volitional transactions-based protocol over Rc, Sc and ~.

R with ~ is well formed, by the lemma of [23] that the compilation is well defined.

A schema at a binding determines a machine transaction for every configuration its precondition
admits, and those of one set of participants are a part of one class of ~, one act available at different
points of a run; a binding of close or of child_close determines a part for each list of members, and
bindings that determine a common machine transaction put their parts in one class [37]. A schema
with one guarding role determines, at the binding that swaps two roles, the same machine transaction

under the other guard, which is how “either of them may end it” comes out of a schema guarded in
one role. A guard whose role adds and deletes nothing is a participant whose state the transaction
leaves as it is; two such transactions of different classes may have a transition in common, and a step
of each removes its own class from the will of its guards (Definition A.10).

B.4 Certification

Three conditions on the schemas of a contract are sufficient for the protocol realising it to be
volitionally grassroots [23]: an unobstructed introductory act, traceable provenance and volition. A
contract with wards has no unobstructed introductory act, since its acquaintance forbids the ward’s
mark. For such a contract a condition in place of the first, an introduction with wards, with the other
two is sufficient (Theorem B.23); and for one whose roles are agent roles and listed roles based on
them, as this contract’s closing of a group is, the three together with conditions on its listed roles
are (Theorem B.26). The conditions for wards, with the definitions that state them, are those of a
paper in preparation on a contract whose wards are Al agents, which shares GnW with this one; this
paper rests on them, so they are stated and proved here, and composed with the conditions of [23]
for contracts with listed roles. All are properties of the text and are decidable, so whether a contract
meets them is decided by a checker rather than left to its drafter.

Definition B.9 (Records [23]). A machine state s records an agent q € ITif s ¢ Sc(P) for every
P c Il withq ¢ P.

Alocal state records q exactly when one of its atoms names g (Lemma Records of [23]).

Definition B.10 (Introductory act [23]). A schema 7 of C of arity two, guarded in both roles, is
an introductory act if any two agents p # q have an introduction: a binding f§ of 7 into {p, q} that
sends 771 to p and 73 to g, under which some atom added at 711 names q and some atom added at
T2 names p.

Definition B.11 (Traceable provenance [23]). The base of an argument is the argument itself
where it is an agent role, an agent variable or a speech-act variable, and its base as a name term
otherwise. Write @ for the atoms of a schema whose predicate is in E; a signed term sgn(y, )
among the arguments of an atom counts here as the two arguments y and 7. A set E C ¥ has
traceable provenance in a contract C if for every schema 7 of C with roles 71, . . ., 7, every i, every
@ € +(i) N ®f and every argument u of ¢ outside Y whose base is not that of 7;, the base of u is
the base of some 7j, oris the base of some argument of some

Y e (=()¥-(j))NPE, some ),
and every speech-act variable that is an argument of ¢ or occurs in a name term among its arguments
is an argument of such a 1, occurs in a name term among the arguments of such a 1/, or occurs in
no atom required at a role of 7. A predicate has traceable provenance in C if it belongs to such a set,
and an atom is said to have it when its predicate does.

Definition B.12 (Volition [23]). The role graph of a schema is the undirected graph on its roles
with an edge between 77; and 77 when they have the same base or when one of the two requires an
atom of traceable provenance an argument of which has the base of the other. A contract C satisfies
volition if every schema of it has a connected role graph or has a guarding role in every connected
component of its role graph.

For a schema whose roles are agent roles, two roles have the same base only when they are one
role, and for one of arity two the role graph is connected exactly when one of its two roles requires
such an atom naming the other. Above that arity connectedness is weaker than asking it of every
pair. A listed role and its base are joined by an edge.

A mark is a predicate of arity zero, and its atom is written as the mark. Below, M is a set of
marks of C, and dp is as in Appendix B.3.

Definition B.13 (Guardianship). A guardianship for M in Cis (m, 1, g, w,v), with m € M and
marks and g, w and v predicates of arity one, v possibly w, such that:

(1) no schema of C deletes 1, and no schema adds two different marks in M at one role;

(2) aschema that adds m at a role adds ¢ there and forbids ¢ there;

(3) aschema adds, and deletes, m at a role as many times as it adds, and deletes, atoms of g there;

(4) anatom g(u) a schema adds at a role p has u a role o # p of the schema at which the schema
requires ¢, forbids every mark in M and adds w(p); and a schema deletes g(u) at p if and only
if it deletes w(p) at the role u;

(5) aschema that adds w(p) at a role adds v(p) there; a schema that adds 0(p) at a role requires
1 there and forbids every mark in M there; and a schema that deletes v(p) at a role deletes or
forbids w(p) there.

Definition B.14 (Leaving mark). Let C have a guardianship for every mark in M. A mark £ ¢ M
is a leaving mark of C if:

(1) every guarding role of every schema of C forbids ¢, and no schema of C deletes ¢;

(2) aschema that adds ¢ at a role requires a mark in M there;

(3) aschema that adds, at a role, an atom g (o) of the guardianship of a mark in M forbids ¢ at .
Retirement under GnW:4 is written with a leaving mark: the act that ends a ward’s last guardian-

ship adds it at the ward.

Definition B.15 (Unobstructed but for marks). An introductory act 7 of C that adds one atom at
each role, of a predicate e of arity one, is unobstructed but for M if at each role 7; of 7:

(1) every atom 7 requires at s;, other than an atom of a reflexive predicate naming 7;, is, up to
renaming the role, the one atom added by some schema of C of arity one that is guarded in its
role, requires nothing and forbids nothing but that atom and the leaving marks of C;

(2) every atom 7 forbids at 77; is a mark in M or a leaving mark of C.

Definition B.16 (Relay act). Let C have a guardianship for every mark in M and 7 be an introduc-
tory act of C unobstructed but for M, adding atoms of e. A schema y of C is a relay act with related
roles p1 # pa, roles of it guarded in y at each of which y adds an atom of e naming the other, if:
(1) each related role p is a ward role of some m € M, requiring m, with exactly one other role

o of y, its guardian role, requiring v(p), the v of the guardianship of m, a guardian of the

ward (GnW:2), or a free role, forbidding every mark in M; every role of y is a related role or a

guardian role; and y adds and deletes at a guardian role no atom naming another guardian role;

(2) every atom y requires at a role is an atom of a reflexive predicate naming the role; or, up to
renaming the role, the one atom of a schema of arity one as in clause 1 of Definition B.15; or, at



a ward role, its m or g(o); or, at a ward role of m, an atom of a predicate h whose arguments
are distinct speech-act variables of y occurring in no other atom y requires but its record below,
where every schema of C that adds m at a role adds there an atom of & whose arguments are
speech-act variables or signed terms and adds, at the role its g-atom names, its record, an atom
of a predicate b’ whose arguments are the two roles and the arguments of the h-atom, and
no schema of C deletes an atom of h or of h’; or, at the guardian role o of a ward role p, the
atom v(p) or w(p) of that guardianship, or the record, the atom of h” whose arguments are
p. o and the arguments of the h-atom p requires; or, at a guardian role or a free role, e(x) for
another guardian role or free role k, with e reflexive where both are guardian roles;
(3) every atom y forbids at a role is a mark in M or a leaving mark of C.

Definition B.17 (Introduction with wards). C has an introduction with wards if it has a nonempty
set M of marks, a guardianship for each mark in M, an introductory act unobstructed but for M,
and, for every m, m' €M, a relay act with a ward role of m and a free role and a relay act with a
ward role of m and a ward role of m’.

The compilation of Appendix B.3 uses nothing of the introductory act, and the realisation R
of a contract C with an introduction with wards, traceable provenance and volition is taken by
Definition B.8. In the lemmas, the proposition and the theorems that follow, C is such a contract and
¥ the protocol realising it.

LEMMA B.18 (WARDS AND GUARDIANS). Let C have a guardianship for every mark in M and
(m, 1,9, w, v) be one of them. In every configuration of a run of the protocol realising C, an agent holds
m as many times as they hold atoms of g; an agent holding g(a) holds 1, while a holds w of them and
1 and no mark in M; an agent holding w(x) holds v(x); and an agent holding v(x) holds 1 and no
mark in M.

Proor. By induction on the run. The initial state is empty. A transition is induced by a transac-
tion determined by a schema at a binding, and changes a state only by the atoms the schema adds
and deletes there. Clause 3 keeps the counts of m and of g-atoms equal at every role. If the transition
adds g(a) at p then by clause 3 it adds m at p, by clause 2 it adds ¢ at p, and by clause 4 its schema
has a at a role requiring ¢ and forbidding every mark in M and adds w(p) at a: so after it p holds
1, and a holds w(p), 1 and no mark in M. These persist: ¢ is never deleted (clause 1); a mark in
M is added at a role only where 1 is forbidden (clause 2 of its guardianship), so an agent holding ¢
never gains one; and w(p) is deleted at a only when g(a) is deleted at p (clause 4). By clause 5,
a transition adding w(x) at an agent adds v(x) there, and one deleting v(x) there deletes w(x)
or finds it absent, so an agent holding w(x) holds v(x); and a transition adding v(x) at an agent
finds 1 there and no mark in M, which persist as above. u]

LeEMMA B.19 (LEAVING). Let C have a guardianship for every mark in M and € be a leaving mark
of C. In every configuration of a run of the protocol realising C, an agent holding € has left; and if an
agent holds g(a) for the guardianship (m, 1, g, w, v) of a mark in M, then a does not hold ¢.

Proor. No schema deletes ¢ (clause 1), so an agent holding ¢ holds it in every later configu-
ration. A transaction (#, Q") with that agent in Q” sends them a guarding role, which forbids ¢
(clause 1), so no such transaction is machine-enabled in a later configuration, and the agent has left
(Definition A.23). When an atom g(a) is added at an agent, a does not hold ¢ (clause 3), and the act
adds none at a, whose role forbids every mark in M (Definition B.13, clause 4; clause 2); and while
an agent holds g(a), a holds no mark in M (Lemma B.18), so no transition adds £ at a (clause 2). O

Definition B.20 (Open among the agents that have not left). A set R of volition-guarded transactions
is open among the agents that have not left if for any two agents p # g in any Q C II, every finite
safe run of F(Q) with no interaction between p and g, in whose last configuration neither p nor
q has left, has a finite safe extension, by volition changes and transitions that are not interactions
between p and g, at whose end some transaction of R(Q) whose induced transitions are interactions
between p and q is machine-enabled.

ProPOSITION B.21 (OPENNESS WITH WARDS). R is open among the agents that have not left, and
open if C has no leaving mark.

PrOOF. Let p # qin Q, let r be a finite safe run of #(Q) with no interaction between p and
g, and let c be its last configuration, at which, if C has a leaving mark, neither p nor q has left; by
Lemma B.19, neither holds a leaving mark at c. Call x € Q a ward at c if its state holds a mark in
M, which by Lemma B.18 is one mark m and comes with g(a) for some a, its guardian, who holds
w(x) and 1 and no mark; otherwise x is free. Two facts. First, the transition that added g(a) ata
ward x is determined by a schema with x and a in roles, changes both states and leaves x recording
a (Definition B.13, clause 4), so it was an interaction between x and a by Lemma Records of [23]
and Definition A.14; hence the guardian of p, if p is a ward, is not g, and that of q is not p. Second,
for free x # y in Q holding no leaving mark, the introductory act 7 at the introduction of x and y
can be made machine-enabled by unary transitions at x and at y: an atom 7 requires that is absent
is the one atom of a schema of arity one requiring nothing and forbidding nothing but that atom,
which is machine-enabled, and adding it adds nothing 7 forbids, as a schema of arity one requiring
nothing adds no mark in M, such a mark being added only together with a g-atom naming another
role (Definition B.13, clauses 3 and 4), and no leaving mark, which is added only where a mark in M
is required (Definition B.14, clause 2); and what 7 forbids is a mark in M, absent at the free x and
y, or a leaving mark, absent at x and y. Taking 7 there, after volition changes of x and y, leaves x
holding e(y) and y holding e(x), and is an interaction between x and y and no others.

If p and q are free, the second fact at x := p and y := q gives an extension by unary transitions
after which 7 at their introduction is machine-enabled, and every transaction it determines is a
mutual recording of p and g, as in the proof of Proposition Openness of [23], so its transitions are
interactions between p and g by Lemma A Mutual Recording is an Interaction of [23].

Otherwise let y be the relay act for the statuses of p and g, bound with its ward roles to those
of p and q that are wards, its free role to the free one, and the guardian role of each ward role to that
ward’s guardian. The related roles are bound to distinct agents, and two guardian roles are bound to
one person only where p and g share a guardian, which Definition B.5 permits as the guardian roles
add and delete nothing naming each other. Extend r as follows, by transitions none of which is an
interaction between p and g: for every atom y requires at a role that is the one atom of a schema of
arity one and is absent at the agent bound there, the unary transition adding it, machine-enabled as
above; and for every e (k) required at a guardian role or free role bound to x, with x bound to y # x,
where x does not hold e(y), the unary transitions and the transaction of 7 at the introduction of x
and y by the second fact, x and y being free by Lemma B.18, holding no leaving mark, as p and
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q hold none and a guardian holds none by Lemma B.19, and {x, y} # {p, g}, since a guardian is
bound only where its ward is one of p and g, and is not the other by the first fact. At the end y is
machine-enabled: a reflexive atom naming its holder is in d; the unary atoms are present; a ward
role bound to p has m and g(a) at p; a guardian role bound to a has o of its ward at a, which holds
w of it, by Lemma B.18; e(x) at a role bound to x with k bound to y holds by the extension where
y # x and by reflexivity where y = x; and a mark in M that y forbids is absent at the free agents
and at the guardians, by Lemma B.18, and a leaving mark is absent at p, at g and at the guardians,
by Lemma B.19. Every transaction y determines there leaves p holding an atom naming q and q
one naming p, changing both states, so by Lemma Records of [23] each records the other after it, the
transition restricted to p is no transition of #({p}), and it is an interaction between p and g by
Definition A.14. o

THEOREM B.22 (POLITE AMONG THE AGENTS THAT HAVE NOT LEFT). The protocol over a contained
set of volition-guarded transactions that is closed and open among the agents that have not left is
volitionally grassroots.

ProOF. Let R be such a set and ¥ the protocol over it. The parts of the proof of Theorem Polite
of [23] headed Oblivious and Volitionally grassroots use containment and closure and not openness,
so ¥ is oblivious, and the first interaction of two disjoint sets of agents in a safe run is induced by a
transaction guarded by a member of each. Let Q C II, let P, P’ C Q be disjoint and nonempty, and
let 7 be a prefix of a correct run of ¥(Q) containing no interaction between P and P’, in whose
last configuration p € P and g € P’ have not left. By Definition B.20 some finite safe extension of
7, by volition changes and transitions that are not interactions between p and g, ends where some
(¢,Q’) € R(Q) whose induced transitions are interactions between p and q is machine-enabled.
If a transition of the extension is an interaction between P and P’, the extension contains one.
Otherwise extend it by a volition change of each agent of Q’, where needed, so that [#] lies in the
volitional state of each, and by the volitional machine transaction that (¢, Q”) then induces, an
interaction between p and g and hence between P and P’. Either way the result is a finite safe run
of #(Q) having  as a prefix and containing an interaction between P and P, and by Lemma A.7 it
is a prefix of a correct run of #(Q). So F is interactive among the agents that have not left, and
volitionally grassroots by Definition A.25. o

THEOREM B.23 (GRASSROOTS REALISATION WITH WARDS). The protocol realising a contract with
an introduction with wards, traceable provenance and volition is volitionally grassroots.

Proor. By Proposition B.21 R¢ is open among the agents that have not left. The proof of
Proposition Closure of [23] uses traceable provenance and volition and nothing of the introductory
act, so R is closed, and by Lemma Containment of [23], whose proof uses traceable provenance
only, it is contained. By Theorem B.22 the protocol over it is volitionally grassroots. o

A contract with wards may also be agent-named [23], as this one is, whose groups are closed by
the listed role of their members; its certification composes the two.

Definition B.24 (Agent-named [23]). A contract is agent-named if every role of each of its schemas
is an agent role or a listed role, and every name term of each of its schemas has an agent role of that
schema as its base.

Definition B.25 (Syntactically grassroots with wards). An agent-named contract C with an intro-
duction with wards is syntactically grassroots with wards if:

a

its introductory act, its relay acts and the schemas of arity one of clause 1 of Definition B.15
have agent roles and no name term;

(2) no listed role of a schema of C adds or deletes a mark in M, a leaving mark of C, an atom of the
predicate the introductory act adds, or an atom of g or of w for the guardianship (m, 1, g, w, v)
of a mark in M;

the set of predicates occurring in C has traceable provenance, each atom 1 there required at an
agent role;

every schema of C has a connected role graph or has a guarding agent role in every connected
component of its role graph.
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THEOREM B.26 (GRASSROOTS REALISATION WITH WARDS AND LISTED ROLES). The protocol realising
an agent-named contract syntactically grassroots with wards is volitionally grassroots.

Proor. Rc with ~ is well formed, by the lemma of [23] that the compilation of an agent-
named contract is well defined. The proofs of Lemma No edge crosses instances and Proposition
Closure for agent-named contracts of [23] use traceable provenance and volition, clauses 3 and 4 of
Definition B.25, and nothing else of it, so R¢ is closed, and by Lemma Containment for agent-named
contracts of [23], whose proof uses clause 3 only, it is contained. The proofs of Lemmas B.18 and B.19
hold for C: by clause 2 a transition adds and deletes marks in M, leaving marks and atoms of g
and of w only at the agents in agent roles, no schema deletes , and every guarding role forbids a
leaving mark. The proof of Proposition B.21 holds for C: the schemas it uses have agent roles and
no name term, by clause 1, so the transactions they determine have the participants their bindings
name and are determined at every configuration that meets their requirements; and a transition that
adds an atom of g is determined by a schema with the agents that atom concerns in agent roles, by
clause 2, and changes the state of every participant, as in the proof of Lemma A transaction joins its
participants of [23]. So R¢ is open among the agents that have not left, and by Theorem B.22 the
protocol over it is volitionally grassroots. o

PROPOSITION B.27 (CERTIFICATION). The contract of Section 4.1 is agent-named and syntactically
grassroots with wards.

The proof walks all twenty-eight schemas and is given in Appendix C.1, beside them. The one
mark is child, its guardianship (child, identity, creator, created, parenting), the introductory act
acquaint, which adds knows, and the relay acts child_acquaint and child_acquaint,: a child comes
to know an agent through a parent, by acts the parent guards. The one leaving mark is retired, and a
retired child has left (Lemma B.19). The listed roles are those of close and child_close, every member
the leader lists, each deleting the membership of its members and nothing else, and those of of _age
and retire, every parent the creator made, each deleting their parenting of the child and nothing
else.
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C The Abstraction Cascade, Artefact by Artefact

Figure 1 names six layers. This appendix has one subsection per layer. Each shows the artefact this
paper produces there, says which artefact it was derived from and by what, and where the artefact is
code points into the repository instead. We write A1 to A6 for the artefacts, the numbering being the
figure’s; the first layer has two parts, the clauses and their speech-act schemas, and the third two,
the communicating volitional agents and the vGLP program.

The text shown here and the text in the body are the same: each artefact is a file that both places
input, so the two cannot disagree.

C.1 A1: The Social Contract and Its Speech-Act

Schemas

Five contracts, set out in full in Sections 2 to 4.1: GKK, GSG and GSN, of [23], GnW, of the Al-agents
contract in preparation, and CSSN, which extends GSN and GnW. The clauses are not derived:
they are drafted, and the rest of the abstraction cascade is derived from them. GKK is the base
contract, identity, acquaintance and introduction; GSG adds friendship, and GSN messages and
groups. GnW is shared with the Al-agents contract and is realised by CSSN’s schemas for children,
whose child_unfriend, child_leave and child_close render GnW:3 directly. CSSN:1 to CSSN:6 are
new here.

The speech-act schemas. Twenty-eight schemas over sixteen predicates, Appendix B.2: the fourteen
schemas of GSN [23], with child forbidden at both roles of acquaint, of befriend and of join, and at
the role of the agent who comes to know in introduce, and creator and parenting of the other at
the first role of unfriend, and fourteen for children. Converted from the clauses by judgement: this
is the one step of the abstraction cascade that is not mechanical.

The checker of [23] decides the conditions of Appendix B.4; this contract meets those for a
contract with wards (Proposition B.27).

The schemas are in the two tables at the top of the pages that follow, of the persons and of the
groups and the messages, the first column of each naming the clause the schema renders.
Nothing else is required, forbidden, added or deleted, but identity, which every role requires except
the role of establish and the child’s role of enter, which forbid it and add it; and retired, which
every guarding role forbids. Roles are listed in the order of the schema’s parameters, one line each;
after the semicolon come the variables, ¢ an agent variable, the agent introduced, and x and n
speech-act variables, a content and a group’s name. unfriend is guarded at one role, and at the
binding that swaps its roles is the other’s: that is how either friend may end a friendship (GSG:2 and
GnW:3). child_unfriend, child_leave and child_close are guarded by the parent, and end_parent,
of _age and retire by the creator. The parent’s role adds and deletes nothing in child_acquaint,
child_acquaint,, child_befriend, child_adult_befriend, child_unfriend, child_join, child_join,,
child_leave and child_close: the parent takes part by their will and their record, and gains no record
of the acquaintance, the friendship or the membership. acquaint and introduce are GKK’s, with
child forbidden at both roles of the first and at the role the second introduces, so a child comes to
know an agent only by child_acquaint or child_acquaint, (GnW:2 and CSSN:2), whose parent’s
role requires knows of the adult, or of the other parent; knows is a count, no schema forbidding or
deleting it. make_parent is the creator’s making of an adult they know a parent of their child, an
act of the three, the creator answering on the child’s phone at its setup; end_parent is the creator’s
ending of that parenthood; and of _age and retire, the creator’s declaration of age and retiring of the
child (GnW:4), each take the listed role of every parent the creator made, ending every guardianship
of the child in one act, as closing a group ends every membership, and leave the child’s friendships
in place. unfriend forbids creator and parenting of the other at its first role, and child_unfriend
parenting of the child at the friend’s role, so no act ends the friendship of a parent and their child
while they are its parent. The creator keeps made(q, r) after a declaration of age, an entry that no
act reads once created(r) is gone. child_join, is GnW:2 for a child joining the group of a child, and
child_join for a child joining the group of an adult. A member leaves by leave (GSN:4), a member
who is no longer the leader’s friend is dropped by drop (GSN:4), and a parent of a child member ends
the membership by child_leave, realising GnW:3; the leader’s own membership ends by close, the
leader’s leaving of GSN:4, or by child_close of a parent of a child leader, realising GnW:3; each takes
the listed role of every member the leader lists, the leader among them, ends every membership in
one act, and ends the group: its name cannot be used again, since create forbids closed(n), and its
leader neither admits, posts nor delivers on it, since each of those requires member({a) - n) at the
leader. The leader keeps listed(q, n) for the other members, an entry that no act reads once the
group is closed. deliver sends a post from the leader to one member, and with drop is a schema of
the contract no agent guards, which is a design decision: an unguarded act is owed, so a member is
owed each post of the group not yet delivered to them, the group’s earlier posts among them, while
they are a member and the leader’s friend and the group is open, and cannot decline one; and a
member who is not the leader’s friend is dropped in every correct run in which drop stays enabled
(GSN:4). The will is given at the join, which a child and a parent of them guard: joining a group
entrusts the child to its leader, as a parent entrusts a child to a coach, and a parent who no longer
trusts the group ends the membership. A leader is on their own member list from the moment they
create the group, so their own posting is post_own, of arity one, which adds the posted atom that
deliver requires and nothing else; the leader then delivers to the others. posted ties a content to the
group it was posted to, and delivered keeps a member from being sent the same post twice. The
sender of a message, and a member who posts, add nothing: the record is the recipient’s.

The two acts this paper follows. Read child_befriend role by role. The four roles are the two
children r and s, a parent p of r and a parent q of s, and all four carry ?: that is “by an act of both, of
Alice, and of Dave, a guardian of Bob, if Bob is a ward” (GnW:2), Alice being a guardian of the ward
Carol. At r the atom child is required, so the agent there is a child; friend(s) is forbidden, since a
child who is already a friend cannot “enter” the friendship (CSSN:3); and the same atom is added, as
befriending does. At s it is the mirror image. At p the atom parenting(r) is required, p’s record
that they are a parent of r, and friend(q), which is “Carol’s acting parent Alice and Dave’s acting
parent Bob must be friends”; at g, the mirror again. The parents add and delete nothing: each takes
part because the act requires their record and their will, and they gain no record of the friendship
they approve.

child_unfriend is the parent’s way of undoing it, and only the parent’s role carries ?: “and
so may Alice, a guardian of Carol” (GnW:3). Its roles are the child r, the friend s, and a parent p
of r. At r the atom child is required and friend(s) deleted; at s, friend(r) is deleted; and at p,
parenting(r) is required, and nothing is added or deleted. The two friends end the friendship by
unfriend, as any two friends do (GSG:2 and GnW:3). The two schemas differ in what satisfies volition
of them (Definition B.12): child_befriend is guarded by all four roles, which suffices; child_unfriend

is guarded by one role, so its role graph must be connected — p requires parenting(r) and r requires
friend(s), giving the path p — r — s.

How the schemas render the clauses. That a child’s identity is a ward and a guardian of it a
parent, the definition before the box of Section 4.1, is the child that enter adds at the child’s role,
and of _age and retire delete; an agent holding none is a person, and a parent is a person holding
parenting atoms. “Alice may act to establish their identity” (GKK:1) is establish, which adds identity;
and “Only an adult may create a child’s identity, and is then the child’s creator and a parent of the
child” (CSSN:1), choosing the child’s key pair and becoming the child’s friend (GnW:1), is enter,
which forbids identity at the child’s role and adds it there with child and the creator and friend
atoms naming the creator. The child’s role is guarded, and the creator performs its part in setting
up the child’s phone; the creator must be an adult, =child at their role. “Alice, the creator of Carol,
may make Bob, whom Alice knows, a parent of Carol, by an act of the three, and may end that
parenthood by their own act” is make_parent, guarded by all three roles, and end_parent, guarded
by the creator. “The creator of Carol may declare Carol of age, which ends every guardianship of
Carol, Carol’s friendships remaining” (CSSN:4) is of _age, and the retiring of GnW:4 is retire, which
adds the retired that every guarding role forbids; each deletes parenting of the child at the creator
and, through its listed role, at every parent the creator made. “Alice and Bob”, two persons (GKK:2 and
GSG:1), is the —child forbidden at both roles of acquaint and of befriend, and at the role of the agent
who comes to know in introduce (GKK:3); “Carol’s acting parent Alice must know Bob” (CSSN:2) is
child_acquaint, whose parent’s role requires knows of the adult, and “Carol’s acting parent Alice
and Dave’s acting parent Bob must know each other” the knows of the other parent required at each
parent’s role of child_acquaint,; “who know each other” (GSG:1) is the knows of the other required
at both roles of befriend, child_befriend and child_adult_befriend; and the —child forbidden at
the joiner’s role of join leaves a child to join a group by GnW:2, through child_join or child_join,.
“Only a child may join a group Carol leads” (CSSN:6) is the —child forbidden at the leader’s role of
Jjoin, so a group a child leads admits members only by child_join,. Each child role requires child
and each parent role forbids it, so no binding sends one person to a child role and to a parent’s
or an adult’s; the two parent roles of child_acquaint,, of child_befriend, and of child_join,, are
declared possibly one person (GnW:2) — the sibling case, knows and friend being reflexive. “Carol’s
acting parent Alice and Dave’s acting parent Bob must be friends” is the friend(q) required of p in
child_befriend, and “Carol’s acting parent Alice must be a friend of Bob” the friend(a) required
of p in child_adult_befriend (CSSN:3); “enter” is the forbidden friend atom, since an agent who is
already a friend cannot enter the friendship; and “by an act of both, of Alice, and of Dave, a guardian
of Bob, if Bob is a ward” (GnW:2) is that all roles are guarding. “The leader of a group may add a
friend to it” (GSN:3) is the friend(a) required at the child’s role of child_join, and friend(r) of
child_join,. A parent adds and deletes nothing when their child gains or loses a friend or a group; a
group’s leader gains the entry on their member list.

PRrOPOSITION B.27 (CERTIFICATION). The contract of Section 4.1 is agent-named and syntactically
grassroots with wards.

Proor. Agent-named (Definition B.24). Every role of every schema is an agent role, but for the
listed roles a| listed(*, n) ] of close, r|listed(x, n)] of child_close, and p[ made(+,r)] of of _age
and retire, and every name term is (a) - n or (r) - n, its base the leader’s agent role of its schema.

Introduction with wards, with M = {child}. (child, identity, creator, created, parenting) is a
guardianship (Definition B.13). Clause 1: no schema deletes identity, and child is the one mark
of M. Clause 2: enter, the only schema adding child, adds identity at the child’s role and forbids
it there. Clause 3: enter adds child and a creator atom once at the child’s role, of _age and retire
delete one of each, and no other schema adds or deletes either. Clause 4: the creator(p) that enter
adds at the child’s role names the creator’s role, at which identity is required, child forbidden and
created(r) added; and of _age and retire delete creator(p) at the child’s role exactly when they
delete created(r) at p. Clause 5: enter, the only schema adding created(r), adds parenting(r) with
it; enter and make_parent, the only schemas adding parenting(r), require identity and forbid child
at that role; and of _age and retire delete parenting(r) at the creator’s role, deleting created(r)
there, and at their listed role and end_parent at the parent’s role, forbidding created(r) there.
retired is a leaving mark (Definition B.14). Clause 1: every guarding role of every schema forbids
it, establish’s included, and no schema deletes it. Clause 2: retire, the only schema adding it, adds
it at the child’s role, which requires child, a mark in M. Clause 3: enter, the only schema adding a
creator atom, adds it naming the creator’s role, which is guarding and so forbids retired. acquaint is
an introductory act (Definition B.10): of arity two, guarded in both roles, adding knows of the other
at each, so any two agents have an introduction; and it is unobstructed but for M (Definition B.15).
Clause 1: at each role it requires identity, the one atom establish adds, which is of arity one, guarded,
requires nothing and forbids nothing but that atom and retired, a leaving mark. Clause 2: it forbids
child, a mark of M, and retired, a leaving mark. child_acquaint is a relay act (Definition B.16) with
related roles r, a ward role of guardian role p, and a, a free role, each adding knows of the other,
and the guardian role p: r requires child; a forbids child; p requires parenting(r) and knows(a)
and forbids child; the schema forbids retired at all three roles and nothing else, and adds and deletes
nothing at p. child_acquaint, is a relay act with two ward roles, r and s, of guardian roles p and
q, each adding knows of the other, each guardian role requiring parenting of its ward and knows
of the other guardian role, knows being reflexive, and forbidding child; the schema forbids retired
at all four roles and nothing else, and adds and deletes nothing at p and g. Every other atom these
schemas require is identity.

Clause 1 of Definition B.25. acquaint, child_acquaint, child_acquaint, and establish have
agent roles and no name term.

Clause 2. The listed role of close deletes member({a) - n), that of child_close member({r)-n),
and those of of _age and retire parenting(r), and none adds or deletes anything else, so none adds
or deletes child, retired, a knows atom, or a creator or created atom.

Clause 3, traceable provenance of the set of all sixteen predicates, each atom ¥/ required at an
agent role. Every atom a schema adds has its agent arguments among the schema’s agent roles,
or, for the knows(c) that introduce adds at the role of the agent who comes to know, an agent
variable that is an argument of the knows(c) required at its first role; and the base of every name
term among its arguments is an agent role. Every speech-act variable among the arguments of an
added atom, or in a name term among them, is an argument of an atom required at an agent role, or
occurs in a name term among its arguments, or occurs in no atom required at a role: the x of the
received(x, p) that message adds, the x of the posted(x, n) that post_own and post add, and the
n of the member({a) - n) and listed(a, n) that create adds occur in none; the n of each closed(n)
is an argument of the listed atom that the same agent role deletes, and so requires; and every other
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GKK:1 establish(p?) :
GKK:2 acquaint(p?,q?) :

—identity, +identity
—child, +knows(q)

—child, +knows(p)

GKK:3 introduce(p?, q?;c) :

knows(q), knows(c)

—child, knows(p), +knows(c)

CSSN:1 enter(p?,r?) :

—child, +created(r), +parenting(r), +friend(r), +knows(r)

—identity, +identity, +child, +creator(p), +friend(p), +knows(p)

CSSN:1  make_parent(p?,q?,r?) :

—child, created(r), knows(q), —made(q,r), +made(q,r)

—child, knows(p), —parenting(r), +parenting(r), +knows(r)
child, creator(p), +knows(q)

CSSN:1 end_parent(p?,q;r) :

created(r), —made(q,r)

—created(r), —parenting(r)

CSSN:4  of _age(p?,r, p[made(x,r)]) :

—created(r), —parenting(r)

—child, —creator(p)
—created(r), —parenting(r)

GnW:4 retire(p?,r, p[ made(x,r)]) :

—created(r), —parenting(r)

—child, —creator(p), +retired
—created(r), —parenting(r)

GSG:1  befriend(p?, q?) :

—child, knows(q), —friend(q), +friend(q)

—child, knows(p), —friend(p), +friend(p)

GSG:2  unfriend(p?,q) :

CSSN:2  child_acquaint(r?, a?, p?) :

—creator(q), —parenting(q), —friend(q)
~friend(p)
child, +knows(a)

—child, +knows(r)
—child, parenting(r), knows(a)

CSSN:2  child_acquaint,(r?,s?, p?,q?) :

child, +knows(s)

child, +knows(r)
—child, parenting(r), knows(q)
—child, parenting(s), knows(p)

CSSN:3  child_befriend(r?, s?, p?,q?) :

child, knows(s), —friend(s), +friend(s)

child, knows(r), —friend(r), +friend(r)
—child, parenting(r), friend(q)
—child, parenting(s), friend(p)

CSSN:3  child_adult_befriend(r?, a?, p?) :

child, knows(a), —friend(a), +friend(a)

—child, knows(r), —friend(r), +friend(r)
—child, parenting(r), friend(a)

GnW:3  child_unfriend(r,s, p?) :

child, —friend(s)

—parenting(r), —friend(r)
—child, parenting(r)

GSN:2 create(a?;n) :
GSN:3  join(a?,q?%n) :

—member({a) - n), ~closed(n), +member({a) - n), +listed(a, n)
—child, member({a) - n), friend(q), +listed(q,n)

=child, —=member({a) - n), +member({a) - n)

GnW:2 child_join(a?,s?, p?;n) :

—child, member({a) - n), friend(s), +listed(s, n)

child, ~member({a) - n), +member({a) - n)
—child, parenting(s)

GnW:2 child_join, (r?,s?, p?,q?;n) :

child, member({r) - n), friend(s), +listed(s, n)

child, —=member({r) - n), + member({r) - n)
—child, parenting(r)
—child, parenting(s)

GSN:4  leave(a,q?;n) :
GSN:4  close(a?, al listed(x,n)];n) :

—listed(q, n)
—listed(a, n), +closed(n)

—member({a) - n)

—member({a) - n)

GSN:4  drop(a,q;n) :
GnW:3 child_leave(a,s, p?;n) :

—friend(q), —listed(q, n)
—listed (s, n)

—member({a) - n)

child, —member({a) - n)
—child, parenting(s)

GnW:3  child_close(r, p?, r[listed(*,n)];n) :

child, —listed(r,n), +closed(n)

—child, parenting(r)
—member({r) - n)

GSN:1  message(p?, q;x) :

GSN:5  post_own(a?;x,n) :
GSN:5  post(p?, a;x,n) :

friend(q)

+received (x, p)

member({a) - n), —posted(x,n), +posted(x, n)
member({a) - n)

member({a) - n), listed(p,n), friend(p), —posted(x,n), +posted(x, n)

GSN:5  deliver(a, q;x,n) :

member({a) - n), posted(x,n), listed(q,n), friend(q),

—delivered(x, q,n), +delivered(x, q,n)
member({a) - n), +received_in(x, a, n)

is an argument of a listed or posted atom, or in the name term of a member atom, required at an
agent role.

Clause 4. establish, create and post_own have arity one, so their role graphs are connected, and
the two roles of close have the base a, so its role graph is connected. acquaint, introduce, enter,
make_parent, befriend, child_acquaint, child_acquaint,, child_befriend, child_adult_befriend,
Jjoin, child_join and child_join, are guarded by all their roles, each an agent role, so they have a
guarding agent role in every connected component of their role graphs. The role graph of each of
the rest is connected: in of _age and retire, p requires created(r), and the listed role has the base
p, giving r — p — p[ made(x,r)];in end_parent, p requires made(q, r); in unfriend, p requires
friend(q);in child_unfriend, p requires parenting(r) and r requires friend(s), giving p —r —s; in

child_close, p requires parenting(r), and the listed role has the base r, giving p—r—r|[ listed (+, n) |;
in leave, the leader requires listed(q, n); in child_leave, the leader requires listed(s, n) and the
parent requires parenting(s), giving a — s — p; in message the recipient requires friend(p), and in
post the leader requires listed(p, n); and in deliver and drop the leader requires listed(q,n). O
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C.2 A2: The Volition-Guarded Transactions,
from A1

Twenty-eight transactions in six groups, written in the local-state components below. Derived from
the speech-act schemas of A1 by the compilation of Appendix B.3, term by term: each schema at each
binding determines the transactions written below. Every transaction requires ¢ > 1 at each of its
participants, except Establish, and Enter at the child, which require ¢ = 0 there. Each is determined
by its schema at a binding (Definitions B.5 and B.7): its participants are the agents in the extents of
the schema’s roles (Definition B.6), those the binding sends its agent roles to and, in the closing of a
group, every member the leader lists; an agent who signed a speech act it carries is not one; and two
agent roles sent to one agent are carried out by that agent together, with the join of their effects, as
by the parent of two children in child befriending, one participant and one guard.

The correspondence is one transaction per schema, twenty-eight of each, and one schema per
act rather than per clause; each transaction carries the name of the schema it comes from. CSSN:1,
GnW:3, GSN:4 and GSN:5 determine three each; GnW:2, CSSN:2 and CSSN:3 two each; and CSSN:4,
GnW:4, GKK:1, GKK:2, GKK:3, GSG:1, GSG:2, GSN:1, GSN:2 and GSN:3 one each.

The local state. The contract’s speech-act schemas (Appendix B.2) determine the local state of an
agent p, each component standing for the atoms of a predicate (Lemma C.4), and all initially empty
or zero:

component stands for
identity, tp € {0,1}, whether p has established an iden-  identity
knowing tity
and friends

7p, a multiset of the agents p knows knows

¢p C P, the friends of p friend
guardianship  y, € {0, 1}, whether p is a child child

wp C P, the creator of p, if p is a child creator

&p,Kp C P, the children p created and the chil-  created,
dren of whom p is a parent parenting
@p C P2, the pairs (g, 1) of a parent g that p  made
made of a child r

0, € {0,1}, whether p is retired retired
groups Hp S G, the groups p is a member of member

)LZ C P, the member list of a group g that p  listed

leads

{p C G, the groups p led and closed closed

nf, , the contents posted to a group g that p leads,  posted, delivered
and 519,, the pairs (x, g) of a content delivered

there and the member it was delivered to

my, a multiset of the pairs (x, q) of a content p  received
received and the friend q it came from

Vg, the contents delivered to p in a group g

messages

received_in

A group is named by the community name g = (a) - n of its leader a and a speech act n that a
signs (Appendix B.1); we write [d(g) = a and let G denote the set of these names. A content x
is a speech act too. The atom of the reflexive friend, or knows, naming p itself is written as the
alternative g = p of a condition q € ¢p, or g € 1p. An agent is a child when yp = 1 and a person
otherwise, the creator of a child r when r € ‘fP’ and a parent of r when r € Kp. Every transaction
requires ¢ > 1 at each of its participants, except Establish, and Enter at the child, which require 1 = 0
there, and 0 = 0 at each of its guards; the transactions below leave these requirements out.

The lemmas on the local state, with their proofs.

Lemma C.1 (MuTuALITY [41]). In any run of the grassroots social graph, q € cp <= p € cq
for all agents p,q € P.

LEmMA C.2 (PARENTING AND MEMBERSHIP MUTUALITY). In any run of the child-safe social network,
re€é&p & pE wpandr € &p impliesr € kp, forallp,r € P,andg € pg < q € )Lﬁi(g)
forallq € Pandg € G withg & {ja(g)-

ProoF. The entering, the declaration of age and the retiring update &p, w, and kp together,
the making and the ending of a parent touch kg of a parent g with r ¢ £g; the creations, the
joins, the leaves and the drops update ;2 and A together; a closing of g removes g from pg for every

qE€ Azi(y) and adds g to évld(g) (below); and no other transaction touches them. u}

LemmA C.3 (FREsH IDENTITY). In any run of the child-safe social network, an agent r with 1 =0
has the initial local state, and no local state records r.

Proor. Every transaction but Establish and the enterings requires t > 1 at all its participants,
and Establish and the enterings require 1 = 0 and leave 1, = 1 at the participant r whose identity
they establish, so every transaction r takes part in leaves 1, > 1, and an agent with 1, = 0 has taken
part in none. Every agent a transaction adds to a local state is one of its participants, or the signer of
a speech act it carries, who signed it and so had an identity. o

LEMMA C.4 (REPRESENTATION). In every local state of a run of the protocol realising the contract,
every atom of friend, creator, created, parenting, made, member, listed, closed, posted, delivered
and received_in, and identity, child and retired, has multiplicity at most one, and a child holds one
creator atom.

Proor. By induction on the run. The initial state is empty, and a transition changes a local state
only by the atoms its schema adds and deletes there. Every schema adds an atom of these predicates
only where the atom is absent. By what the schema forbids: establish and enter forbid the identity
they add; make_parent forbids the made and parenting atoms it adds; befriend, child_befriend
and child_adult_befriend forbid the friend atom they add; create, join, child_join and child_join,
forbid the member({a) - n) they add at a role and add listed of that role at the leader a, who

holds no closed(n), create forbidding it and the others requiring member({a) - n) there, and
so holds listed(q, n) exactly when q holds member({a) - n) (Lemma C.2); close and child_close
delete listed(a, n) at the leader as they add closed(n) there, and create, the only schema adding
listed(a, n) at the leader, forbids closed(n); post_own and post forbid the posted atom they add;
and deliver forbids the delivered(x, g, n) atom it adds at the leader, adds received_in(x, a, n) at q
with it, and no schema deletes delivered. Because the atom is at, or names, an agent with no identity,
who holds no atom and whom no state records (Lemma C.3): enter, the only schema adding child,
creator and created, adds them at the child, or at the creator naming the child, with the parenting
of the creator; of _age and retire delete them, and the child’s identity being established, no later
schema adds them there. retired is added only by retire, which deletes the child’s child atom, and
no schema adds a child atom at an agent with an identity, so it is added at most once. o

So the components of the table above are those of the local state: each set component is the set
of the arguments of the atoms of its predicate, 0p is the multiplicity of retired, ) that of child, and
ip, Np and myp are the multiplicity, or the multiset, of the atoms of identity, knows and received.

Example C.5 (Keys and Knowledge). (1) Establish(p), where 1 = 0:

l;, := 1, guarded by p.

(2) Acquaint(p, q), where p # g and Xp = Xq =0:
My = 1p ¥ {q} and ng = ng & {p}, guarded by {p, q}.
(3) Introduce(p,q,c), wherep #¢q,q € Np, € € Np, p € g and ygq =0:

1g = 1q ¥ {c}, guarded by {p, q}.

In each transaction, all components not explicitly updated are preserved.

A person establishes their own identity. Two persons come to know each other by an act of both,
and a person who knows two agents introduces one to the other by an act of the person and the
other, a person, who then knows the one introduced, the one introduced taking no part and coming
to know nobody; a child comes to know an agent by the transactions of Example C.9. Knowing is
never undone, and is counted: an agent holds g in 17, once for each act by which they came to know
q.

Example C.6 (The Grassroots Social Graph). (1) Befriend(p, q), where p # q, xp = xq =0,
qEnp.pEngandqécp:

c}, =cp U {q} and ¢ == cq U {p}, guarded by {p, g}

Unfriend(p, q), where g € ¢p, q & kp U wp and p ¢ kg U wg:

c}, =cp \ {q} and Cil =cq \ {p}, guarded by either p or q.

Befriending requires both agents to be willing, both to be persons, and each to know the other;
unfriending can be initiated by either. The condition is the ~child that befriend forbids at both roles,
and )p = 0 is what holding no child atom comes to.

~

Transaction equivalence. The equivalence ~ is that of Definition B.8, generated by relating
two transactions of the same participants when one schema at one binding determines both. The
transactions one schema determines at one binding, with one set of participants, are a part of their
class [37], its members differing only in the configuration in which they occur, and bindings that
determine a common machine transaction put their parts in one class. All establish(p) transactions
form one class; all acquaint(p, q) transactions form one class, with the binding that swaps the roles,
and all introduce(p, g, ¢) transactions one class; all befriend(p, q) transactions form one class, with
the binding that swaps the roles; unfriend(p, q) at its two bindings is one class of two parts, guarded
by p and by q.

Example C.7 (Messages). (1) Message(p, q,x), where p # qand q € cp:

mg = mg W {(x, p) }, guarded by p.

A message is guarded by the sender, and it is the sender’s holding a friend atom naming the
recipient that licenses it: an agent sends a message only to a friend. The recipient holds the content
with the sender.

Example C.8 (Groups). (1) Create group(g), where a :=1d(g),g & pg and g ¢ {a:
1l = g U {g} and %Y := {a}, guarded by a.

(2) Close group(g), where a := ld(g) and g € g, over the participants AZ:
Hy = Hg \ {g} for every g € 2229 = 29\ {a} and &}, := {4 U {g}, guarded by a.
(3) Join group(g, q), where a := ld(g) # q.g € jla, q € Ca, Xa = Xq =O0and g € jig:

Hy = Hq U {g} and A9 .= 29 U {q}, guarded by {a, q}.
(4) Leave group(g, q), where a := ld(g) # qand g € yig:
Hy = g \ {g} and A7 := A \ {q}, guarded by q.
(5) Drop from group(g, q), where a := ld(g) # q,g € pg and q & cqa:
p; = fig \ {g} and )L;g = /lz \ {g}, unguarded.
(6) Posttogroup(g, p,x), wherea :=1d(g) # p,g € pip.g € pa,p € A, pecqgandx ¢ 73
n;g = 7[2 U {x}, guarded by p.
(7) Post to own group(g, x), where a := ld(g),g € pg and x ¢ ﬂZ:
Jl';g := 719 U {x}, guarded by a.
Deliver to member(g, g, x), where a := ld(g) # q,x € ng,g € lla.q € /lg,q € cqa,
g € pigand (x,q) ¢ 82:
59 =69 U {(x,q)} and V"Ig = Vg U {x}, unguarded.
In each transaction, all components not explicitly updated are preserved.

®

Delivery is the dissemination step, its participants the leader and one member, and no agent
guards it or the dropping of a member: while the leader holds a post in an open group and a member
who is their friend is on their list, the member is owed it, unless it was delivered to them before, the
posts made before they joined among them; and a member who is not the leader’s friend is dropped
in every correct run in which the drop stays enabled. A content is delivered in a group only if it
was posted to that group, and the leader’s record of what they have delivered there keeps a member
from receiving the same post twice, also when they leave the group and rejoin it; the member holds
the content with the group. Closing a group has as its participants every member the leader lists,



the leader among them, and ends every membership in one act. A closed group admits, carries and
delivers nothing, and its name is not used again.
Transaction equivalence. For each g, all create-group(g) transactions form one class, and so
do all close-group(g) transactions with one list of members; for each (g, g), all join-group and
all leave-group transactions form one class each; for each (g, q), all drop transactions form one
class; for each (g, p, x), all post transactions form one class; for each (g, x), all post-to-own-group
transactions form one class; and for each (g, g, x), all delivery transactions form one class.
Example C.9 (The Child-Safe Social Graph). (1) Enter(p,r), where yp = 0and 1 = 0:
= L= Lok = {phny = (phch = {p}. &) = £p U {rh. k) = xp U {r),
171’, =np W {r}and c}, :=cp U {r}, guarded by {p, r}.
(2) Make parent(p,q,r), where r € §p, Xp=Xq=0.xr=1,q €np,p €nq,r¢rqgand
(q.7) ¢ ¢p:
(p;, =¢pU{(g.r)} K:] =kq U {r}, r]:] =1g ¥ {r} and 5, := ny ¥ {q}, guarded by
{p.gr}

(3) End parent(p,q,r), wherer € &p, (q,7) € pp andr & &g:
(p;, =¢p\{(g,r)} and K:Z :=kgq \ {r}, guarded by p.

(4) Declare of age(p,r), where r € & and y, = 1, over the participants {p,r} U {q: (¢,7) €
op}:
§;, =&\ {r}), K;, =xp\{r}, K'q i=kq \{r} forevery (q,r) € ¢p, x; :=0and w;. := 0,
guarded by p.

(5) Retire(p,r), where r € &p and y, = 1, over the participants {p,7} U {q: (¢.7) € ¢p}:
as Declare of age(p, r), and 0;. := 1, guarded by p.

(6) Child acquaint(r,a, p), wherer # a,r € Kp, Xr =1, xa = xp =0,anda € np ora=p:

ny:=nr W {a} and n; := na W {r}, guarded by {r,a, p}.

(7) Child acquaint with two children(r,s, p, q), where r # 5,7 € kp,s € kg, xr = xs = 1,
Xp=Xq=0.g€nporq=pandp € ngorp =gq:
n, =1, ¥ {s} and n} := ns ¥ {r}, guarded by {r, s, p,q}.

(8) Child befriend(r,s,p,q), where r # 5,7 € Kp,S € Kg, xr = Xs = 1L, xp = Xq = 0,
qEcporq=p,sEn,rens,andsgcp:
¢} ==cp U {s}andc} := cs U {r}, guarded by {r,s, p,q}.

(9) Child-adult befriend(r,a,p), where r # a,r € Kp, Xr =1, Xa = xp =0,a € c¢por

a=p,a€nyrengandatgcy:

¢} :=cr U {a}andc) :=cq U {r}, guarded by {r,a, p}.

(10) Child unfriend(r,s, p), where r € Kp, Xr =1, xp =0,s € ¢y and r ¢ Ks:

¢y :=cp \ {s} and c§ := cs \ {r}, guarded by p.

In each transaction, all components not explicitly updated are preserved.

Entering is an act of the child’s creator and of the child’s role, whose part the creator performs
in setting up the child’s phone, holding both phones; it requires the creator to be a person and the
child’s identity to be new, and makes the creator the child’s first acquaintance and friend. Making a
parent is an act of the creator, the adult and the child, the adult and the child coming to know each
other; ending a parenthood is the creator’s act. A child acquaintance is an act of the child, an adult
and a parent of the child who knows the adult, and a child acquaint with two children of the two and
a parent of each, the parents knowing each other; the parents’ states do not change, and the two come
to know each other. A declaration of age is the act of the creator, and ends the guardianship of every
parent of the child, the creator’s and those the creator made; the child’s friendships remain. Retiring
the child does the same and leaves the child retired, and a retired agent guards no transaction.

C.2.1  Child-Safe Social Network. Creating a group, posting and delivering are unchanged from
Example C.8. What changes for children is joining, leaving and closing: a child joins a group led by
their friend, with a parent of each child among them willing; a parent of a child member may end
the membership; and a parent of a child leader may close the group, which is their only act on a
group their child leads.
Example C.10 (The Child-Safe Social Network). (1) Child join, adult leader(g, s, p), where
a:=1d(g) #s. xa=Xxp =0, Xs =1.g € lla, s € ca,s € Kp and g & [is:
1l = ps U {g} and /7 := 29 U {s}, guarded by {a, s, p}.
(2) Child join, child leader(g, s, p,q), where r := 1d(g) # 5,9 € pr,s € ¢y, 7 € Kp,S € Kq,
Xr=Xxs=1xp=xq=0andg ¢ ps:
i = s U {g} and A7 := 27 U {s}, guarded by {r, s, p, q}.
(3) Child leave(g,s,p), where a :=ld(g) # 5,9 € s, s € Kp, s = 1and yp =0:
ps = ps \ {g} and /1;9 = 29\ {s}, guarded by p.
Child close(g, p), where r := ld(g),g € pr, 7 € Kp, xr = Lland yp = 0, over the
participants {p} U AZ:
’
[121 = ig \ {g} for every q € A 09 =29\ {r}and ¢} = {r U {g}, guarded by p.
In each transaction, all components not explicitly updated are preserved.

“

Transaction equivalence. As above, the transactions one schema determines at one binding
are a part of their class. All child-befriend(r, s, p,q) transactions, with the same four partic-
ipants, form one class, and a child befriend naming another parent of either child is another
class; similarly for child acquaint with two children(r, s, p, q), child acquaint(r, a, p), child-adult
befriend(r, a, p) and child-unfriend(r, s, p). The parents being stationary, child-befriend(r, s, p, q)
and child-befriend(r, s, p', q) change the same states, and a step of each fulfils the will for its own
class (Definition A.10). Where two persons are each a parent of both children, the bindings of child
acquaint with two children, of child befriend and of child join, child leader, that exchange them
determine the same transactions, with the same guards, and are two parts of one class. Each estab-
lishing, each entering, each making and each ending of a parent, at its binding, forms one class, and
so does each declaration of age and each retiring with one list of the parents the creator made, and
so does each child join and child leave, and each child close with one list of members. The join of
Example C.8 at (g, q) is a class of a different schema, as is its leave.

The two properties. They are presented in Section 4.4; each proof ranges over every transaction
above.

PROPOSITION 4.3 (PARENTS” CAPABILITIES). In every run of the child-safe social network protocol:

Ehud Shapiro

(1) A child comes to know an agent only with the consent of a parent of theirs, who knows the agent;
or, if the agent is a child, with the consent of a parent of each, the two parents knowing each other.

(2) A child befriends an agent only with the consent of a parent of theirs, who is the agent’s friend; or,
if the agent is a child, with the consent of a parent of each, the two parents being friends.

(3) A child joins a group only with the consent of a parent of theirs, the leader being the child’s friend;
and of a parent of the leader too, if the leader is a child.

(4) A parent of a child can always end, by their own act, any friendship of the child but one with
another parent, and any membership of the child in a group.

(5) A child stops being a child only by an act of their creator.

ProoF. Let r be an agent with y;- = 1, a child, in a configuration reached by a run, and call p a
parent of r when r € kp. First, r has been a child since their identity was established. Only Enter
sets yr, and it requires 1, = 0, so a child was entered before taking part in any other transaction;
and a declaration of age or a retiring, which sets y = 0, cannot be followed by another entering of
r. So every transaction r took part in since their entering found y, = 1.

(1) The transactions adding to #,- are acquaint, introduce, enter, make parent, child acquaint and
child acquaint with two children. Acquaint requires Y, = 0 at both participants, and introduce at
the agent who comes to know, so neither adds at r. Enter adds the creator, who guards it, knows
being reflexive. Make parent(p, g, r) adds the adult g, and is guarded by the creator p, a parent of r,
who knows g. Child acquaint(r, a, p) is guarded by p, a parent of r, and requires a € npora=p;
child acquaint with two children(r, s, p, q) is guarded by p, a parent of r, and g, a parent of s, and
requires ¢ € fjp orq = p.

(2) The transactions adding to ¢, are befriend, enter, child befriend and child-adult befriend.
Befriend requires y, = 0 and is excluded. Enter adds the creator, who guards it, friend being
reflexive. Child-adult befriend(, a, p) is guarded by p, a parent of r, and requires a € cpora=p;
child befriend(r, s, p, q) is guarded by p, a parent of r, and g, a parent of s, and requires q € cp or

(3) The transactions adding to y,- a group g that r does not lead are join group, which requires
Xr = 0 and is excluded, and the two child joins: child join, adult leader, is guarded by a parent of r
and requires r € Cld(g)} child join, child leader, is guarded in addition by a parent of the leader.

(4) The preconditions of child unfriend, of the child leave and of the child close are r € Kk with
s € ¢y and r ¢ ks, with g € y1,- and ld(g) # r, and with g € i and ld(g) = r, respectively, the
conditions at the leader and at the members of g holding by Lemma C.2, as g is open, and each is
guarded by p; so each is machine-enabled whenever the friendship or the membership holds.

(5) Declare of age and Retire are the only transactions setting x, to 0, each guarded by the
creator p of r, with r € §p; and r guards neither. [u]

PROPOSITION 4.4 (GRASSROOTS PROPERTY). The child-safe social network protocol (Appendix C.2)
is volitionally grassroots.

ProoF. The contract is agent-named and syntactically grassroots with wards (Proposition B.27),
so the protocol realising it is volitionally grassroots by Theorem B.26. o

C.3 A3: Volition-Guarded GLP, from A2

A volition-guarded transaction changes the machine states of its participants at once, while a com-
municating volitional agent changes only its own state and reaches another only by a message [37].
Communicating volitional agents (CVA) [37] are an implementation-ready restriction of volition-
guarded transactions, whose transactions are of four forms: discover, by which two agents come
to know each other, an act both persons will; introduce, by which two agents that a common peer
introduced come to know each other, with no person asked; communicate, which moves a message
from one agent’s outbox to another’s inbox, an agent addressing only agents it knows; and the unary
app transactions by which a platform is specified. Knowing, at this level, is which machines can send
messages to each other; the platform records whom a person knows by the contract, and who is a
friend, a parent or a child. Every CVA protocol is volitionally grassroots [37].

The canonical platform. Volition-guarded transactions are implemented by communicating voli-
tional agents, for every local specification, by vGLP’s canonical CVA platform: two-phase commit
coordinated by the agent that initiates the transaction [31, 37], with the person’s will as the vote. The
initiator sends the transaction, naming a part of its class, to every other participant; a participant
whose approval the part needs checks its own precondition in it and asks its person, and every other
participant votes by its machine; each votes yes or no to the initiator, which commits on a yes from
every participant and aborts on a no, and tells every participant. A participant that has voted yes
holds the attempt prepared until the outcome, and takes part in no other attempt meanwhile, so the
preconditions it voted on hold when the transaction is carried out. The realisation of this contract is
local: each schema at each binding determines a part of its class for each list of the agents its listed
role takes, with the persons in its guarding roles as the part’s guard set, and each role’s precondition
and effect are on the state of each agent in its extent, the base of a listed role holding exactly that list
(Definition B.7) [37]. The parts of child_close have an opener, the child leader r, whose state lists the
members: the parent’s agent sends r’s agent a request, which is the parent’s approval, and r’s agent
proposes the closing with its list [37].

LEmMA C.11 (APPLICABILITY). The realisation of the contract is an effective local volition-guarded
specification [37].

PRrOOF. A contract written in speech-act schemas is a local specification, each schema at each
binding determining a part of its class for each list of the people of its listed roles, with the persons
in its guarding roles as its guard set; and it is effective where every variable of a schema that occurs
in an atom it requires or forbids also occurs in an atom it deletes or adds, the atoms each unguarded
schema requires at its first role name every other role and every variable of its deleted and added
atoms, and the listed roles of a schema have one base, which is its only guarding role or, if it is
not a guarding role, its first role, the opener of the guarded parts of the schema [37]. The agents of
the contract’s schemas are their roles, and their variables are speech-act variables: x and n occur
in an atom of received, received_in, posted, delivered, member, listed or closed that each schema
using them adds or deletes. The unguarded schemas are deliver and dmp, and at their first role, the
leader’s, they require listed(q, n), and deliver posted(x, n), which name g, n and x. The schemas
with a listed role are close, whose only guarding role is a, the base of its listed role, and child_close,
the base of whose listed role is its first role r, which is not a guarding role and opens its guarded
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parts, and the guarded parts of a class of child_close are all determined by child_close, with the one
opener 7. o

THEOREM C.12 (CORRECTNESS OF THE IMPLEMENTATION). The canonical CVA platform of the
contract is a correct implementation of the child-safe social network protocol, and is complete for its
strongly fair runs: every connected, unobstructed, steady and strongly fair run of the platform is mapped
to a correct run of the protocol, and every strongly fair correct run of the protocol is the image of a run

of the platform.

Proor. By Lemma C.11 the realisation of the contract is a local volition-guarded specification,
and the theorem CVA Implementation of [37] states exactly this of the canonical CVA platform, with
an introduction rule, of every such specification. o

COROLLARY C.13 (SAFETY OF THE IMPLEMENTATION). Every configuration reached by a run of the
canonical CVA platform of the contract satisfies Proposition 4.3 under the mapping of Theorem C.12.

Proor. The safety part of the proof of the theorem CVA Implementation [37] shows that the
mapping takes every safe run of the platform to a safe run of the protocol, whether or not the run is
connected, unobstructed, steady or strongly fair. So a configuration reached by a run of the platform
is mapped to one reached by a run of the protocol, which satisfies Proposition 4.3. o

Safety and liveness. Theorem C.12 states what vGLP proves of its canonical platform [37], applied
to the transactions of Appendix C.2: every connected, unobstructed, steady and strongly fair run of
the implementation is mapped to a correct run of the specification, and every strongly fair correct
run of the specification is the image of a run of the implementation. Corollary C.13 carries the
parents’ capabilities of Proposition 4.3 to every configuration the implementation reaches. A run is
connected if the agents of two persons who will to befriend each other know each other, and the
agent of each parent of a child member of a group knows the agent of its leader (below); the compiled
agent secures strong fairness [37]; an unobstructed run is one in which an agent that is again and
again ready to propose an act it wills is again and again free of other attempts and of waiting starts,
and a steady run is one with no class, willed and not taken, whose part that holds with all its guards
for it changes without end. The program is the compilation of the canonical platform, which [37]
proves correct, and its correctness depends on GLP being secure. The parents’ capabilities are safety
properties, and hold in every run (Corollary C.13); a parent’s ending of a friendship is a liveness
property, and is carried out in every run that meets the conditions of Theorem C.12.

Knowing every participant. The runs Theorem C.12 covers are connected: of each part of a class
that holds, with all its guards for the class, from some point on, its opener, or one of its guards, knows
every other participant [37]. Agents come to know each other by Discover, which both persons
will, or by an introduction from an agent that knows both, and knowing is never undone [37]. The
canonical platform introduces agents in two ways [37]. By the contract’s introduction rule, with
knows its introduction predicate, an agent introduces to each other every two agents its person
knows by the contract; so an agent knows, at the level of the machines, every agent its person
knows and every agent known to an agent that knows it, and the contract’s acquaintances and
introductions (GKK:2, GKK:3 and CSSN:2), which record knowing at the level of the contract, are
proposed between machines that know each other already, two persons’ by Discover. By Commit,
the initiator of an attempt introduces to each other its other participants, so the participants of a
committed transaction know each other, two children who come to know each other among them.
The request of an entering sends the child’s phone a hello carrying it, and the creator, holding both
phones at the setup, answers yes there, which is the child’s approval [37]; a parent the creator makes
and the child come to know each other by the making.

In the acts of GSN the participants know each other by the contract, or did when a member
joined the group, but in acquaintance, whose two agents know each other by Discover or through a
common acquaintance; and of an introduction the introducer knows both. Of each child act, one
guard knows every other participant:

e of a making of a parent, the creator, who knows the adult and the child; of the ending of a
parenthood, the creator, who knows the parent made; and of a declaration of age and a retiring,
the creator, who knows the child and every parent they made;

e of a child acquaintance, the parent p of r, who knows r, by the entering or the making, and a;

and of a child acquaint with two children, the parent p of r: p knows r and g, and g, who knows

p and s, introduced s to it;

of a child befriending, the parent p of r: p knows r and g, and g, who knows p and s, introduced

s toit;

of a child-adult befriending, the parent p, who knows r and a;

of a child unfriending, its guard p: p knows r, and r, who knows p and s, introduced s to it;

of a child join with an adult leader, the child, who knows the leader and the parent; and with
a child leader r, the joining child s, who knows r and g, and to whom r, who knows p and s,
introduced p;

e of a child close, its opener r, who knows p, and every member of whose group joined as its
friend; and of a child leave, its guard p, who knows s, once s has introduced the leader to it, as
its introduction rule does while s knows the leader, and as the commit of s’s join did where p
guarded the join.

So a run is connected if the agents of two persons who will to befriend each other know each other,
and the agent of each parent of a child member of a group knows the agent of its leader. Below, the
canonical platform is instantiated for the two transactions of Example 4.2.

An attempt at a transaction names a part of the transaction’s class and is proposed by an initiator,
a guard of that part, or its opener where no person guards it, the leader for a delivery or a drop;
its guard set is the part’s, and the other members of its guard set are asked [37]. Each participant’s
precondition and effect in the part are its own. For the part that child_befriend determines at the
binding (7, s, p, q): at r, the precondition y = 1,s € ;- and s € ¢, and the effect c’r =crU{s}
ats, ys = 1,7 € nsandr ¢ cs,andc; = cg U {r};atp,)(p =0,r € kp,and q € cp or
q = p, and no effect; at g, yq = 0, s € kg, and p € cq or p = g, and no effect. Its guard set is
{r,s,p.q}, so an attempt by p, which names all four — Alice names her child Carol, her friend
Bob and Bob’s child Dave — asks the other three. The attempt runs through the transactions of the
canonical platform [37] as follows.

Propose, by p and guarded by it, provided its precondition holds, it holds no attempt prepared,

and no start or question waits at it: record its own yes, hold the attempt prepared, and tell start

tor,sandgq.

Start, at each of 7, s and g, unguarded, on the start: vote no to p if its own precondition fails,

and otherwise record the attempt as a question pending, each of the three being asked.

(3) Answer, at each of the three and guarded by it: record the answer yes; its else-branch, taken
when the person does not will the then-branch, records no.

(4) Vote, at each of the three, unguarded: on the answer no, vote no to p; on yes, once it holds no

other attempt prepared, vote yes if its precondition still holds and no otherwise. A yes holds

the attempt prepared until the outcome.

Tally, at p, unguarded, on each vote: record it, and on a no release the attempt, close it and tell

abort. Commit, at p, unguarded, once a yes of each of r, s and q is recorded: release, close, tell

commit, and introduce to each other every two of 7, s and g not yet introduced. Outcome, at

each of the three, unguarded, on it: apply its own effect if the outcome is commit, release and

close.
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The transaction is carried out, at all four at once, by the Tally that records the last yes at p [37].
While g holds the attempt prepared it takes part in no other attempt, so p and g cannot unfriend
between g’s yes and the commit, and neither parent’s declaration of age can intervene. Where p = q,
two children of one parent, the participants are three (Definition B.7).

For the part that child_unfriend determines at (, s, p), whose guard set is {p}, the initiator is
p and nobody is asked: at Start the other two participants vote by their machines, once they hold no
other attempt prepared, yes if their own precondition holds — at 7, y»» =1and s € cy;ats,r € cs
and r ¢ ks — and no otherwise, and Answer and Vote do not arise. p knows r, its friend, and s,
whom r introduced to it.

The instantiation omits the platform’s Wound and Yield, by which concurrent attempts wait in
order of priority and an attempt blocked by one of lower priority has it aborted, each instantiation
above running one attempt; the other twenty-six transactions pass through the same construction,
the child acquaint with two children with the same four guards as the child befriending.

Child befriending in the village. The correspondence between the specification and the imple-
mentation, through child befriending in the village of Section 4.6.3.

The specification. Child befriend (Example 4.2) is guarded by both children r, s and a parent p of r
and a parent q of s, with p and q friends and r and s knowing each other as preconditions, and r, s
not yet friends.

The protocol. Alice’s agent proposes the attempt child_befriend(Carol, Dave, Alice, Bob) to the
agents of Carol, Dave and Bob, all of which it knows: Carol and Bob are Alice’s friends, and Bob’s
agent introduced Dave’s to it, Bob knowing both Alice and Dave; Carol and Dave know each other
by the child acquaintance Alice requested before, with Bob. Each of the three checks its own part of
the precondition and asks its person; on a yes it votes yes and holds the attempt prepared, taking
part in no other attempt until the outcome; on a no, or a precondition that fails, it votes no. Alice’s
agent commits on three yeses, tells the three, and each applies its own part: Carol and Dave add each
other as friends, and Bob’s and Alice’s states do not change. The steps are those above.

Each guard’s willingness in the specification is one volitional reduction in the implementation:
Alice’s request, and the approvals of Bob, Carol and Dave. If any of the four does not act, the commit
does not happen and the friend sets are not updated. While Bob’s agent holds the attempt prepared,
Bob cannot unfriend Alice, nor declare Dave of age, so the preconditions on which the three voted
hold when the transaction is carried out.

The vGLP program. The canonical CVA platform of the contract, compiled into vGLP by the
compiler of [37] from the contract’s speech-act schemas in the term form the checker of [23] reads;
the compilation is that paper’s Definition “Compilation of the Canonical Platform”, proved correct
by its theorem of that name. Code is not reproduced here: it is at https://github.com/EShapiro2/GLP/
tree/main/programs/cssn, which holds a superset of what this paper needs, beside the plays.

The volitional procedures of the program, by their interactive types, determine the interface
(Section 4.6.2), so the user interface is not a further artefact: it is read off this one.

C.4 A4:The GLP Program, from A3

The canonical compilation of A3 onto GLP [37], produced by the compiler of that paper, at the
pointer of A3: each goal of a volitional procedure first reduces with an asking clause, which sends
an ask to the dispatcher and receives its end of its interactive variable, and a clause that reads the
answer reduces only once the person has given it. A4 rather than A3 is what the engine runs, and
the compilation is what that paper proves correct. The dispatcher and the construct processes belong
to the vGLP implementation rather than to this platform.

C.5 A5: Dart and Flutter, from A4

The GLP engine and the one Dart bridge that draws the constructs of any compiled vGLP program
and returns the person’s input as grants [37, 68]. Derived from A4 by that implementation, and
shared: this platform adds to the construct family the words of its acts and nothing else, and runs as
a mini-app of the grassroots super-app [18] rather than as a separate app.

C.6 A6: The App, from A5

The child-safe mini-app of the grassroots super-app [18]. Derived from A5 by loading A4 into it.
Figure 5 shows it on the iPhone simulator, and Figure 4 the village of Section 4.6.3 on its concurrent
agents; neither is repeated here.


https://github.com/EShapiro2/GLP/tree/main/programs/cssn
https://github.com/EShapiro2/GLP/tree/main/programs/cssn
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