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Structure

1) Review: transition systems

2) Multi-agent transition systems (MATS)

3) Volitional states, volitional transactions, Volitional MATS.

4) Grassroots protocols.

5) Volitional Transactions-based protocols.

6) Example: Child-safe networks.

Derandomising

Open questions. Our results leave several natural questions open:

• For f < n/3 in the unauthenticated setting, is the communication

complexity of reaching univalency for BA ⌦(f log f)? More generally,

what is the tight complexity as a function of both n and f?

• What is the communication complexity of reaching univalency in the

authenticated setting when f 2 (n/3, n/2)?

• Can similar separations between univalency and dissemination be es-

tablished in asynchronous or partially synchronous models?

One can show that ⌦(f) communication complexity is required.

We go through a (slightly fiddly) combinatorial argument to show that, actu-

ally, one can deterministically fix a specific sampling choice from the outset,

which is not bad:

• For any choice of inputs;

• For any choice of the adversary as to who to corrupt, and;

• No matter what Byzantine action the adversary carries out.

We can define a notion of a bad sampling choice and show:

• If the sampling choice is not bad, then the protocol solves ✏-BA.

• The sampling choice is bad with small probability.

This is much like Recursive Phase King, but to keep communication linear, we

use sampling.
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Volitional Agents and Grassroots Protocols

Transition systems

A transition system (S, T, L) is specified by:

• A set of states S (with a special designated initial state).
• A set of correct transitions T ✓ S2. Each t 2 T is a pair (s, s0), where
s 6= s0.

• A set L of disjoint subsets of T . Each element of L can be thought of
as a liveness class...

A run is a sequence of states in S, beginning with the initial state. A run is
safe if every consecutive pair of states is a correct transition in T .

A set of transitions M 2 L is enabled at s 2 S if there exists some s0 with
(s, s0) 2 M , i.e., if it is now possible to make a transition in M .

A run r is live if no M 2 L is enabled in every state of a su�x of r without
any transition in M occurring in the su�x.
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Multiagent Transition Systems
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An Aside

Today we won’t focus on faulty behaviour: we are focussed on high level
specifications that determine correct behaviour.

Resilience to faults can be studied using the notion of implementations:

• For transition systems TS = (S, T, L) and TS 0 = (S 0, T 0, L0), an imple-
mentation of TS by TS 0 is a function mapping states of S 0 to states of
S.

• An implementation is correct if it maps correct runs of TS 0 to correct
runs of TS.

• It is complete if every correct run of TS is mapped to by some run of
TS 0.

Given a high level specification TS, one can then consider lower level imple-
mentations, together with notions of fault tolerance for those implementations.

A run is correct if it is safe and live.

Given a set of agents P and a set of underlying states S, a configuration is
an element of SP , i.e., a configuration assigns a state in S to each agent in P .

The states of the MATS are configurations, and T is now contains pairs of
configurations.

A transition system (S, T, L) is specified by:

• A set of states S (with a special designated initial state).
• A set of correct transitions T ✓ S2. Each t 2 T is a pair (s, s0), where
s 6= s0.

• A set L of disjoint subsets of T . Each element of L can be thought of
as a liveness class...

A run is a sequence of states in S, beginning with the initial state. A run is
safe if every consecutive pair of states is a correct transition in T .

A set of transitions M 2 L is enabled at s 2 S if there exists some s0 with
(s, s0) 2 M , i.e., if it is now possible to make a transition in M .
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Next, we want to introduce Volitional MATS.

First we have to introduce volitional states, and certain types of volitional

transitions...

Structure

1) Review: transition systems

2) Multi-agent transition systems (MATS)

3) Volitional states, volitional transactions, Volitional MATS.

4) Grassroots protocols.

5) Volitional Transactions-based protocols.

6) Example: Child-safe networks.

We’ll see how L is used to specify liveness in a bit...

Derandomising

Open questions. Our results leave several natural questions open:

• For f < n/3 in the unauthenticated setting, is the communication

complexity of reaching univalency for BA ⌦(f log f)? More generally,

what is the tight complexity as a function of both n and f?

• What is the communication complexity of reaching univalency in the

authenticated setting when f 2 (n/3, n/2)?

• Can similar separations between univalency and dissemination be es-

tablished in asynchronous or partially synchronous models?
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which is not bad:
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Next, we want to introduce voltiions: these are not just choices made at a
point in time, but are first class objects in the model, reflected in persistent
state.

The basic idea is that we separate an agent’s state into two parts: their ma-

chine state and their volitions...
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Machine state
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s 2 S

A set of transactions they are willing to engage in

Today we won’t focus on faulty behaviour: we are focussed on high level
specifications that determine correct behaviour.
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runs of TS.

• It is complete if every correct run of TS is mapped to by some run of
TS 0.

Given a high level specification TS, one can then consider lower level imple-
mentations, together with notions of fault tolerance for those implementations.

A run is correct if it is safe and live.

Given a set of agents P and a set of underlying states S, a configuration is
an element of SP , i.e., a configuration assigns a state in S to each agent in P .
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To formalise this, we distinguish between transitions and transactions: a
transaction just specifies the change in state for some subset Q ✓ P .

Guarded Machine Transactions. Given an arbitrary set S of machine
states and agents Q ✓ P , a machine configuration over Q is a member of
SQ, and a machine transaction over participants Q is a pair (c, c0) 2 (SQ)2

such that c 6= c0.

Given such a machine transaction t, a guarded transaction over t is a pair
(t, Q0) where Q0 ✓ Q are its guards.
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such that c 6= c0.

Given such a machine transaction t, a guarded transaction over t is a pair
(t, Q0) where Q0 ✓ Q are its guards.

Volitional Agents and Grassroots Protocols

Volitions

Next, we want to introduce volitions: these are not just choices made at a
point in time, but are first class objects in the model, reflected in persistent
state.

The basic idea is that we separate an agent’s state into two parts: their ma-

chine state and their volitions...

Agent state

Machine state

Volitional state

s 2 S

A set of transactions they are willing to engage in

Today we won’t focus on faulty behaviour: we are focussed on high level
specifications that determine correct behaviour.

Resilience to faults can be studied using the notion of implementations:

• For transition systems TS = (S, T, L) and TS 0 = (S 0, T 0, L0), an imple-
mentation of TS by TS 0 is a function mapping states of S 0 to states of
S.

• An implementation is correct if it maps correct runs of TS 0 to correct
runs of TS.
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When we say a transaction is “guarded by {p, q},” both must be willing; when
we say it is “guarded by either p or q,” we mean there are two guarded trans-
actions over the same machine transaction, (t, {p}) and (t, {q}), so that either
person’s volition su�ces.

The agents that must be willing for the transaction to take place.

To formalise this, we distinguish between transitions and transactions: a
transaction just specifies the change in state for some subset Q ✓ P .

Guarded Machine Transactions. Given an arbitrary set S of machine
states and agents Q ✓ P , a machine configuration over Q is a member of
SQ, and a machine transaction over participants Q is a pair (c, c0) 2 (SQ)2

such that c 6= c0.

Given such a machine transaction t, a guarded transaction over t is a pair
(t, Q0) where Q0 ✓ Q are its guards.

Volitional Agents and Grassroots Protocols

Volitions

Next, we want to introduce volitions: these are not just choices made at a
point in time, but are first class objects in the model, reflected in persistent
state.

The basic idea is that we separate an agent’s state into two parts: their ma-

chine state and their volitions...

Agent state

Machine state

Volitional state

s 2 S

A set of transactions they are willing to engage in

Today we won’t focus on faulty behaviour: we are focussed on high level
specifications that determine correct behaviour.

Resilience to faults can be studied using the notion of implementations:
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The basic idea is that we separate an agent’s state into two parts: their ma-

chine state and their volitions...

Agent state
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Volitional state
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A set of transactions they are willing to engage in

Today we won’t focus on faulty behaviour: we are focussed on high level
specifications that determine correct behaviour.

Resilience to faults can be studied using the notion of implementations:

• For transition systems TS = (S, T, L) and TS 0 = (S 0, T 0, L0), an imple-
mentation of TS by TS 0 is a function mapping states of S 0 to states of
S.

• An implementation is correct if it maps correct runs of TS 0 to correct
runs of TS.

• It is complete if every correct run of TS is mapped to by some run of
TS 0.

Given a high level specification TS, one can then consider lower level imple-
mentations, together with notions of fault tolerance for those implementations.

A run is correct if it is safe and live.

Given a set of agents P and a set of underlying states S, a configuration is
an element of SP , i.e., a configuration assigns a state in S to each agent in P .
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Next, we want to formally define volitional states and correct volitional transi-

tions (basically those where the volitional state of the guards is as required)...

...but there is a slight complication that we really have to consider equivalence

classes of transactions here...

First we have to introduce volitional states, and certain types of volitional

transitions...

Structure

1) Review: transition systems

2) Multi-agent transition systems (MATS)

3) Volitional states, volitional transactions, Volitional MATS.

4) Grassroots protocols.

5) Volitional Transactions-based protocols.

6) Example: Child-safe networks.

We’ll see how L is used to specify liveness in a bit...

Derandomising

Open questions. Our results leave several natural questions open:

• For f < n/3 in the unauthenticated setting, is the communication

complexity of reaching univalency for BA ⌦(f log f)? More generally,

what is the tight complexity as a function of both n and f?

• What is the communication complexity of reaching univalency in the

authenticated setting when f 2 (n/3, n/2)?

• Can similar separations between univalency and dissemination be es-

tablished in asynchronous or partially synchronous models?

One can show that ⌦(f) communication complexity is required.

We go through a (slightly fiddly) combinatorial argument to show that, actu-

ally, one can deterministically fix a specific sampling choice from the outset,

which is not bad:

• For any choice of inputs;
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Volitional Agents and Grassroots Protocols

Volitions

Next, we want to introduce voltiions: these are not just choices made at a
point in time, but are first class objects in the model, reflected in persistent
state.

The basic idea is that we separate an agent’s state into two parts: their ma-

chine state and their volitions...

Agent state

Machine state

Volitional state

s 2 S

A set of transactions they are willing to engage in

Today we won’t focus on faulty behaviour: we are focussed on high level
specifications that determine correct behaviour.

Resilience to faults can be studied using the notion of implementations:

• For transition systems TS = (S, T, L) and TS 0 = (S 0, T 0, L0), an imple-
mentation of TS by TS 0 is a function mapping states of S 0 to states of
S.

• An implementation is correct if it maps correct runs of TS 0 to correct
runs of TS.

• It is complete if every correct run of TS is mapped to by some run of
TS 0.

Given a high level specification TS, one can then consider lower level imple-
mentations, together with notions of fault tolerance for those implementations.

A run is correct if it is safe and live.

Given a set of agents P and a set of underlying states S, a configuration is
an element of SP , i.e., a configuration assigns a state in S to each agent in P .
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Distinct machine transactions can represent “the same action” in di↵erent

configurations; we capture this with an equivalence relation on machine trans-

actions.

Transaction Equivalence. Given a set of machine transactions T , a trans-

action equivalence is an equivalence relation ⇠ on T such that t ⇠ t0 implies

t and t0 have the same participants. We write [t] for the equivalence class of t
under ⇠.

For example, a running example in this talk will be Child-Safe Social Networks.

Here, we consider an evolving network of contacts, and the machine state of

an agent is its present contacts. In this context, befriending another agent

might be thought of as a single transaction, but is really an equivalence class

of transactions (one for each state before the befriending).

When we say a transaction is “guarded by {p, q},” both must be willing; when

we say it is “guarded by either p or q,” we mean there are two guarded trans-

actions over the same machine transaction, (t, {p}) and (t, {q}), so that either

person’s volition su�ces.

The agents that must be willing for the transaction to take place.

To formalise this, we distinguish between transitions and transactions: a

transaction just specifies the change in state for some subset Q ✓ P .

Guarded Machine Transactions. Given an arbitrary set S of machine
states and agents Q ✓ P , a machine configuration over Q is a member of

SQ
, and a machine transaction over participants Q is a pair (c, c0) 2 (SQ

)
2

such that c 6= c0.

Given such a machine transaction t, a guarded transaction over t is a pair

(t, Q0
) where Q0 ✓ Q are its guards.

Volitional Agents and Grassroots Protocols

Volitions

Next, we want to introduce volitions: these are not just choices made at a

point in time, but are first class objects in the model, reflected in persistent

state.
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action equivalence is an equivalence relation ⇠ on T such that t ⇠ t0 implies

t and t0 have the same participants. We write [t] for the equivalence class of t
under ⇠.

For example, a running example in this talk will be Child-Safe Social Networks.

Here, we consider an evolving network of contacts, and the machine state of

an agent is its present contacts. In this context, befriending another agent

might be thought of as a single transaction, but is really an equivalence class

of transactions (one for each state before the befriending).

When we say a transaction is “guarded by {p, q},” both must be willing; when

we say it is “guarded by either p or q,” we mean there are two guarded trans-

actions over the same machine transaction, (t, {p}) and (t, {q}), so that either

person’s volition su�ces.

The agents that must be willing for the transaction to take place.

To formalise this, we distinguish between transitions and transactions: a

transaction just specifies the change in state for some subset Q ✓ P .

Guarded Machine Transactions. Given an arbitrary set S of machine
states and agents Q ✓ P , a machine configuration over Q is a member of

SQ
, and a machine transaction over participants Q is a pair (c, c0) 2 (SQ

)
2

such that c 6= c0.

Given such a machine transaction t, a guarded transaction over t is a pair

(t, Q0
) where Q0 ✓ Q are its guards.
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Transaction Equivalence. Given a set of machine transactions T , a trans-

action equivalence is an equivalence relation ⇠ on T such that t ⇠ t0 implies

t and t0 have the same participants. We write [t] for the equivalence class of t
under ⇠.

For example, a running example in this talk will be Child-Safe Social Networks.

Here, we consider an evolving network of contacts, and the machine state of

an agent is its present contacts. In this context, befriending another agent

might be thought of as a single transaction, but is really an equivalence class

of transactions (one for each state before the befriending).

When we say a transaction is “guarded by {p, q},” both must be willing; when

we say it is “guarded by either p or q,” we mean there are two guarded trans-

actions over the same machine transaction, (t, {p}) and (t, {q}), so that either

person’s volition su�ces.

The agents that must be willing for the transaction to take place.

To formalise this, we distinguish between transitions and transactions: a

transaction just specifies the change in state for some subset Q ✓ P .

Guarded Machine Transactions. Given an arbitrary set S of machine
states and agents Q ✓ P , a machine configuration over Q is a member of

SQ
, and a machine transaction over participants Q is a pair (c, c0) 2 (SQ
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(t, Q0
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Next, we want to introduce voltiions: these are not just choices made at a
point in time, but are first class objects in the model, reflected in persistent
state.

The basic idea is that we separate an agent’s state into two parts: their ma-

chine state and their volitions...

Agent state
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Volitional state
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A set of transactions they are willing to engage in

Today we won’t focus on faulty behaviour: we are focussed on high level
specifications that determine correct behaviour.

Resilience to faults can be studied using the notion of implementations:

• For transition systems TS = (S, T, L) and TS 0 = (S 0, T 0, L0), an imple-
mentation of TS by TS 0 is a function mapping states of S 0 to states of
S.

• An implementation is correct if it maps correct runs of TS 0 to correct
runs of TS.

• It is complete if every correct run of TS is mapped to by some run of
TS 0.

Given a high level specification TS, one can then consider lower level imple-
mentations, together with notions of fault tolerance for those implementations.

A run is correct if it is safe and live.

Given a set of agents P and a set of underlying states S, a configuration is
an element of SP , i.e., a configuration assigns a state in S to each agent in P .

1

ERASURE CODING

ANDREW LEWIS-PYE

Distinct machine transactions can represent “the same action” in di↵erent

configurations; we capture this with an equivalence relation on machine trans-

actions.

Transaction Equivalence. Given a set of machine transactions T , a trans-

action equivalence is an equivalence relation ⇠ on T such that t ⇠ t0 implies

t and t0 have the same participants. We write [t] for the equivalence class of t
under ⇠.

For example, a running example in this talk will be Child-Safe Social Networks.

Here, we consider an evolving network of contacts, and the machine state of

an agent is its present contacts. In this context, befriending another agent

might be thought of as a single transaction, but is really an equivalence class

of transactions (one for each state before the befriending).

When we say a transaction is “guarded by {p, q},” both must be willing; when

we say it is “guarded by either p or q,” we mean there are two guarded trans-

actions over the same machine transaction, (t, {p}) and (t, {q}), so that either

person’s volition su�ces.

The agents that must be willing for the transaction to take place.

To formalise this, we distinguish between transitions and transactions: a

transaction just specifies the change in state for some subset Q ✓ P .

Guarded Machine Transactions. Given an arbitrary set S of machine
states and agents Q ✓ P , a machine configuration over Q is a member of

SQ
, and a machine transaction over participants Q is a pair (c, c0) 2 (SQ

)
2

such that c 6= c0.

Given such a machine transaction t, a guarded transaction over t is a pair

(t, Q0
) where Q0 ✓ Q are its guards.

Volitional Agents and Grassroots Protocols

Volitions

Next, we want to introduce volitions: these are not just choices made at a

point in time, but are first class objects in the model, reflected in persistent

state.
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Now we can formally define volitional states and correct volitional transitions...

...but there is a slight complication that we really have to consider equivalence

classes of transactions here...

First we have to introduce volitional states, and certain types of volitional

transitions...

Structure

1) Review: transition systems

2) Multi-agent transition systems (MATS)

3) Volitional states, volitional transactions, Volitional MATS.

4) Grassroots protocols.

5) Volitional Transactions-based protocols.

6) Example: Child-safe networks.

We’ll see how L is used to specify liveness in a bit...

Derandomising

Open questions. Our results leave several natural questions open:

• For f < n/3 in the unauthenticated setting, is the communication

complexity of reaching univalency for BA ⌦(f log f)? More generally,

what is the tight complexity as a function of both n and f?

• What is the communication complexity of reaching univalency in the

authenticated setting when f 2 (n/3, n/2)?

• Can similar separations between univalency and dissemination be es-

tablished in asynchronous or partially synchronous models?

One can show that ⌦(f) communication complexity is required.

We go through a (slightly fiddly) combinatorial argument to show that, actu-

ally, one can deterministically fix a specific sampling choice from the outset,

which is not bad:

• For any choice of inputs;

• For any choice of the adversary as to who to corrupt, and;
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Next, we want to introduce voltiions: these are not just choices made at a
point in time, but are first class objects in the model, reflected in persistent
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The basic idea is that we separate an agent’s state into two parts: their ma-
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Today we won’t focus on faulty behaviour: we are focussed on high level
specifications that determine correct behaviour.

Resilience to faults can be studied using the notion of implementations:

• For transition systems TS = (S, T, L) and TS 0 = (S 0, T 0, L0), an imple-
mentation of TS by TS 0 is a function mapping states of S 0 to states of
S.

• An implementation is correct if it maps correct runs of TS 0 to correct
runs of TS.

• It is complete if every correct run of TS is mapped to by some run of
TS 0.

Given a high level specification TS, one can then consider lower level imple-
mentations, together with notions of fault tolerance for those implementations.

A run is correct if it is safe and live.

Given a set of agents P and a set of underlying states S, a configuration is
an element of SP , i.e., a configuration assigns a state in S to each agent in P .
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Given agents P , machine states S, a set of machine transactions T , and equiv-

alence ⇠ on T :

• An agent state is a pair (V,m) 2 A = (2
T/⇠ ⇥ S) where V is its

volitional state and m 2 S its machine state.

• An agent configuration c is a member c 2 AP
.

An agent configuration c is a member c 2 AP
.

Distinct machine transactions can represent “the same action” in di↵erent

configurations; we capture this with an equivalence relation on machine trans-

actions.

Transaction Equivalence. Given a set of machine transactions T , a trans-

action equivalence is an equivalence relation ⇠ on T such that t ⇠ t0 implies

t and t0 have the same participants. We write [t] for the equivalence class of t
under ⇠.

For example, a running example in this talk will be Child-Safe Social Networks.

Here, we consider an evolving network of contacts, and the machine state of

an agent is its present contacts. In this context, befriending another agent

might be thought of as a single transaction, but is really an equivalence class

of transactions (one for each state before the befriending).

When we say a transaction is “guarded by {p, q},” both must be willing; when

we say it is “guarded by either p or q,” we mean there are two guarded trans-

actions over the same machine transaction, (t, {p}) and (t, {q}), so that either

person’s volition su�ces.

The agents that must be willing for the transaction to take place.

To formalise this, we distinguish between transitions and transactions: a

transaction just specifies the change in state for some subset Q ✓ P .

Guarded Machine Transactions. Given an arbitrary set S of machine
states and agents Q ✓ P , a machine configuration over Q is a member of

SQ
, and a machine transaction over participants Q is a pair (c, c0) 2 (SQ

)
2

such that c 6= c0.
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The volitional state is a set of (equivalence classes of) transactions the agent

is willing to execute

...but there is a slight complication that we really have to consider equivalence

classes of transactions here...

First we have to introduce volitional states, and certain types of volitional

transitions...

Structure

1) Review: transition systems

2) Multi-agent transition systems (MATS)

3) Volitional states, volitional transactions, Volitional MATS.

4) Grassroots protocols.

5) Volitional Transactions-based protocols.

6) Example: Child-safe networks.

We’ll see how L is used to specify liveness in a bit...

Derandomising

Open questions. Our results leave several natural questions open:

• For f < n/3 in the unauthenticated setting, is the communication

complexity of reaching univalency for BA ⌦(f log f)? More generally,

what is the tight complexity as a function of both n and f?

• What is the communication complexity of reaching univalency in the

authenticated setting when f 2 (n/3, n/2)?

• Can similar separations between univalency and dissemination be es-

tablished in asynchronous or partially synchronous models?

One can show that ⌦(f) communication complexity is required.

We go through a (slightly fiddly) combinatorial argument to show that, actu-

ally, one can deterministically fix a specific sampling choice from the outset,

which is not bad:

• For any choice of inputs;
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Volitions

Next, we want to introduce voltiions: these are not just choices made at a
point in time, but are first class objects in the model, reflected in persistent
state.

The basic idea is that we separate an agent’s state into two parts: their ma-

chine state and their volitions...

Agent state

Machine state

Volitional state

s 2 S

A set of transactions they are willing to engage in

Today we won’t focus on faulty behaviour: we are focussed on high level
specifications that determine correct behaviour.

Resilience to faults can be studied using the notion of implementations:

• For transition systems TS = (S, T, L) and TS 0 = (S 0, T 0, L0), an imple-
mentation of TS by TS 0 is a function mapping states of S 0 to states of
S.

• An implementation is correct if it maps correct runs of TS 0 to correct
runs of TS.

• It is complete if every correct run of TS is mapped to by some run of
TS 0.

Given a high level specification TS, one can then consider lower level imple-
mentations, together with notions of fault tolerance for those implementations.

A run is correct if it is safe and live.

Given a set of agents P and a set of underlying states S, a configuration is
an element of SP , i.e., a configuration assigns a state in S to each agent in P .
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Given agents P , machine states S, a set of machine transactions T , and equiv-

alence ⇠ on T :

• An agent state is a pair (V,m) 2 A = (2
T/⇠ ⇥ S) where V is its

volitional state and m 2 S its machine state.

• An agent configuration c is a member c 2 AP
.

An agent configuration c is a member c 2 AP
.

Distinct machine transactions can represent “the same action” in di↵erent

configurations; we capture this with an equivalence relation on machine trans-

actions.

Transaction Equivalence. Given a set of machine transactions T , a trans-

action equivalence is an equivalence relation ⇠ on T such that t ⇠ t0 implies

t and t0 have the same participants. We write [t] for the equivalence class of t
under ⇠.

For example, a running example in this talk will be Child-Safe Social Networks.

Here, we consider an evolving network of contacts, and the machine state of

an agent is its present contacts. In this context, befriending another agent

might be thought of as a single transaction, but is really an equivalence class

of transactions (one for each state before the befriending).

When we say a transaction is “guarded by {p, q},” both must be willing; when

we say it is “guarded by either p or q,” we mean there are two guarded trans-

actions over the same machine transaction, (t, {p}) and (t, {q}), so that either

person’s volition su�ces.

The agents that must be willing for the transaction to take place.

To formalise this, we distinguish between transitions and transactions: a

transaction just specifies the change in state for some subset Q ✓ P .

Guarded Machine Transactions. Given an arbitrary set S of machine
states and agents Q ✓ P , a machine configuration over Q is a member of

SQ
, and a machine transaction over participants Q is a pair (c, c0) 2 (SQ

)
2

such that c 6= c0.
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Given agents P , machine states S, a set of machine transactions T , and equiv-

alence ⇠ on T :

• An agent state is a pair (V,m) 2 A = (2
T/⇠ ⇥ S) where V is its

volitional state and m 2 S its machine state.

• An agent configuration c is a member c 2 AP
.

We let cmp denote the machine state of agent p in configuration c, while cvp
denotes their volitional state in c.

Distinct machine transactions can represent “the same action” in di↵erent

configurations; we capture this with an equivalence relation on machine trans-
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Transaction Equivalence. Given a set of machine transactions T , a trans-

action equivalence is an equivalence relation ⇠ on T such that t ⇠ t0 implies

t and t0 have the same participants. We write [t] for the equivalence class of t
under ⇠.

For example, a running example in this talk will be Child-Safe Social Networks.

Here, we consider an evolving network of contacts, and the machine state of

an agent is its present contacts. In this context, befriending another agent

might be thought of as a single transaction, but is really an equivalence class

of transactions (one for each state before the befriending).

When we say a transaction is “guarded by {p, q},” both must be willing; when

we say it is “guarded by either p or q,” we mean there are two guarded trans-

actions over the same machine transaction, (t, {p}) and (t, {q}), so that either

person’s volition su�ces.

The agents that must be willing for the transaction to take place.

To formalise this, we distinguish between transitions and transactions: a

transaction just specifies the change in state for some subset Q ✓ P .

Guarded Machine Transactions. Given an arbitrary set S of machine
states and agents Q ✓ P , a machine configuration over Q is a member of

SQ
, and a machine transaction over participants Q is a pair (c, c0) 2 (SQ

)
2

such that c 6= c0.
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Next, we want to introduce voltiions: these are not just choices made at a
point in time, but are first class objects in the model, reflected in persistent
state.

The basic idea is that we separate an agent’s state into two parts: their ma-

chine state and their volitions...
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Today we won’t focus on faulty behaviour: we are focussed on high level
specifications that determine correct behaviour.

Resilience to faults can be studied using the notion of implementations:

• For transition systems TS = (S, T, L) and TS 0 = (S 0, T 0, L0), an imple-
mentation of TS by TS 0 is a function mapping states of S 0 to states of
S.

• An implementation is correct if it maps correct runs of TS 0 to correct
runs of TS.

• It is complete if every correct run of TS is mapped to by some run of
TS 0.

Given a high level specification TS, one can then consider lower level imple-
mentations, together with notions of fault tolerance for those implementations.

A run is correct if it is safe and live.

Given a set of agents P and a set of underlying states S, a configuration is
an element of SP , i.e., a configuration assigns a state in S to each agent in P .
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an agent is its present contacts. In this context, befriending another agent

might be thought of as a single transaction, but is really an equivalence class

of transactions (one for each state before the befriending).

When we say a transaction is “guarded by {p, q},” both must be willing; when

we say it is “guarded by either p or q,” we mean there are two guarded trans-

actions over the same machine transaction, (t, {p}) and (t, {q}), so that either

person’s volition su�ces.
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under ⇠.
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an agent is its present contacts. In this context, befriending another agent

might be thought of as a single transaction, but is really an equivalence class

of transactions (one for each state before the befriending).

When we say a transaction is “guarded by {p, q},” both must be willing; when

we say it is “guarded by either p or q,” we mean there are two guarded trans-

actions over the same machine transaction, (t, {p}) and (t, {q}), so that either
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Every guard wills the transaction.

The machine transaction is that specified by t.

Once the transaction is executed, we remove it from the volitional state.

Given agents P , machine states S, a set of machine transactions T , and equiv-
alence ⇠ on T :

• An agent state is a pair (V,m) 2 A = (2T/⇠ ⇥ S) where V is its
volitional state and m 2 S its machine state.

• An agent configuration c is a member c 2 AP .

We let cmp denote the machine state of agent p in configuration c, while cvp
denotes their volitional state in c.

Volitional transactions are of two kinds:

• Volition changes: a single agent changes their volitional state.
• A volitional machine transaction induced by a guarded machine
transaction (t, Q0) for some t = (d, d0) with participants Q is a pair
(c, c0) where:

– c 6= c0 are agent configurations such that [t] 2 cvq for every q 2 Q0;
– cmp = dp and c0mp = d0p for every p 2 Q, and;
– c0vp = cvp \ {[t]} for every p 2 Q.

Distinct machine transactions can represent “the same action” in di↵erent
configurations; we capture this with an equivalence relation on machine trans-
actions.

Transaction Equivalence. Given a set of machine transactions T , a trans-

action equivalence is an equivalence relation ⇠ on T such that t ⇠ t0 implies
t and t0 have the same participants. We write [t] for the equivalence class of t
under ⇠.

For example, a running example in this talk will be Child-Safe Social Networks.
Here, we consider an evolving network of contacts, and the machine state of
an agent is its present contacts. In this context, befriending another agent
might be thought of as a single transaction, but is really an equivalence class
of transactions (one for each state before the befriending).
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Example

A child-safe social network is a grassroots social network in which a child’s
partaking in online activities is subject to parental consent.

Each agent p maintains a set of friends cmp ✓ P (their machine state). In what
follows, r, s are children with respective parents p, q. We specify the protocol
using two types of guarded machine transaction.

(1) Child befriend: (c0)mr := cmr [ {s}, (c0)ms := cms [ {r}, provided
q 2 cmp and s /2 cmr . Guarded by {r, s, p, q}.

(2) Child unfriend: (c0)mr := cmr \ {s}, (c0)ms := cms \ {r}, provided
s 2 cmr . Guarded by any one of {r, s, p, q}.

The precondition q 2 cmp requires the parents to be friends. Child befriend-
ing requires all four—both children and both parents—to be willing; child
unfriending can be initiated by any one of the four.

Every guard wills the transaction.

The machine transaction is that specified by t.

Once the transaction is executed, we remove it from the volitional state.

Given agents P , machine states S, a set of machine transactions T , and equiv-
alence ⇠ on T :

• An agent state is a pair (V,m) 2 A = (2T/⇠ ⇥ S) where V is its
volitional state and m 2 S its machine state.

• An agent configuration c is a member c 2 AP .

We let cmp denote the machine state of agent p in configuration c, while cvp
denotes their volitional state in c.

Volitional transactions are of two kinds:

• Volition changes: a single agent changes their volitional state.
• A volitional machine transaction induced by a guarded machine
transaction (t, Q0) for some t = (d, d0) with participants Q is a pair
(c, c0) where:

– c 6= c0 are agent configurations such that [t] 2 cvq for every q 2 Q0;
1
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Now that we know what states and transitions look like, we can define Voli-

tional MATS...

...but there is a slight complication that we really have to consider equivalence

classes of transactions here...

First we have to introduce volitional states, and certain types of volitional

transitions...

Structure

1) Review: transition systems

2) Multi-agent transition systems (MATS)

3) Volitional states, volitional transactions, Volitional MATS.

4) Grassroots protocols.

5) Volitional Transactions-based protocols.

6) Example: Child-safe networks.

We’ll see how L is used to specify liveness in a bit...

Derandomising

Open questions. Our results leave several natural questions open:

• For f < n/3 in the unauthenticated setting, is the communication

complexity of reaching univalency for BA ⌦(f log f)? More generally,

what is the tight complexity as a function of both n and f?

• What is the communication complexity of reaching univalency in the

authenticated setting when f 2 (n/3, n/2)?

• Can similar separations between univalency and dissemination be es-

tablished in asynchronous or partially synchronous models?

One can show that ⌦(f) communication complexity is required.

We go through a (slightly fiddly) combinatorial argument to show that, actu-

ally, one can deterministically fix a specific sampling choice from the outset,

which is not bad:

• For any choice of inputs;
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Volitional Multiagent Transition Systems

Consider a set of agents P , machine states S, a set R of guarded machine trans-
actions, and an equivalence ⇠ on the set TR := {t : (t, Q0) 2 R for some Q0}
of underlying machine transactions.

The volitional multiagent transition system induced by (S,R,⇠) over
P is the multiagent transition system (AP , TV ,⇠V ) where:

(1) A := 2TR/⇠ ⇥ S is the agent state space;
(2) TV consists of all transitions of one of two forms: (i) a volition change;

or (ii) a volitional machine transaction induced by some guarded
machine transaction (t, Q0) 2 R;

(3) ⇠V is the set of equivalence classes of volitional machine transitions
induced by R, relating two of them whenever their inducing machine
transactions are ⇠-equivalent.

The set R of guarded machine transactions that specifies a platform thus deter-
mines the volitional machine transitions of the induced VMTS, while change-
volition transitions are freely available to every agent independent of R.

The liveness requirement is that, for any volitional machine transaction enabled
on all states in a su�x of a run, some equivalent transaction is eventually
executed.

A child-safe social network is a grassroots social network in which a child’s
partaking in online activities is subject to parental consent.

Each agent p maintains a set of friends cmp ✓ P (their machine state). In what
follows, r, s are children with respective parents p, q. We specify the protocol
using two types of guarded machine transaction.

(1) Child befriend: (c0)mr := cmr [ {s}, (c0)ms := cms [ {r}, provided
q 2 cmp and s /2 cmr . Guarded by {r, s, p, q}.

(2) Child unfriend: (c0)mr := cmr \ {s}, (c0)ms := cms \ {r}, provided
s 2 cmr . Guarded by any one of {r, s, p, q}.
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Structure

1) Review: transition systems

2) Multi-agent transition systems (MATS)

3) Volitional states, volitional transactions, Volitional MATS.

4) Grassroots protocols.

5) Volitional Transactions-based protocols.

6) Example: Child-safe networks.

Derandomising

Open questions. Our results leave several natural questions open:

• For f < n/3 in the unauthenticated setting, is the communication

complexity of reaching univalency for BA ⌦(f log f)? More generally,

what is the tight complexity as a function of both n and f?

• What is the communication complexity of reaching univalency in the

authenticated setting when f 2 (n/3, n/2)?

• Can similar separations between univalency and dissemination be es-

tablished in asynchronous or partially synchronous models?

One can show that ⌦(f) communication complexity is required.

We go through a (slightly fiddly) combinatorial argument to show that, actu-

ally, one can deterministically fix a specific sampling choice from the outset,

which is not bad:

• For any choice of inputs;

• For any choice of the adversary as to who to corrupt, and;

• No matter what Byzantine action the adversary carries out.

We can define a notion of a bad sampling choice and show:

• If the sampling choice is not bad, then the protocol solves ✏-BA.

• The sampling choice is bad with small probability.

This is much like Recursive Phase King, but to keep communication linear, we

use sampling.
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Grassroots Protocols

We consider a potentially infinite set of agents ⇧: any protocol must run for
any finite P ⇢ ⇧.

A protocol F is a family of multiagent transition systems that has exactly
one multiagent transition system F(P ) = (S(P ), T (P ), L(P )) for every P ⇢ ⇧,
where P ✓ P 0 implies S(P ) ✓ S(P 0).

Informally, in a grassroots protocol two disjoint groups of agents can each
operate independently—their interleaved correct runs are correct runs of the
combined system—yet the combined system o↵ers genuinely new behaviours
that neither group could produce on its own. To capture this notion formally,
we first define the interleaving of runs of two disjoint groups...

Volitional Multiagent Transition Systems

Consider a set of agents P , machine states S, a set R of guarded machine trans-
actions, and an equivalence ⇠ on the set TR := {t : (t, Q0) 2 R for some Q0}
of underlying machine transactions.

The volitional multiagent transition system induced by (S,R,⇠) over
P is the multiagent transition system (AP , TV ,⇠V ) where:

(1) A := 2TR/⇠ ⇥ S is the agent state space;
(2) TV consists of all transitions of one of two forms: (i) a volition change;

or (ii) a volitional machine transaction induced by some guarded
machine transaction (t, Q0) 2 R;

(3) ⇠V is the set of equivalence classes of volitional machine transitions
induced by R, relating two of them whenever their inducing machine
transactions are ⇠-equivalent.

The set R of guarded machine transactions that specifies a platform thus deter-
mines the volitional machine transitions of the induced VMTS, while change-
volition transitions are freely available to every agent independent of R.

The liveness requirement is that, for any volitional machine transaction enabled
on all states in a su�x of a run, some equivalent transaction is eventually
executed.
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Let P, P 0 ⇢ ⇧ be disjoint nonempty sets of agents, r a run of F(P ), and r0 a
run of F(P 0).

Roughly, an interleaving of r and r0 is a sequence c0, c1, . . . of configurations
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3) Volitional states, volitional transactions, Volitional MATS.

4) Grassroots protocols.

5) Volitional Transactions-based protocols.

6) Example: Child-safe networks.

We’ll see how L is used to specify liveness in a bit...

Derandomising

Open questions. Our results leave several natural questions open:

• For f < n/3 in the unauthenticated setting, is the communication

complexity of reaching univalency for BA ⌦(f log f)? More generally,

what is the tight complexity as a function of both n and f?

• What is the communication complexity of reaching univalency in the

authenticated setting when f 2 (n/3, n/2)?

• Can similar separations between univalency and dissemination be es-

tablished in asynchronous or partially synchronous models?

One can show that ⌦(f) communication complexity is required.
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Interactive runs

Let P, P 0 ⇢ ⇧ be disjoint and nonempty. For a configuration c over P [ P 0

and Q ✓ P [ P 0, write c|Q for the restriction of c to Q.

A transition (c, c0) of F(P [ P 0) is an interaction between P and P 0 if
c|P 6= c0|P and c|P 0 6= c0|P 0 , and (c|P , c0|P ) is not a transition of F(P ) or
(c|P 0 , c0|P 0) is not a transition of F(P 0).

A run r of F(P [ P 0) is interactive between P and P 0 if some transition
of r is an interaction between P and P 0.

Something genuinely new, that couldn’t happen in F(P ) or F(P 0).

Let P, P 0 ⇢ ⇧ be disjoint nonempty sets of agents, r a run of F(P ), and r0 a
run of F(P 0).

Roughly, an interleaving of r and r0 is a sequence c0, c1, . . . of configurations
in C(P [P 0) such that each transition is either the next transition in r (leaving
the states of members of P 0 unchanged) or the next transition in r0 (leaving
the states of members of P unchanged).

We also require that each transition in r is eventually executed, and similarly
for r0.

A protocol F is a family of multiagent transition systems that has exactly
one multiagent transition system F(P ) = (S(P ), T (P ), L(P )) for every P ⇢ ⇧,
where P ✓ P 0 implies S(P ) ✓ S(P 0).

Informally, in a grassroots protocol two disjoint groups of agents can each
operate independently—their interleaved correct runs are correct runs of the
combined system—yet the combined system o↵ers genuinely new behaviours
that neither group could produce on its own.

To capture this notion formally, we first define the interleaving of runs of two
disjoint groups...

Volitional Multiagent Transition Systems
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in C(P [P 0) such that each transition is either the next transition in r (leaving
the states of members of P 0 unchanged) or the next transition in r0 (leaving
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We also require that each transition in r is eventually executed, and similarly
for r0.

A protocol F is a family of multiagent transition systems that has exactly
one multiagent transition system F(P ) = (S(P ), T (P ), L(P )) for every P ⇢ ⇧,
where P ✓ P 0 implies S(P ) ✓ S(P 0).

Informally, in a grassroots protocol two disjoint groups of agents can each
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of r is an interaction between P and P 0.
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Let P, P 0 ⇢ ⇧ be disjoint nonempty sets of agents, r a run of F(P ), and r0 a
run of F(P 0).

Roughly, an interleaving of r and r0 is a sequence c0, c1, . . . of configurations
in C(P [P 0) such that each transition is either the next transition in r (leaving
the states of members of P 0 unchanged) or the next transition in r0 (leaving
the states of members of P unchanged).

We also require that each transition in r is eventually executed, and similarly
for r0.

A protocol F is a family of multiagent transition systems that has exactly
one multiagent transition system F(P ) = (S(P ), T (P ), L(P )) for every P ⇢ ⇧,
where P ✓ P 0 implies S(P ) ✓ S(P 0).

Informally, in a grassroots protocol two disjoint groups of agents can each
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combined system—yet the combined system o↵ers genuinely new behaviours
that neither group could produce on its own.
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Grassroots Protocols

We consider a potentially infinite set of agents ⇧: any protocol must run for
any finite P ⇢ ⇧.

A protocol F is a family of multiagent transition systems that has exactly
one multiagent transition system F(P ) = (S(P ), T (P ), L(P )) for every P ⇢ ⇧,
where P ✓ P 0 implies S(P ) ✓ S(P 0).

Informally, in a grassroots protocol two disjoint groups of agents can each
operate independently—their interleaved correct runs are correct runs of the
combined system—yet the combined system o↵ers genuinely new behaviours
that neither group could produce on its own. To capture this notion formally,
we first define the interleaving of runs of two disjoint groups...

Volitional Multiagent Transition Systems

Consider a set of agents P , machine states S, a set R of guarded machine trans-
actions, and an equivalence ⇠ on the set TR := {t : (t, Q0) 2 R for some Q0}
of underlying machine transactions.

The volitional multiagent transition system induced by (S,R,⇠) over
P is the multiagent transition system (AP , TV ,⇠V ) where:

(1) A := 2TR/⇠ ⇥ S is the agent state space;
(2) TV consists of all transitions of one of two forms: (i) a volition change;

or (ii) a volitional machine transaction induced by some guarded
machine transaction (t, Q0) 2 R;

(3) ⇠V is the set of equivalence classes of volitional machine transitions
induced by R, relating two of them whenever their inducing machine
transactions are ⇠-equivalent.

The set R of guarded machine transactions that specifies a platform thus deter-
mines the volitional machine transitions of the induced VMTS, while change-
volition transitions are freely available to every agent independent of R.

The liveness requirement is that, for any volitional machine transaction enabled
on all states in a su�x of a run, some equivalent transaction is eventually
executed.
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Interactive runs
A protocol F is:

(1) oblivious if for every disjoint nonempty P, P 0 ⇢ ⇧, every interleaving
of a correct run of F(P ) and a correct run of F(P 0) is a correct run of
F(P [ P 0).

(2) interactive if for every disjoint nonempty P, P 0 ⇢ ⇧, some correct run
of F(P [ P 0) is interactive between P and P 0.

(3) grassroots if it is oblivious and interactive.

Let P, P 0 ⇢ ⇧ be disjoint and nonempty. For a configuration c over P [ P 0

and Q ✓ P [ P 0, write c|Q for the restriction of c to Q.

A transition (c, c0) of F(P [ P 0) is an interaction between P and P 0 if
c|P 6= c0|P and c|P 0 6= c0|P 0 , and (c|P , c0|P ) is not a transition of F(P ) or
(c|P 0 , c0|P 0) is not a transition of F(P 0).

A run r of F(P [ P 0) is interactive between P and P 0 if some transition
of r is an interaction between P and P 0.

Something genuinely new, that couldn’t happen in F(P ) or F(P 0).

Let P, P 0 ⇢ ⇧ be disjoint nonempty sets of agents, r a run of F(P ), and r0 a
run of F(P 0).

Roughly, an interleaving of r and r0 is a sequence c0, c1, . . . of configurations
in C(P [P 0) such that each transition is either the next transition in r (leaving
the states of members of P 0 unchanged) or the next transition in r0 (leaving
the states of members of P unchanged).

We also require that each transition in r is eventually executed, and similarly
for r0.

A protocol F is a family of multiagent transition systems that has exactly
one multiagent transition system F(P ) = (S(P ), T (P ), L(P )) for every P ⇢ ⇧,
where P ✓ P 0 implies S(P ) ✓ S(P 0).
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Interactive runs

P and P 0 don’t have to interact in an interesting way.

P and P 0 can interact in an interesting way.
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of a correct run of F(P ) and a correct run of F(P 0) is a correct run of
F(P [ P 0).
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(3) grassroots if it is oblivious and interactive.
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and Q ✓ P [ P 0, write c|Q for the restriction of c to Q.

A transition (c, c0) of F(P [ P 0) is an interaction between P and P 0 if
c|P 6= c0|P and c|P 0 6= c0|P 0 , and (c|P , c0|P ) is not a transition of F(P ) or
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A run r of F(P [ P 0) is interactive between P and P 0 if some transition
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Something genuinely new, that couldn’t happen in F(P ) or F(P 0).

Let P, P 0 ⇢ ⇧ be disjoint nonempty sets of agents, r a run of F(P ), and r0 a
run of F(P 0).

Roughly, an interleaving of r and r0 is a sequence c0, c1, . . . of configurations
in C(P [P 0) such that each transition is either the next transition in r (leaving
the states of members of P 0 unchanged) or the next transition in r0 (leaving
the states of members of P unchanged).

We also require that each transition in r is eventually executed, and similarly
for r0.
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Grassroots Protocols

We consider a potentially infinite set of agents ⇧: any protocol must run for
any finite P ⇢ ⇧.

A protocol F is a family of multiagent transition systems that has exactly
one multiagent transition system F(P ) = (S(P ), T (P ), L(P )) for every P ⇢ ⇧,
where P ✓ P 0 implies S(P ) ✓ S(P 0).

Informally, in a grassroots protocol two disjoint groups of agents can each
operate independently—their interleaved correct runs are correct runs of the
combined system—yet the combined system o↵ers genuinely new behaviours
that neither group could produce on its own. To capture this notion formally,
we first define the interleaving of runs of two disjoint groups...

Volitional Multiagent Transition Systems

Consider a set of agents P , machine states S, a set R of guarded machine trans-
actions, and an equivalence ⇠ on the set TR := {t : (t, Q0) 2 R for some Q0}
of underlying machine transactions.

The volitional multiagent transition system induced by (S,R,⇠) over
P is the multiagent transition system (AP , TV ,⇠V ) where:

(1) A := 2TR/⇠ ⇥ S is the agent state space;
(2) TV consists of all transitions of one of two forms: (i) a volition change;

or (ii) a volitional machine transaction induced by some guarded
machine transaction (t, Q0) 2 R;

(3) ⇠V is the set of equivalence classes of volitional machine transitions
induced by R, relating two of them whenever their inducing machine
transactions are ⇠-equivalent.

The set R of guarded machine transactions that specifies a platform thus deter-
mines the volitional machine transitions of the induced VMTS, while change-
volition transitions are freely available to every agent independent of R.

The liveness requirement is that, for any volitional machine transaction enabled
on all states in a su�x of a run, some equivalent transaction is eventually
executed.
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Interactive runs
A protocol F is:

(1) oblivious if for every disjoint nonempty P, P 0 ⇢ ⇧, every interleaving
of a correct run of F(P ) and a correct run of F(P 0) is a correct run of
F(P [ P 0).

(2) interactive if for every disjoint nonempty P, P 0 ⇢ ⇧, some correct run
of F(P [ P 0) is interactive between P and P 0.

(3) grassroots if it is oblivious and interactive.

Let P, P 0 ⇢ ⇧ be disjoint and nonempty. For a configuration c over P [ P 0

and Q ✓ P [ P 0, write c|Q for the restriction of c to Q.

A transition (c, c0) of F(P [ P 0) is an interaction between P and P 0 if
c|P 6= c0|P and c|P 0 6= c0|P 0 , and (c|P , c0|P ) is not a transition of F(P ) or
(c|P 0 , c0|P 0) is not a transition of F(P 0).

A run r of F(P [ P 0) is interactive between P and P 0 if some transition
of r is an interaction between P and P 0.

Something genuinely new, that couldn’t happen in F(P ) or F(P 0).

Let P, P 0 ⇢ ⇧ be disjoint nonempty sets of agents, r a run of F(P ), and r0 a
run of F(P 0).

Roughly, an interleaving of r and r0 is a sequence c0, c1, . . . of configurations
in C(P [P 0) such that each transition is either the next transition in r (leaving
the states of members of P 0 unchanged) or the next transition in r0 (leaving
the states of members of P unchanged).

We also require that each transition in r is eventually executed, and similarly
for r0.

A protocol F is a family of multiagent transition systems that has exactly
one multiagent transition system F(P ) = (S(P ), T (P ), L(P )) for every P ⇢ ⇧,
where P ✓ P 0 implies S(P ) ✓ S(P 0).
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Let P, P 0 ⇢ ⇧ be disjoint nonempty sets of agents, r a run of F(P ), and r0 a
run of F(P 0).

Roughly, an interleaving of r and r0 is a sequence c0, c1, . . . of configurations
in C(P [P 0) such that each transition is either the next transition in r (leaving
the states of members of P 0 unchanged) or the next transition in r0 (leaving
the states of members of P unchanged).
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Grassroots Protocols

We consider a potentially infinite set of agents ⇧: any protocol must run for
any finite P ⇢ ⇧.

A protocol F is a family of multiagent transition systems that has exactly
one multiagent transition system F(P ) = (S(P ), T (P ), L(P )) for every P ⇢ ⇧,
where P ✓ P 0 implies S(P ) ✓ S(P 0).

Informally, in a grassroots protocol two disjoint groups of agents can each
operate independently—their interleaved correct runs are correct runs of the
combined system—yet the combined system o↵ers genuinely new behaviours
that neither group could produce on its own. To capture this notion formally,
we first define the interleaving of runs of two disjoint groups...

Volitional Multiagent Transition Systems

Consider a set of agents P , machine states S, a set R of guarded machine trans-
actions, and an equivalence ⇠ on the set TR := {t : (t, Q0) 2 R for some Q0}
of underlying machine transactions.

The volitional multiagent transition system induced by (S,R,⇠) over
P is the multiagent transition system (AP , TV ,⇠V ) where:

(1) A := 2TR/⇠ ⇥ S is the agent state space;
(2) TV consists of all transitions of one of two forms: (i) a volition change;

or (ii) a volitional machine transaction induced by some guarded
machine transaction (t, Q0) 2 R;

(3) ⇠V is the set of equivalence classes of volitional machine transitions
induced by R, relating two of them whenever their inducing machine
transactions are ⇠-equivalent.

The set R of guarded machine transactions that specifies a platform thus deter-
mines the volitional machine transitions of the induced VMTS, while change-
volition transitions are freely available to every agent independent of R.

The liveness requirement is that, for any volitional machine transaction enabled
on all states in a su�x of a run, some equivalent transaction is eventually
executed.
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Interactive runs
A protocol F is:

(1) oblivious if for every disjoint nonempty P, P 0 ⇢ ⇧, every interleaving
of a correct run of F(P ) and a correct run of F(P 0) is a correct run of
F(P [ P 0).

(2) interactive if for every disjoint nonempty P, P 0 ⇢ ⇧, some correct run
of F(P [ P 0) is interactive between P and P 0.

(3) grassroots if it is oblivious and interactive.

Let P, P 0 ⇢ ⇧ be disjoint and nonempty. For a configuration c over P [ P 0

and Q ✓ P [ P 0, write c|Q for the restriction of c to Q.

A transition (c, c0) of F(P [ P 0) is an interaction between P and P 0 if
c|P 6= c0|P and c|P 0 6= c0|P 0 , and (c|P , c0|P ) is not a transition of F(P ) or
(c|P 0 , c0|P 0) is not a transition of F(P 0).

A run r of F(P [ P 0) is interactive between P and P 0 if some transition
of r is an interaction between P and P 0.

Something genuinely new, that couldn’t happen in F(P ) or F(P 0).

Let P, P 0 ⇢ ⇧ be disjoint nonempty sets of agents, r a run of F(P ), and r0 a
run of F(P 0).

Roughly, an interleaving of r and r0 is a sequence c0, c1, . . . of configurations
in C(P [P 0) such that each transition is either the next transition in r (leaving
the states of members of P 0 unchanged) or the next transition in r0 (leaving
the states of members of P unchanged).

We also require that each transition in r is eventually executed, and similarly
for r0.

A protocol F is a family of multiagent transition systems that has exactly
one multiagent transition system F(P ) = (S(P ), T (P ), L(P )) for every P ⇢ ⇧,
where P ✓ P 0 implies S(P ) ✓ S(P 0).
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Volitional Transactions-Based Protocols

Let S be a function mapping any P to a set of machine states. Let R be a set
of guarded transactions over S with equivalence ⇠.

The volitional transactions-based protocol F over R, S, and ⇠ assigns to each
set of agents P ⇢ ⇧ the volitional multiagent transition system F(P ) induced
by (S(P ), R(P ),⇠) over P . In particular, C(P ) = A(P )P with agent state
space A(P ) := 2TR(P )/⇠ ⇥ S(P ).

P and P 0 don’t have to interact in an interesting way.

P and P 0 can interact in an interesting way.

A protocol F is:

(1) oblivious if for every disjoint nonempty P, P 0 ⇢ ⇧, every interleaving
of a correct run of F(P ) and a correct run of F(P 0) is a correct run of
F(P [ P 0).

(2) interactive if for every disjoint nonempty P, P 0 ⇢ ⇧, some correct run
of F(P [ P 0) is interactive between P and P 0.

(3) grassroots if it is oblivious and interactive.

Let P, P 0 ⇢ ⇧ be disjoint and nonempty. For a configuration c over P [ P 0

and Q ✓ P [ P 0, write c|Q for the restriction of c to Q.

A transition (c, c0) of F(P [ P 0) is an interaction between P and P 0 if
c|P 6= c0|P and c|P 0 6= c0|P 0 , and (c|P , c0|P ) is not a transition of F(P ) or
(c|P 0 , c0|P 0) is not a transition of F(P 0).

A run r of F(P [ P 0) is interactive between P and P 0 if some transition
of r is an interaction between P and P 0.

Something genuinely new, that couldn’t happen in F(P ) or F(P 0).

Let P, P 0 ⇢ ⇧ be disjoint nonempty sets of agents, r a run of F(P ), and r0 a
run of F(P 0).

Roughly, an interleaving of r and r0 is a sequence c0, c1, . . . of configurations
in C(P [P 0) such that each transition is either the next transition in r (leaving
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Volitional Transactions-Based Protocols

Let S be a function mapping any P to a set of machine states. Let R be a set
of guarded transactions over S with equivalence ⇠.
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set of agents P ⇢ ⇧ the volitional multiagent transition system F(P ) induced
by (S(P ), R(P ),⇠) over P . In particular, C(P ) = A(P )P with agent state
space A(P ) := 2TR(P )/⇠ ⇥ S(P ).

P and P 0 don’t have to interact in an interesting way.
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basically, the correct volitional machine transactions are those induced by

guarded transactions in R

...but there is a slight complication that we really have to consider equivalence

classes of transactions here...

First we have to introduce volitional states, and certain types of volitional

transitions...

Structure

1) Review: transition systems

2) Multi-agent transition systems (MATS)

3) Volitional states, volitional transactions, Volitional MATS.

4) Grassroots protocols.

5) Volitional Transactions-based protocols.

6) Example: Child-safe networks.

We’ll see how L is used to specify liveness in a bit...

Derandomising

Open questions. Our results leave several natural questions open:

• For f < n/3 in the unauthenticated setting, is the communication

complexity of reaching univalency for BA ⌦(f log f)? More generally,

what is the tight complexity as a function of both n and f?

• What is the communication complexity of reaching univalency in the

authenticated setting when f 2 (n/3, n/2)?

• Can similar separations between univalency and dissemination be es-

tablished in asynchronous or partially synchronous models?

One can show that ⌦(f) communication complexity is required.

We go through a (slightly fiddly) combinatorial argument to show that, actu-

ally, one can deterministically fix a specific sampling choice from the outset,

which is not bad:

• For any choice of inputs;
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Volitional Transactions-Based Protocols

One of the reasons volitional transactions-based protocols are nice to work
with is the following result...

Theorem. A volitional transactions-based protocol over a set of guarded
transactions R is oblivious if every guarded transaction (t, Q0) 2 R whose ma-
chine transaction t has two or more participants has a nonempty guard, Q0 6= ;.

Let S be a function mapping any P to a set of machine states. Let R be a
set of guarded transactions over S with equivalence ⇠.
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by (S(P ), R(P ),⇠) over P . In particular, C(P ) = A(P )P with agent state
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P and P 0 don’t have to interact in an interesting way.
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of a correct run of F(P ) and a correct run of F(P 0) is a correct run of
F(P [ P 0).

(2) interactive if for every disjoint nonempty P, P 0 ⇢ ⇧, some correct run
of F(P [ P 0) is interactive between P and P 0.

(3) grassroots if it is oblivious and interactive.

Let P, P 0 ⇢ ⇧ be disjoint and nonempty. For a configuration c over P [ P 0

and Q ✓ P [ P 0, write c|Q for the restriction of c to Q.

A transition (c, c0) of F(P [ P 0) is an interaction between P and P 0 if
c|P 6= c0|P and c|P 0 6= c0|P 0 , and (c|P , c0|P ) is not a transition of F(P ) or
(c|P 0 , c0|P 0) is not a transition of F(P 0).

A run r of F(P [ P 0) is interactive between P and P 0 if some transition
of r is an interaction between P and P 0.
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Back to child-safe networks...

Recall that each agent p maintains a set of friends cmp ✓ P (their machine
state). In what follows, r, s are children with respective parents p, q. We
specify the protocol using two types of guarded machine transaction.

(1) Child befriend: (c0)mr := cmr [ {s}, (c0)ms := cms [ {r}, provided
q 2 cmp and s /2 cmr . Guarded by {r, s, p, q}.

(2) Child unfriend: (c0)mr := cmr \ {s}, (c0)ms := cms \ {r}, provided
s 2 cmr . Guarded by any one of {r, s, p, q}.

To prove that the protocol is grassroots, we need to prove it is oblivious and
interactive. Proving that it is interactive is striaghtforward: any run of F(P [
P 0) in which a member of P befriends a member of P 0 is interactive.

But given the previous theorem, obliviousness also follows directly.

One of the reasons volitional transactions-based protocols are nice to work
with is the following result...

Theorem. A volitional transactions-based protocol over a set of guarded
transactions R is oblivious if every guarded transaction (t, Q0) 2 R whose ma-
chine transaction t has two or more participants has a nonempty guard, Q0 6= ;.

Let S be a function mapping any P to a set of machine states. Let R be a
set of guarded transactions over S with equivalence ⇠.

The volitional transactions-based protocol F over R, S, and ⇠ assigns to each
set of agents P ⇢ ⇧ the volitional multiagent transition system F(P ) induced
by (S(P ), R(P ),⇠) over P . In particular, C(P ) = A(P )P with agent state
space A(P ) := 2TR(P )/⇠ ⇥ S(P ).

P and P 0 don’t have to interact in an interesting way.

P and P 0 can interact in an interesting way.

A protocol F is:
1
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