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Using Cloud services means LSE information gets stored outside LSE, and so we rely on the supplier to ensure appropriate security standards are applied and legal requirements met.

The Cloud Assurance Questions provide LSE with an overview of the security and availability of any service we may seek to commission.

There are two parts to a Cloud Assurance Questionnaire: 
· Cloud Assurance Questions for Commissioning Teams in LSE, 
· Cloud Assurance Questions for Suppliers.

This form is the Cloud Assurance Questions for Suppliers, which we expect the SaaS supplier to fill in. 

Legal note - UK GDPR
LSE is required to comply with the UK’s General Data Protection Regulation, which mandates how Personally Identifiable Information (PII) must be controlled, processed and secured. 

It is important to note that Personally Identifiable Data can only be stored outside the EEA if:
· The UK or EU has judged that the country has equivalent data protection laws (e.g. Canada, Japan)
· The supplier is in another international country and has signed standard contractual clauses with the School or is willing to offer to sign such clauses.
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Questions for completion by Cloud Provider

	1.
	Please provide details of third-party security assessments that are carried out. 
· If you perform internal and external penetration tests, please outline what scope the tests cover. 
· Can you also confirm if critical, high and medium findings from your most recent penetration test have been remediated.

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	2.
	Provide details of any security certification you hold or security standard you work to, e.g. ISO27001, SOC2, Cyber Essentials +.

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	3.
	How will you notify us if a security vulnerability has been identified in your product?

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	4.
	What are the timescales for you suspending and deleting accounts?

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	




	5.
	Do you integrate with Active Directory (AD) or Entra ID? 
· If you do not integrate with AAD, what is your password policy, and can MFA be enabled on accounts?

	Supplier Response
	





	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	6.
	Does your solution involve an email service? 
· If so, is there a requirement of sending emails to LSE users from your infrastructure? 
· Is there a need for the emails to look like they come from an @lse.ac.uk address?

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	





	7.
	Is all communication in transit encrypted? 
· Please provide protocols used.

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	8.
	Does the hosting agreement include end-of-life data destruction? 
· Please provide technical details of the method you use and timescale of the data deletion.



	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	9.
	Will our data or data about our cloud users be shared with third parties or shared across other services you may offer?

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	10.
	Will you allow us to get a copy of our data, at our request, in a usable format? 
· If so, please specify the formats available.

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	11.
	How quickly could you restore our data (without alteration) from a back-up if you suffered a major data loss? 
· What is your RTO and RPO?

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	12.
	How could the actions of other customers impact on the quality of the service you provide to us?

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	13.
	Please provide details of any guarantees you have on service availability.

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	14.
	Please provide details of any exclusions to the service availability guarantee e.g. maintenance windows

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	15.
	How will you communicate to us changes to the cloud service which may impact on our agreement?

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	



	Further comments
	

	Follow up Required
	



	16.
	If a test environment is needed, what security controls are in place to protect the test environment?
· Would any Personally Identifiable Information be anonymised if it was used to populate the test environment?

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	17.
	List the countries where you will process our data and describe the data safeguards that are in place for each location.

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	




	18.
	Is the data kept in a single datacentre or multiple datacentres? 
· If multiple, where are they? 
· Do you own the datacentres, or are you renting space and or services from a datacentre provider?

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	



	19.
	Describe any circumstances under which our data may be transferred to other countries?

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
	




	20.
	Can you provide encryption for data at rest? If so, please provide details of ciphers used.

	Supplier Response
	



	To be completed by LSE DTS Cyber Security & Risk Management

	Risk Level (RAG)
	
	Risk Owner
	

	Further comments
	

	Follow up Required
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